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11" FORUM ,,SAFETY FOR THE FUTURE 2025”

The world continues to change in ways we could not have predicted. A global pandemic, the
escalation of internationatonflicts, increasingly frequent climate disasters, the rise of cyber
threats, major industrial incidents, the growing demand for an integrated approach to
organizational security, as well as the unpredictability of new technologies such as artificial
intelligence and autonomous weapeshese are just some of the factors that have
transformed the way we live and work. Yet, at the heart of these changes remains the
unchanging need for security. The International Forum "Safety for the Future" has long been
a platform responding to that need. Each year it brings together the international community
of scientists, experts, and professionals who, through their contributions, advance security in
all its aspects. Every obstacle, whether a global crisis or techiwabgdvancement, is seen

as an opportunity for growth and development.

The International Forum "Safety for the Future” is not just another event; it is an initiative.
An initiative dedicated to the safety of our communities, institutions, and organgatibich
promotes security through the exchange of knowledge, innovation, and practical application.
In a time when crises have become part of everyday-lifeether we are talking about
pandemics, geopolitical conflicts, environmental disasters, or induistcidents—the Forum
remains a place where answers are found. It proves our unwavering commitment to addressing
the most complex challenges, as it encompasses all levels of safety, from global and national
to corporate and individual.

Over the years, thForum has become a symbol of multidisciplinarity. With a wide range of
thematic areas, it is a platform where theory and practice meet. There is no other event of this
nature that uniquely encompasses all aspects of safgtypal, national, corporate, ah
personal. Recognized in time, the need for such an approach has allowed the Forum to endure
and grow, bringing together science, technology, and practical solutions into a coherent
whole.

One of the Forum's most si g nubidnioftche event"Sadetya n c e me
in Educational Institutions,"” now a permanent part of the program. It continuously monitors

and analyzes the specific safety challenges in schools and universities, emphasizing the
Forum's social responsibility.

The COVID19 paneémic taught us a lesson we must not forget: safety is a universal need,
essential for the stability of every society. Through such crises, the Forum has become a
platform for the exchange of knowledge, through research on community resilience, risk
managerant, and strategies for dealing with emergencies. It also reaffirmed that humans must
remain at the center of safety and that practical experience is irreplaceable when it comes to
ensuring security.

But let us look to the future. Artificial intelligenceno longer a technology of tomorrevit

is already here. At this year’'s For um, di sc
implications of artificial intelligence will take center stage. Al raises questions we do not yet

have answers to, and the Fon is the place where these questions can find solutions. How

can we ensure that artificial intelligence remains in the service of humanity?

At the same time, current international conflicts highlight how interconnected, yet vulnerable,
the world is todayln this context, security is a global responsibility, not a local issue. The
Forum continues to explore key guidelines for international cooperation in addressing these
challenges.



The International Forum "Safety for the Future 2025" is not¢taospective of achievements

but a call to action. A call to all of usscientists, experts, professionals, and citizens alike

to take responsibility for the future. Our goal, established from the very beginning, remains
firmly defined and continues to dve year after year: to strengthen the resilience of societies
through knowledge, innovation, and practice, and to provide answers to contemporary
security challenges.

Organizational Committee
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FOREWORD

The International Forumt Saf ety for the Future” arose from
security challenges both as a whole and as separate phenomena, viewed through the prism of
scientists and experts, bringing together science, corporate practice, and the economy. The

Forum i ncludes several i mportant events: the |
and Crisis Management Theory and Practice”, an exhibiti
demonstration exercises on the application of different systems and resourcesous vari

security activities, as well as numerous debates and discussions on diverse topics.

This year, the conference-TlBeacuy i ayd aRda Ctrii s
again provides space for new insights into security phenomena in the field isf cris
management, while also encompassing related areas that are increasingly important. The
environment in which individuals and organizations operate has become more complex, with

a wide spectrum of risks, both familiar and unfamiliar. Managing these cstaunes is

possible only if there is an adequate quantum of knowledge. Knowledge remains the
foundation on which the capabilities of individuals and organizations are-bealpabilities

to recognize, prevent, and respond to threats.

Crisis management is Honger an occasional necessity but an everyday demand essential for
the survival of individuals, companies, and societies. Risks are increasingly difficult to
anticipate in their early stages, while the consequences of unpreparedness are becoming more
sewre. In this context, scientific research of security phenomena is a priority for sustainable
development. Science provides systematic understanding, while practice ensures the
applicability and effectiveness of that knowledge.

Scientific findings, howevedo not always reach those who perform practical security tasks.
That is why it is crucial to create opportunities where scientists and experts can meet,
exchange ideas, and share results. In a turbulent environment, modern business and
managementfocusedon sustainabilityrequire constant monitoring of change and rapid
adaptation. Only knowledge shaped as a symbiosis of science and practice can guarantee
preventive action and readiness to respond to negative events. The resilience of modern society
depend directly on the level of developed and applied knowledge.

’

This year’'s conference is organized under ex
numerous global, national, and corporate security threats. The ongoing war in Ukraine
continues to destalidie global security, while the escalation of conflicts in the Middle East

brings new uncertainties. Natural disastemsarthquakes, floods, and wildfiresemind us of

the devastating consequences of climate change and the urgency of strengtheningidisaster

reduction systems. Cyberattacks on corporations and institutions, fires and explosions in
industrial facilities, as well as constant challenges in the field of data protection and GDPR
compliance, are shaping a new reality for organizational secuhitySerbia, the safety of

educational institutions remains in the spotlight following a series of security incidents that

have shaken public confidence and disrupted daily life.

These examples clearly show that the modern security environment is chaeatcthyi
complexity, unpredictability, and interconnection. It is impossible to answer all questions in a
single conference volume. However, this conference continues to provide a platform where
contemporary security challenges, risks, and threats are agdlyand where scientists and
professionals from various fields contribute to building a stronger security culture.

The proceedings of the 11th I nternati-onal Co
Theory and Practice” o frffoborof sacerity pienoméng aitthe i nt o
strategic, organizational, and individual levels. The contributions presented in this volume
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reflect current trends, research findings, and practical experiences, confirming the necessity
of such a gathering. Regionad@peration, joint capacities, and the continuous dissemination
of knowledge remain key prerequisites for strengthening security culture.

The Forum stands as a review of existing knowledge, a source of new knowledge, and support

to researchers angbractitioners in solving complex security problems. It also provides

initiatives for improving practices in the fields of security, management, and engineering.

Beyond the conference itself, through other events and activities, the International Forum
“Saffy for the Future” contributes to spreadir
with practice.

We invite all scientists and professionals to enrich future publications with their papers,
thereby strengthening the foundations for a safer tomorrow.

Organizational Commitee
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Abstract The term "security” can be heard every day, regardless of whether it is about
individual, public, state, national and international security. Society as a whole wants
a sense of security forepsonal advancement. One of the ways of creating security is
accompanied by armed conflicts. The consequences of armed conflicts, in addition to
losses, are accompanied by explosive remnants of war and residual contamination. The
aforementioned consequescepresent a danger that constantly affects the safety of
society as a whole and prevents the progress of society. The steps that must be taken
are accompanied by obligations in various fields of the public sector, private
companies, nogovernmental orgaizations, education, ecology and the development

of social awareness of responsibility. The foundation is based on planning, organizing
and implementing humanitarian demining. Demining that follows modern
achievements in the world, regardless of whethisrtechnical progress or in the field

of social responsibility in terms of passing legal regulations. Liemgn practice in the

world has indicated the necessity of taking steps towards complete humanitarian
demining. Complete demining is necessary du®kserved failures to implement
demining at depths of up to 0.6 m, which enables the first step towards the use of
agricultural land. Due to the approach that soil release is carried out in a "shallow"
layer, the phenomenon of residual contamination &sent. As such, it prevents the
application of the terms social security and social progress. The aforementioned
practice, based on the example of the Republic of Serbia, indicated the necessity of
solving the issue of residual contamination that reachespah of 12 meters. Only with

this approach to solving the issue of residual contamination are conditions created for
the application of the term safety of society in the conditions of the existence of the
danger of explosive remnants of war and resicioaitamination.

Key words:security, society, humanitarian demining, residual contamination

(Introductory lecture of the forum - work by invitation)
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1. IN GENERAL ABOUT PUBLIC SECURITY

Today's world is marked by the term "security” which can be heard every day and which is
exploited the most. It is used at any time with the desire to describe the desired state in a special
way or to indicate the existence of a potential danger that is looming with the aim of
endangering the desired state. According to Milosavljevic B., “...we are talking about
individual (human, personal), public, state, national (internal and external) and international
security (which can be considered as regional, collective and global security), then, about
military, political, social, economic and environmental security, etc. There are even narrower
terms...”. (Milosavljevic, 2014).

Defining the term "security" is not at all easy if one knows the fact, pointed out by
Milosavljevic B., "that in the Republic of Serbia there are at least 300 legal and by-laws
regulating the field of security” (Milosavljevic, 2014).

In order to have a more complete overview of the definition of the mentioned term, it is

necessary to use the etymological approach as a starting point. A significant number of authors

were guided by that approach (Caldwell&Williams, 2006, Gacinovic, 2014, Gacinovic, 2014a,

Milosavljevic, 2014), so they started "from the Greek word asphaleia(asphaleia), which was

formed from the word sphallo (mistake, cause of ruin, decay, stumbling, defeat, confusion,

disappointment™ (Milosavljevic, 2014). The Latin expresion for security securitas/secures
,»Nno worries“ (Caldwell&Williams, 2006) is derived from the phrase sine cura, composed of

the words sine (without) and cura/curio (trouble, concern, caution, attention, suffering, pain,

anxiety, grief, sadness...). Today's forms of the word security in a number of modern languages

originate from the aforementioned sources (for example, sécuritéand sQretéin French, security
and safetyin English, sicurezzaand scurita in Italian, , sicherand sicherhietin German).

(Milosavljevic, 2014) In Serbian term secure meanes “secured from danger, protected, while

security is described as the state of one who is safe, secure, a state in which no danger is felt"

(Serbo-croatian dictionary, 1990).

Due to various events in the world and our recent history (read the last 30 years), the term
"security" often appears alongside the term "safety" (Small political encyclopedia, 1966). The
appearance of this term is not a creation of this century. (Stefanovic Karadzic, 1852) In the
Serbian language, it is explained as "a state, a characteristic of one who is safe, that which is
certain, in which someone or something is not threatened by danger, the absence of danger,
security, confidence, confidence, determination, firmness" (Serbo-croatian dictionary, 1990).

All the complexity of the issue and the desire to define security have been expressed centuries
ago by many philosophers: Jean Boden, Thomas Hobbes, John Locke. While the
aforementioned philosophers dealt with the security issues of people who would be integrated
into the community - the state, after the First World War and then after the Second World War,
the aforementioned issues gained primacy with orientation towards other spheres of interest.
It is especially expressed through the preoccupation of the entire world with the issue of human
and international security. The last decades of the 20th and the beginning of the 21st centuries
are characterized by considerations of security as an integral category. As Milosavljevic B.
points out, “it theoretically contemplates, legally regulates and practices on three basic levels:
individual, national and international, that is, as individual, national and international security.
In addition, security should be considered separately in five areas or sectors: military, political,
economic, social and environmental.” (Milosavljevic, 2014) In further paper, the definition
presented by Gacinovic R. will be used, according to whom "security is a state that guarantees
the human population the continuity of free functioning from which the processes of building
a real sense of freedom, justice and a healthy environment where one can live, work and
develop their own intellectual abilities are developed." (Gacinovic, 2014)
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Regardless of all the events that characterize the modern world (read conflicts, military
interventions, humanitarian interventions, the fight against terrorism...) the need and desire for
the human population to develop and live freely imposes obligations on all constituents of
society to make maximum understandable efforts to create the necessary conditions for the
smooth development of the community and a sense of a healthy environment. In addition to
creating a sense of security within its borders, the state has the obligation to undertake
measures and procedures that can demonstrate its desire to export security to other states or
participate in joint security with the potential it has.

2. EXPLOSIVE REMNANTS OF WARS

With the emergence of man and his subsequent association, communities emerge. The need to
fulfill desires resulted in the emergence of conflicts. The development of different types of
weapons and technological achievements changes the way (tactics) of conducting conflicts.
Consequences are common to all conflicts. Consequences that are reflected in the number of
dead and wounded, summing up damage to infrastructure and losses to society in general. With
the increase in the use of different types of ammunition and tools, the number of missiles that
did not fulfill their basic purpose increased (expressed in the number of killed-wounded people
and the destruction of different types of targets - objects). The main purpose is realized by
activating a certain amount of explosives that are inside the projectile. In addition to the above,
in order to achieve the desired situation, the parties in the conflict resort to activities that are
reflected in the placement of various types of mines (anti-personnel, anti-tank, improvised) or
simply the placement of certain amounts of explosives in certain locations with the aim of
causing losses in manpower to the enemy.

What is an immeasurable danger, after the cessation of armed conflicts in a certain locality, is
shown by the fact that not all samples: mines (anti-personnel, anti-tank, improvised),
explosives, hand grenades, grenades, mortar mines, missiles, rockets, ammunition for
recoilless guns, explosive submunitions (cluster bombs and mines), aerial bombs, guided anti-
tank weapons, portable missile systems, anti-aircraft defense systems, long-range rockets,
fuses, demining prevention devices, improvised munitions and missiles for drones and other
different types of ordnance have served their purpose. In addition to the fact that a large number
of the specified types of ordnance (percentage is expressed from 1-2% or even up to 30-40%,
depending on a number of factors fired-thrown-placed) (GICHD, 2025) were not activated
(due to various reasons). As such, they remain even after armed conflicts, in the localities
where they were placed, thrown or discarded.

Due to its characteristics, the definition used is that explosive remnants of war are defined as
"unexploded ordnance and abandoned ordnance left by a party to an armed conflict after the
cessation of hostilities” (United Nations, 2004). Also, explosive ordnance is defined as
conventional ammunition containing explosives. Due to the large number of armed conflicts
and the ingenuity of the participants, an omission was recognized in the aforementioned
definition of the United Nations (2004) which does not include any reference to explosive
remnants of war (hereafter ERW) in the form of improvised explosive devices. In 2020, the
threat of cluster munitions was recognized as "an example of ERW that has a long history of
conventional use by state actors during warfare” (UNODA, 2020a). Their characteristic that
they are "designed to cover an area with their explosive power and produce damage from the
explosion of a single projectile, which fragments into multiple smaller explosive ordnance that
then detonates over a large area” (Bolton and Nash, 2010). It is important to point out the
special type of danger that is expressed through the influence of residual inactivated
(unexploded) missiles during their basic use.
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Exploziv remnants of war — ERW is a term that refers to unexploded ordnance — UXO and
abandoned explosive ordnance — AXO. (GICHD, 2025) A third category called improvised
explosive devices — IED can be added to the above, as devices that are constructed and
deployed in a non-standard manner, usually using locally available materials, and are often
used as a mode of action by non-state actors and insurgents in asymmetric warfare. (Baselt,
et. al, 2023) Ordnance is a general term that includes military weapons and ammunition
(bombs, rockets, artillery shells, mortars, grenades, etc.) that were used but did not detonate as
intended. The aforementioned failure rates depend on a number of factors, such as originality
of manufacture, age of the weapon, storage conditions, usage and environmental conditions.
Abandoned explosive ordnance — AXO refers to explosive ordnance that was not used during
the armed conflict, but that was left behind or thrown by the party to the armed conflict and is
no longer under the control of the party that left or threw it. Abandoned explosive devices may
or may not be detonated, fuse armed or otherwise prepared for use.

The most common representatives of abandoned explosive devices are mines (anti-personnel,
anti-tank and surprise mines). After the cessation of armed conflicts, they represent an acute
problem, a dangerous and expensive obstacle in the area where they were installed, and they
manifest themselves in a strong impact on people and the environment. (Blagojevic, et al,
2022) By their effect, in addition to causing loss of human life or injuring people and livestock,
they can block access to the area for the delivery of food and medical supplies. (Ember,
Kovacs, 2020) As remnants of war activities, mines can be found everywhere within the area
affected by war events, in fields, roads, agricultural areas, in bushes, forests, deserts, along
borders, next to houses, schools and other places. (Kovacs, 2008)

In addition to the mentioned dangers, practice has pointed to another danger that the explosive
remnants of war present, which manifests itself through negative effects on the population due
to the release of chemicals or chemically active compounds in the area where they were
abandoned. This can have long-term consequences when the population is exposed to
chemicals through contamination of water, soil, food sources and the environment in general.
One such example is the presence of depleted uranium, which has had a significant impact on
the health of conflict-affected populations and their environment since being introduced into
conventional warfare. (UNODA; 2020b) Depleted uranium has a high density, making it a
useful component of kinetic weapons such as anti-tank weapons (Murray et al. 2002.) This has
led to the widespread use of depleted uranium weapons, with the remnants of the exploded
particles being inhaled by those who work and live in and near conflict areas. (Murray et al,
2002). Due to global warming and frequent fires, especially in parts of the territory affected
by armed conflicts and contaminated by explosive remnants of war, in addition to the burning
of the terrain, there is also an uncontrolled redistribution of radioactive particles - which has a
profound negative impact on the health of the population. (UNDRR, 2020)

The armed conflict on the territory of Ukraine has shown new ways of using different types of
ammunition and explosive devices. By using different types of drones, conditions have been
created so that they can carry different modified ammunition (such as grenades - hand
grenades, mortar mines, different types of submunitions - removed from cluster bombs) and
mines (anti-personnel or anti-tank). Different types of improvised explosive devices — IED
should be added to the above, which are composed of a small quantity of military explosive
charge contained within a fragmentation collar and equipped with an impact fuse, either
electrical or mechanical, which is designed to operate when it hits the ground or target.
(Explosive Ordnance Guide for Ukraine GICHD, 2025) Due to the situation, it often happens
that the military fuse system is modified with the deliberate removal of the safety and arming
function of the fuse, which usually increases the sensitivity and danger associated with such
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type of ammunition. As a result, additional problems arise, which are manifested in residual
contamination.

3. BASIS OF RESIDUAL CONTAMINATION

The issue of humanitarian demining and creation of safe conditions for the life and work of
society is one of the risky issues that is constantly highlighted in the world. A large number of
countries are dealing with the above issue. However, in the last 10 years or so, a smaller
number of countries have highlighted the problem of residual contamination. The mentioned
problem is a natural sequence of events that affects all countries that have had armed conflicts
on their territories. The mentioned issue of humanitarian demining often turns into a problem
of residual contamination.

The term residual contamination "refers to contamination resulting in a residual risk that
remains after all reasonable efforts have been made to identify, define and remove all presence
and suspicion of explosive ordnance through non-technical reconnaissance, technical
reconnaissance and/or clearance”. (EORE in RCM, 2023)

The starting point in creating a safe environment is taking steps in humanitarian demining
(after armed conflicts). Then the greatest attention is focused on the increased risk of mines
and visible (surface) unexploded ordnance. As the danger of mines decreases with the
increased involvement of state and private participants in humanitarian demining, the issue of
humanitarian demining gradually ceases to be the focus of attention. The problem of
humanitarian demining is generally dealt with by one or two national (government) agencies
and several specialized military/police units. The state government finances the
aforementioned resources, while the engagement of commercial clients and investors is done
through individual projects only when necessary. (Residual Risk Management - Technical
Note 07.14, IMAS, 2020)

The reduction of engagement is directly conditioned by the set goals prescribed by the state
and is directly related to the depth of the land that is released (cleared) (see Figure 1). In
situations where the priority is focused on the release of agricultural land (which is usually the
first and basic requirement) that is cultivated with basic means, the depth of clearing is defined
to mitigate the danger of the said community (and is often determined by removing the danger
from anti-personnel mines and cluster mines, generally 0.1-0.2 m deep). In situations and on
an area that is cultivated with heavy agricultural machinery, the task is called protection against
anti-tank mines (in principle up to a depth of 0.5 m). The largest part of the territory is called
"liberated from the danger of UXQO" after the mentioned works. The reason for this approach
is contained in the fact that undertaking work on the release of soil at a greater depth (up to 12
m) requires considerable funds, more complex mechanization and more time. It is precisely in
these postulates that the existence of risk, the need to undertake reasonable efforts and
determine the necessary financial resources is hidden. Very often, many infrastructure works
are disabled due to the "discovery" of various types of explosive remnants of war and
unexploded ordnance. As shown in Figure 1, the depth at which ERWSs are located can range
from 1.0 mto 12 m.
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The depth is determined by a number of factors (mass of ERW, height from which it falls on
the soil - water surface, angle at which it penetrates the soil - water, composition of the soil it
penetrates and thus the direction of movement, existence and height of groundwater, existence
of various natural or artificial obstacles within the soil - water, existence of clay pockets within
the soil, etc.). The mentioned factors are very influential in determining the direction of
movement and thereby defining the exact location of the ERW. There are not a few examples
of individual aerial bombs of significant mass or artillery-rocket projectiles being found
hundreds of meters from the place where they penetrated the ground, and even, contrary to
common sense, moving downwards - parallel to the ground - up towards the surface.

The remaining samples of ERW and UXO that are inside the ground or under the water surface
(rivers, canals, lakes, seas) stay for many years. In order to raise awareness of the dangers of
"sleeping killers" the term residual contamination was created. This approach raises the
awareness of the community that it is necessary to work on the complete liberation of the area
from all remaining ERW and UXO that are located on the territory of the state (regardless of
whether they are left over from the last wars or wars that were fought 50-100 years ago). To
the above should be added the fact that the term residual contamination includes items of
ordnance left after explosions in ammunition warehouses and special industry factories. As an
example, the explosion in the military ammunition warehouse in Curpija or the dedicated
industry factory in Cacak can be pointed out.

The necessity of taking measures, activities and procedures to regulate the issue of residual
contamination is evidenced by the examples that have been implemented in the territory of the
Republic of Serbia through various infrastructure projects. Regardless of the fact that the works
at depths of up to 0.6 m were realized and the conditions for safe work were created, steps
were taken towards a more detailed search at depths of up to 12 meters, which justified the
steps taken. Over the past 7 years, a large number of projects have been implemented to release
land through humanitarian demining. During the implementation of the works, 22,403 pieces
of various types of ERW and UXO were found. Of the stated number, as a result of the
explosion in the dedicated industry factory in Cacak, 20,211 pieces of ordnance were found.
The complexity of the issue of residual contamination is also represented by the fact that during
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construction works on infrastructure projects, where there were no signs of EOR or UXO, two
aerial bombs were found, which imposed the need to open a humanitarian demining project.
285 pieces of various ERW and UXO were found on projects that are still in progress.

The risk posed by residual contamination is also reflected in the area of the Danube near the
town of Prahovo. The sunken German Black Sea Fleet is still a potential danger today, so the
said section is treated as a risky area from the point of view of navigation safety, which is not
in accordance with international standards. (Marinkovic, et al, 2024) The remains of the
sunken fleet threaten the waterway, because they narrow it from the prescribed 180 m to 90
m. The following values have been defined for the waterway of the Danube River through
Serbia: minimum width of 180 m, with an extension of up to 200 m with bends and at least
100 m on sections of the river with a rocky bottom and rapids. (Waterways Directorate, 1988)
In order to reduce the risk of ERW, on the waterway, steps have been taken to safely remove
a number of sunken vessels. Taking measures and organizing activities on the tasks of
removing sunken vessels requires the engagement of significant logistical forces, which will
largely cause a partial change in navigation dynamics (at one point, the interruption of
navigation for a certain period of time). Undertaking activities for the preliminary removal of
scattered and extraction of remaining ERW and UXO found on vessels may cause an increased
risk for: current vessels, underwater flora and fauna, operation of the "Djerdap™ hydropower
plant, oil terminal and ports, transmission line across the Danube River at rkm 862, water
intake for the industrial zone. (Marinkovic, et al, 2024) The aforementioned problems with
residual contamination are under the jurisdiction of the state because the Law on Maritime and
Inland Navigation defines "the question of ownership of sunken vessels and obligations
regarding removal”. (Law on Maritime and Inland Navigation, 2000)

4. EFFECTS OF ERW AND RESIDUAL CONTAMINATION ON THE
PUBLIC SECURITY

The question of the impact of ERW and residual contamination on the public safety comes to
the fore when there is an event of the discovery of residual samples of ERW or residual
contamination, or if their activation occurs with fatal consequences. Then this issue becomes
actualized and continues until the occurrence of some other event that draws the media's
attention in that direction. This situation is not something society can be proud of.

The attention that the issue of ERW and residual contamination deserves can best be described
as a never-ending threat. The existence of ERW and residual contamination represents a
serious risk in a number of aspects (humanitarian, social, economic and political). (Novik,
2023) Based on this, it is necessary to constantly develop awareness of the potential dangers
that ERW and residual contamination pose to the safety of society. Taking steps towards the
improvement of society is not possible if safe living and working conditions are not created.
Examples that confirm the above are: the project of the Chinese factory "LingLong" in
Zrenjanin, the project of the international specialized exhibition "EXPO BELGRADE 2027",
the project "Belgrade Waterfront", the construction project of the Science and Technology
Park in Nis, the project of reconstruction and modernization of the railway Nis-Brestovac, the
project of the construction of a gas pipeline through the Republic of Serbia, etc.

Bearing in mind that mines (anti-personnel, anti-tank and improvised) create the greatest fear
among the population, a simple suspicion or the mere thought that there are mines or some
other type of ERW in a certain area results in avoiding such an area. If it is an agricultural or
wooded climate, there will be no farming. As a result, people who live from the
aforementioned activities do not have a source of income. In the event of injury or loss of life,
additional problems arise, which are manifested by the loss of the working-age population. In
parallel with that, the rest of the population (in that region) is creating fear and mistrust in
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society because it has not created safe conditions for life and work. Also, the state is at a loss
due to the lack of food or raw materials. According to those regions, it is not economically
profitable to develop road infrastructure or build facilities for the economy. An additional
consequence manifests itself through the avoidance of investors to come to that area and open
plants and factories, or they will ask for extremely high guarantees, which raises the question
of the feasibility for the state to invest.

It is not possible to bring tourists to territories where there is loss of life due to the presence of
ERW or residual contamination. No matter how beautiful or rich (in terms of tourist
attractions) the area is, it is not safe. By this alone, the state can have multi-million losses due
to non-arrival of tourists. (Novik, 2023)

In an effort to secure large infrastructure projects, it is necessary to engage foreign investors
who, due to the security situation, demand high insurance rates or require the release of land
with state guarantees.

The contents of ERW and UXO, especially if they are home-made explosives, are a potential
source of chemical pollution of the environment, with serious negative effects on ecosystems,
the atmosphere, water sources, etc. If they remain in the environment for a long period of time,
they inevitably pose a threat to people, animals and the environment through their direct action
(explosion and fragments), as well as indirect collateral damage to the environment and subtle
environmental pollution, which can lead to toxicological risks. (Wang, 2025)

As a consequence of the existence of danger and people's fear of ERW, it can be seen in the
example of the impossibility of access to basic infrastructure and its maintenance. If drainage
channels or riverbanks cannot be maintained, due to the suspected existence of ERW, they can
be the cause of occasional floods. Similar challenges exist along the waterways on the banks
of the rivers, which were involved in combat operations during the hostilities of the warring
parties. As a result of floods, a flood wave is created that causes water shocks that lift and
transport ERW with their force to uncontrolled distances and areas that were previously
cleared of ERW, which results in the creation of new areas with an increased risk of ERW.
(Hartl, 2014) The next consequence of floods is the creation of landslides, which can also be
carriers of ERW in new locations. Examples from the armed conflict in Ukraine testify to this
problem, which is evidenced by a large number of incidents reported from coastal locations
such as Odessa, where civilians swimming in the sea were killed by naval mines that washed
ashore. (Baselt et al, 2023) Also, Tondo reports that ,,...the Black Sea is covered with hundreds
of mines dropped by both sides during the war in Ukraine, which poses a serious threat to
people and the reopening of grain transport routes that have been stopped by the naval
blockade.” (Tondo, 2022) In addition to mines, the presence of unregistered weapons and
ammunition, which is perceived as a normal occurrence in the Western Balkans, is a danger.
After the war, former soldiers and a number of civilians allegedly kept their arsenals of
weapons, ammunition, hand grenades and various anti-tank weapons in their homes. (Baselt
et al, 2023) In order to avoid searches, they kept them buried in the ground or threw them into
the river. The occurrence of floods and their transport to undefined localities creates new
dangers from ERW.

Due to the existence of ERW and residual contamination in rivers, canals, lakes and seas, a
great risk arises in the organization of river or sea transport. The increased risk imposes a large
increase in the insurance amount for the ship. This leads to an increase in transport costs and
the extreme uncompetitiveness of goods (transported by ships) on the market. The existence
of ERW and UXO in the water represents an additional danger to the environment. Due to the
prolonged stay of ERW and UXO in water, there are real possibilities of leakage and
bioaccumulation of toxic ingredients from corrosive munitions that threaten ecosystems,
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because it is known that some chemicals used in munitions are highly toxic and carcinogenic
and have been proven to contaminate living organisms and the surrounding soil and
groundwater. (Novik, 2023) Due to the above, one of the proposals is to carry out high-order
underwater detonations (ie, an exothermic reaction wave that follows and maintains the
supersonic shock front in the explosive). At the same time, the proposals rely on the mentioned
method as primary because it is cost-effective, can be used for a wide range of ammunition
and does not require sophisticated infrastructure and equipment. (Cottrell & Dupuy, 2021) The
main disadvantages of using this method are explosive effects, such as explosion and shock
wave, ground shaking and the creation of flying debris. (Naval Explosive Ordnance Disposal
Technology Division, 2023) The mentioned procedure is prohibited in some countries due to
the consequences that occur on the living world and flora within the aquatic world. (Ministry
of Defense [UK], 2013) Due to the great environmental pressures, proposals have been made
for some alternative ERW cleaning techniques, such as the freezing technique, use of robotic
equipment, cutting with abrasive water suspensions, photolytic destruction of explosive
materials, etc. (Koschinski & Kock, 2015; Verfuss et al., 2019)

An additional danger is the fact that the aging and deterioration of ERW, which manifests itself
through the influence of water on the metal parts of the ammunition - eg. shell thickness - due
to the metallurgical composition, alloys, condition of the main explosive charge,
environmental conditions (temperature, water flow, salinity, etc.) has consequences that allow
the leakage of chemicals and the instability of the ERW itself, which prevents safe destruction.
(Novik, 2023) Leakage - leaking of chemical substances is a potential source of damage to
receptors in the environment and can pose a major environmental threat (such as RDX TNT
and its derivatives, known for their toxicity and carcinogenicity and proven to contaminate
living organisms, as well as the surrounding soil and groundwater). (Pennington et al., 2008;
Talmage et al., 1999; Maser & Strehse, 2020; Novik, 2022; in Novik, 2023)

5. STEPS TO REDUCE THE DANGER FROM ERW AND RESIDUAL
CONTAMINATION, THE EXAMPLE OF THE REPUBLIC OF SERBIA

The starting point for reducing the risk of ERW and residual contamination is the available
forces engaged in humanitarian demining tasks. In areas for which the Ministry of Defense is
responsible, the available capacities of the Ministry of Defense are engaged. Taking into
account that the areas that need to be freed are large, situations may arise where it is not
possible to meet the given deadlines. In such cases, the available capacities of accredited
private companies can be engaged, but through the competent Government agency - Center
for Demining of the Republic of Serbia (hereinafter CfD RS).

For other spaces, if ERW or samples of residual contamination are discovered, the authorities
of the Ministry of Internal Affairs are responsible for undertaking the necessary activities
towards safe destruction. (Law on Disaster Risk Reduction and Emergency Management,
2018)

When engaging in projects, in order to find, identify and remove ERW on a given area
according to the corresponding project, accredited private companies and non-governmental
organizations are engaged whose engagement is approved, supervised and controlled by CfD
RS, i.e. it performs quality assurance and quality control.

In order to achieve the set safe results, legal frameworks have been defined that enable the
release of surfaces. Back in 1997, the problem of residual contamination was recognized as a
consequence of both world wars, so the Rulebook, which is still in force today, defined that
when earthworks are carried out on old war sites or warehouses, it is mandatory to check the
existence of unexploded projectiles and other dangerous objects and substances before starting
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the work. (Regulations on occupational safety during construction works, 1997) The
aforementioned had to be recognized and regulated by legal regulations, and the Law on
Planning and Construction stipulates that in areas that were exposed to war actions, a check
for the existence of residual explosive devices is also carried out, in accordance with the law.
(Planning and Building Act, 2023)

By the way, the procedures for protection against UXO, which include activities related to
reconnaissance, marking, finding, excavation, security, identification, removal, transport,
temporary storage and destruction of UXO, are regulated by the Regulation on Protection
against UXO. This Regulation directly refers to humanitarian demining, but as it was adopted
in 2013, there is a clear need to amend it or adopt a new by-law or legal act that would
harmonize the procedures with the new international standards for mine action that have
appeared in the meantime. The Demining Center tried to bridge the perceived gap by creating
3 new standards, through a project supported by the Norwegian National Aid, when it agreed
with an external expert on the draft text for the Standard on Quality Management, Land
Release and VVocabulary. (Center for Demining RS, 2025)

The aforementioned steps are driven by the need for constant monitoring of changes that
inevitably accompany the discovery of new ERW and residual contamination. The changes
are conditioned by the application of modern technological achievements in the field of
weapons and their application, as well as changing the customs of warfare. In parallel with the
mentioned changes, it is important to point out the changes in the awareness of the population
and society as a whole about the need to constantly supplement the issue of ecology, economy
and social arrangements in order to improve such societies.

It is important to point out that measures, procedures and activities are being undertaken to
meet the solution of the problem. As a prime example, we can point out the situation with the
ERW on the Danube River in the Prahova region and the subjugated Black Sea Fleet of
Germany. The above example has existed for 80 years, and only in the last 10 or so years have
concrete actions been taken to solve this problem. A problem that goes beyond previous
knowledge about possible solutions. A problem in which the attention of Europe and the world
is focused on solving.

Solving this problem, the Demining Center created the ERW Protection Project during the
removal of 21 sunken vessels in the Danube River near Prahovo, number 0314/24, whose goal
is to protect people and equipment from ERW and create conditions for the safe removal of
the sunken German fleet from rkm 857 to rkm 862, removal of identified anomalies and ERW
to the level of the Danube River bottom of 23.22 m above the level of the Adriatic Sea. The
contractor is obliged to remove 21 sunken vessels by applying one of the four defined
methodologies:

9 Underwater cutting of wrecks and raising parts of vessels, which requires significant
involvement of divers

9 Lifting of the entire wrecks with special ropes and using two heavy cranes with a capacity
of 400 tons each, which also requires significant diving work

9 Handeling whole vessels or parts of vessels using a large grab and a 400-ton crane, which
requires the least amount of diving work

9 Digging holes under the wreck and sinking these wrecks deeper into the bed; that is, the
practical burial of wrecks
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So far, the contractor has removed 4 sunken vessels. A large amount of EOR found on one
ship (estimated between 1500 and 3000 pieces of various types of UXO)2.

The need for the development of the state and society, through capital investments and
infrastructure projects, could have been greatly slowed down and probably prevented. The
reason lies in the fact that for the last 70 years, not enough attention has been paid to ERW
records and the issue of residual contamination. Thanks to the responsible and professional
approach of CfD RS, timely steps were taken towards defining priority projects, securing the
necessary financial resources (from the Republic of Serbia, the USA, the European Union and
the countries of the world) and engaging accredited companies and NGOs that were able to
safely and on time realize the assigned projects.

The achieved work results speak best about the attitude towards the assigned tasks:

- Project to reduce the risk of ERW on the route of the gas pipeline on the section Belgrade
— Valjevo,

- The project for the cleaning of ERW on the gasification route of Eastern Serbia,
- ERW cleanup project at the "Innovation District" location, Kragujevac,
- ERW cleanup project at the site of the National Stadium, Surcin,

- Project for cleaning surfaces from ERW in the Piece 4 area, on the E-763 Preljina - Pozega
highway section,

- Project for cleaning the surface of the expressway - IB row of the state road no. 21, Novi
Sad - Ruma "Fruskogorski Corridor",

- The project for the cleaning of ERW at the site for the construction of a bridge over the
Danube River as part of the construction of the bypass around Novi Sad and others.

In the desire to develop capacities that would improve the successful resolution of the issue of
ERW and residual contamination, CfD RS opened an Innovation-Educational Park for training
and testing, where various trainings are carried out in cooperation with instructors from other
countries, as well as in cooperation with the Geneva International Center for Humanitarian
Demining. In this way, our country expresses its willingness to participate in the community
of anti-mine activities as a responsible member who takes steps to create a safer society. In
addition to various types of courses (training), a significant contribution was achieved through
the integration of all subjects within the Republic of Serbia who are interested in contributing
to the improvement of society's capacity to solve ERW and residual contamination issues. It
is enough to cite an example of organizing the presentation of innovations of young talents in
the field of humanitarian demining, within the ,,Galaxy cup®.

6. TASKS FOR IMPROVING THE PUBLIC SECURITY REGARDING ERW
AND RESIDUAL CONTAMINATION

Defining the tasks that would raise the safety of society in relation to the issue of ERW and
residual contamination to a higher level requires a versatile approach. The tasks, through legal
regulations, could be grouped as follows:

1 Data base CfD RS
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9 Defining the obligations of the public sector,

9 Defining the obligations of private companies and NGOs that want to deal with issues of
humanitarian demining,

1 To more fully and meaningfully define the responsibilities for persons engaged in
humanitarian demining operations,

9 Taking steps to raise awareness of the responsibility of the entire community (incorporation
of certain topics into curricula (from the level of primary education, and conclude with the
faculties - civil engineering, agriculture, veterinary)) and apostrophizing the need for
proper action in case of encountering ERW or residual contamination,

91 Developing awareness of social responsibility regarding humanitarian demining and
strengthening national capacities that can be used to help other countries, through the
sharing of lessons learned, knowledge and skills. Such an approach would raise the
reputation of our country as a responsible member of the world community that exports
security. Also, through the mentioned activities, the persons engaged in humanitarian
demining would be interested in further work, as well as the accession of new persons.

One example of raising awareness is the adoption of regulations regarding health and safety in
the construction sector, which can be used as a basis for the obligation to carry out education
on the risk of explosive remnants of war for construction workers. An example of improving
safe behavior can be Germany and the United Kingdom, where assessments related to the
existence of ERW and other risks must be carried out before the start of any construction work.
(EORE in RCM, 2023)

Tasks aimed at developing capacity for training persons who will be engaged in humanitarian
demining tasks according to valid domestic and international standards are aimed at long-term
goals. In addition to the aforementioned training, it is important to develop capacities for
quality control through the training of persons who will be able to engage in such tasks. The
indispensable part that needs to be developed is focused on risk management in the tasks of
removing ERW and residual contamination by creating a national methodology for risk
assessment based on the national standard SRPS.A.L2.003 Safety and resilience of society -
risk assessment?, Edition 2025.

In accordance with modern experiences, it is necessary to consider the necessity of removal
and creation of conditions for safe disposal (until destruction) when making decisions on how
to deal with discovered ERW and samples of residual contamination. Priority must not be
given to the choice of a particular technique, but attention must be directed to the choice of the
safest and most environmentally acceptable option for each individual situation, with constant
risk mitigation measures being taken. If the above is ignored, there is a risk that the safest,
fastest, least resource-demanding and most environmentally acceptable method will result in
an increased social and ecological risk. (Novik, 2023) This measure is particularly pronounced
when freeing the space from ERW and samples of residual contamination that are located
under the water surface.

The realization of education about the existence of the danger of ERW and residual
contamination in primary and secondary schools should be systematically defined. In this way,
to a certain extent, positive habits could be developed in the population to refrain from

2See more at: https://iss.rs/sr_Cyrl/project/show/iss:proj:109381
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independently finding, moving or destroying ERW. There are various examples of people
moving the found cluster bombs from the discovered location to their plot of land with the aim
of clearing a part of their property (cultivable land or forest) from vegetation and thus obtaining
cultivable land.® These examples are not isolated. (EORE in RCM, 2023) The next group with
which education should be carried out are persons engaged in collecting various forest fruits.
A possible solution to the issue of education could be to innovate the curricula of primary and
secondary schools, as well as the contents of various initiatives for health, development or
nature conservation.

In accordance with the level of development of social networks, it is necessary to use such an
opportunity. There are not a small number of examples of social networks being used for the
purpose of faster transmission of appropriate material with messages (contents used for
planned and purposeful information and at the same time training). In this way, certain groups
could be influenced to avoid unsafe behavior and unauthorized entry to military and police
shooting ranges in order to collect metal (most often it is remains - fragments of grains or
shells, and in certain cases unexploded parts of missiles) which are then handed over as
secondary raw materials, in order to secure financial benefits. The aforementioned activity is
necessary for a more complete understanding of the possibility to minimize the negative
consequences on the social and environmental environment..
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1. INTRODUCTION

The rapid development of modern information and communication technologies as well as
artificial intelligence has penetrated into all aspects of human life and modern society. This
led to the emergence of the Internet of Things, but also to a new technological breakthrough
in the form of the Internet of Bodies (l1oB). This development includes an expanding array of
devices that combine software, hardware, and communication capabilities to track personal
health data, provide vital medical treatment, or enhance bodily comfort, function, health, or
well-being (Lee, et al., 2020). The term “Internet of Bodies” was coined in 2016 by American
Professor, Andrea Matwyshyn, who describes it as “a network of human bodies whose
integrity and functionality rely, at least in part, on the internet and related technologies.”
(Anon., 2025).

According to Matwyshyn, the Internet of Bodies might be divided into three generations of
technologies—body external, body internal, and body melded. First-generation 1oB medical
devices include devices such as Internet-enabled robotic surgery machines and connected
prosthetics that a patient operates from a mobile phone. Second-generation 10B technologies
refer to those 10B devices where a portion of the device resides inside the body or accesses the
body by breaking the skin. Third-generation 1oB devices meld the human mind with external
computers and the Internet (Matwyshyn , 2019). In the near future, a connected body might

38

f

r

such

«


mailto:sdomazetns@gmail.com
https://orcid.org/0000-0002-5964-2249
https://doi.org/10.70995/JYNI7237

even become a platform capable of transmitting and receiving data from other human bodies
(e.g., brain-to-brain interfaces) (Stefanaki, 2025).

The Internet of Bodies has undoubtedly introduced numerous innovations in the functioning
of modern human life, particularly in the field of healthcare. However, it has also brought with
it many challenges related to the protection of personal data, consumer rights, intellectual
property rights, the possibility of hacking and cyberattacks, issues with interoperability, ethical
concerns, and more. In short, it can be argued that the Internet of Things (10T) and the Internet
of Bodies (1oB) essentially share the same risks and concerns.

The goal of the research in this paper is to analyze the relationship between the obligation to
protect personal data and the Internet of Bodies, while highlighting the problems related to
data misuse that have emerged through the use of modern technologies. First, statistical data
regarding the Internet of Bodies will be analyzed, followed by a focus on the analysis of
challenges arising from these technologies in relation to personal data protection, based on
real-world examples.

2. STATISTICAL DATA REGARDING THE INTERNET OF BODIES

The Internet of Bodies is constantly growing, as evidenced by numerous statistics from various
sources (Demandsage, Statista, 10T Analytics, FinleyUSA, European Commision), which
show that the number of connected IoB devices is growing year by year and further growth is
expected in the future.

Undoubtedly, the most popular 0B devices are those that are not embedded in the human
body—that is, those that remain outside the human body (such as smartwatches and Bluetooth-
connected breast pumps). When it comes to the use of smartwatches, as of 2025, there are
454.69 million smartwatch users worldwide, marking a 41% increase from the 323.99 million
users in 2023. Looking ahead, the number of smartwatch users is expected to continue rising,
reaching an estimated 740.53 million by 2029. Apple holds 21% of the global smartwatch
market share. Huawei follows with a 14% share, while Samsung accounts for 11% of the
market, others 54% (Kumar, 2025). The global smartwatch market is set to reach $143.19
billion by 2032. The market is predicted to grow at a CAGR of 15.6% between 2024 and 2032.
92% Of People Use Smartwatches To Maintain Their Health And Fitness 88% of the people
reported that smartwatches helped them achieve their fitness goals. Besides, almost 1 in 2
smartwatch users used smartwatches to exercise regularly (Kumar, 2025).

According to the latest available data, there are approximately 14.76 billion connected loT
devices. The number of current 10T devices (14 billion) may seem staggering. But thanks 5G
and other technologies, this figure is expected to grow almost 2x to 25.44 billion total 10T
devices by 2030. There has been a notable shift from non-loT devices to 10T devices over the
last decade. In fact, by 2030, 75% of all devices are forecast to be 10T. The number of 10T
platforms has increased year-over-year. In 2015, there were 260 publicly known 10T platforms.
This figure jumped to 360 in 2016. And increased by a further 90 to 450 the following year.
By 2019 there were 620 publicly known 10T platforms - 426 of which were still active in 2021
including global names like Microsoft and Amazon. In 2020, IoT spending reached $749
billion. In 2022, global 10T spending was predicted to hit $1 trillion. And in 2023, predicted
spending rose to $1.1 trillion, continuing the increased rate of growth year-over-year. Despite
a marked increase in IoT spending in recent years, market share by region isn’t expected to
change drastically. Back in 2018, the Asia Pacific region had the largest regional market share
with 37% (over a third of total global 10T spending) (Howarth, 2024).

Although the Internet of Bodies is a narrower concept than general healthcare 10T, most
health-related smart implants, wearables, and ingestibles fall under Healthcare Internet of
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Things (I0T). Healthcare IoT global revenue is projected to be around USD 93.28 billion in
2025, up approximately 11.3% year-on-year (Anon., 2024).

Based on the above data, a global growth of the Internet of Bodies can clearly be observed,
which is a logical consequence of the worldwide expansion in the use of 1oT.

3. LEGAL CHALLENGES OF IoB IN RELATION TO THE RIGHT TO
PRIVACY

The Internet of Bodies is undoubtedly very useful in everyday human life, especially in the
field of healthcare, but these technologies also carry certain risks to privacy, particularly
concerning public health. Privacy risks include: a) the possibility of unauthorized access to
biometric and health data, i.e., hacking of medical devices, which would expose the most
sensitive personal and health-related information; b) redesigning devices originally made for
medical purposes into devices that could be used for mass (non-selective) surveillance without
the consent of the users, enabling direct control over their behavior; ¢) misuse of biometric and
health data for discrimination in the workplace or other situations; d) misuse of data to create
profiles of personal data subjects; ¢) insufficient information and often limited knowledge of
health device users regarding giving consent for the collection and processing of personal data,
especially if the data processing is automated.

Regarding legal regulations related to the Internet of Bodies, there is no universal legal
framework in this area; instead, IoB is indirectly regulated by several legal acts worldwide,
primarily in the USA and the European Union.

Concerning the European Union, we should mention Regulation (EU) 2024/2847 of the
European Parliament and of the Council of 23 October 2024 on horizontal cybersecurity
requirements for products with digital elements and amending Regulations (EU) No 168/2013
and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act) (Text with EEA
relevance), further: CRA. This act is of exceptional importance for IoB, as it stipulates that
IoT devices (and therefore IoB devices) must be made to ensure a high level of cybersecurity,
especially regarding the protection of personal body-related data.

Secondly, manufacturers are obliged to notify the EU agency for cybersecurity (ENISA) of
any exploited product vulnerability or incident within 24 hours of becoming aware of the
vulnerability or incident. This is very important because IoB devices can significantly affect
citizens’ health (for example, pacemakers).

Thirdly, the manufacturer is obliged to provide effective support for at least 5 years for
vulnerabilities during the life cycle of the product with digital elements, or during the expected
life of the product, whichever is shorter.

Fourthly, Annex I of this act contains provisions that are of particular importance for the
protection of personal data, which can also apply to IoB. In this regard, products with digital
elements must (if applicable), among other things: ensure protection from unauthorized access
by appropriate control mechanisms, including but not limited to authentication, identity or
access management systems; protect the confidentiality of stored, transmitted, or otherwise
processed data, personal or other, such as by encrypting relevant data at rest or in transit by
state-of-the-art mechanisms; protect the integrity of stored, transmitted, or otherwise processed
data, personal or other, commands, programs, and configuration against any manipulation or
modification not authorized by the user, as well as report on corruptions; process only data,
personal or other, that are adequate, relevant, and limited to what is necessary in relation to the
intended use of the product (‘data minimization’); protect the availability of essential
functions, including resilience against and mitigation of denial of service attacks; minimize
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their own negative impact on the availability of services provided by other devices or
networks; be designed, developed, and produced to limit attack surfaces, including external
interfaces; be designed, developed, and produced to reduce the impact of an incident using
appropriate exploitation mitigation mechanisms and techniques; provide security-related
information by recording and/or monitoring relevant internal activity, including access to or
modification of data, services, or functions; ensure that vulnerabilities can be addressed
through security updates, including, where applicable, through automatic updates and the
notification of available updates to users (European Union, 2022).

It is also important to note that [oB devices such as pacemakers and ingestible sensors, which
are regulated by specific medical device regulations, are exempt from the application of this
act. On the other hand, consumer devices (for example, smartwatches, fitness wearables) fall
under the CRA and must meet cybersecurity design and update requirements.

Regarding specific cases of [oB's impact on privacy, it is interesting to mention the Pacemaker
Hacking case. In 2017, nearly 500,000 pacemakers were recalled due to cybersecurity
vulnerabilities, highlighting the growing threat of hacking in life-sustaining medical devices.
Although no patient harm was reported, the FDA confirmed that attackers could potentially
access the devices remotely, drain their batteries, or cause them to deliver inappropriate shocks.
This raised serious privacy and safety concerns, as software-related risks introduced a new
dimension of danger for implantable devices. Updating the firmware required in-person
procedures and carried its own risks, since any malfunction during the update could be life-
threatening. Most physicians and patients—especially those dependent on pacemakers—chose
not to update the firmware due to the lack of clear data on potential consequences. Experts
emphasized that cybersecurity must be built into the entire lifecycle of medical devices, from
design to real-world use. As internet-connected implants become more common, future risks
to patient privacy and security are likely to increase. Patients enjoy the convenience of remote
monitoring and data access, but they must also take responsibility for keeping their devices
secure through regular updates. Because technology and cybersecurity threats evolve rapidly,
devices with multi-year lifespans must be adaptable and continuously protected. Ultimately,
maintaining trust in these deeply personal medical technologies requires absolute assurance of
data safety and protection from exploitation (Kuehn, 2018).

Also noteworthy is the example of the Fitbit and Google acquisition from 2019. Google's
acquisition of Fitbit (a wearable device that tracks personal metrics, including exercise,
calories, weight, sleep habits, and much more) in November 2019 raised serious concerns
about user privacy, despite official assurances. Although Google promised not to use Fitbit's
health and wellness data for advertising, experts warned that other forms of personal data could
still be exploited. Fitbit collects a vast array of sensitive information, including names, emails,
birthdates, health metrics, sleep patterns, and even geolocation history. Critics pointed out that
combining this data with Google's existing information — such as search history and emails
— could result in a disturbingly complete profile of an individual. This level of surveillance
introduces significant risks, including potential misuse by employers, insurers, or financial
institutions. Privacy advocates expressed doubt that current promises not to use the data for
advertising would remain unchanged in the future. The possibility that health data could affect
job prospects, credit approval, or insurance access highlights the far-reaching consequences.
Some users chose to abandon Fitbit devices altogether, fearing irreversible privacy intrusions.
While users can delete their accounts, the process takes time, and by then, much of the data
might have already been analyzed or shared. Ultimately, the situation underscores the urgent
need for stronger data protection standards and greater transparency from tech giants (Anon.,
2024).
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One of the most recent cases concerns the incident on June 3, 2024, when NHS England
confirmed that patient data managed by pathology testing organization Synnovis was stolen in
a ransomware attack. The Russian cybercriminal group Qilin claimed responsibility and shared
nearly 400GB of private information on the dark web to pressure Synnovis for ransom. NHS
England stated there is no evidence that test results have been published, but investigations are
still ongoing. Over 3,000 hospital and GP appointments were disrupted due to the attack.
Patients were advised to attend appointments as scheduled unless told otherwise and to seek
urgent care as usual. A sample of stolen data included patient names, birthdates, NHS numbers,
and blood test descriptions, which cybersecurity experts described as one of the most harmful
cyberattacks in UK history. Additionally, business account spreadsheets detailing financial
arrangements were stolen. The attackers infiltrated Synnovis’s computer systems, encrypted
critical data, and made IT systems unusable. They also downloaded private data to further
extort Synnovis for ransom payment in Bitcoin, but it remains unknown if a ransom was paid.
The attackers claimed they targeted Synnovis to punish the UK for insufficient support in an
unspecified war, and NHS England is working with law enforcement and Synnovis while
providing support to affected patients (Casey, 2024). This example clearly highlights the
dangers arising from IoB and digital diagnostics, further emphasizing the importance of the
CRA.

4. CONCLUSION

The rapid development of the Internet of Bodies (loB) concept represents a transformation in
how personal and health data are collected, transmitted, and analyzed. However, this
transformation carries serious risks to privacy and cybersecurity that remain inadequately
addressed. As demonstrated by the 2024 ransomware attack on Synnovis, in which hackers
stole and leaked sensitive patient data from the UK’s NHS system, the vulnerability of
healthcare infrastructure to cyber threats has serious consequences. Similarly, Google’s
acquisition of Fithit continues to raise concerns about the merging of biometric and behavioral
data for commercial profiling. Earlier, the 2017 pacemaker recall case showed that
compromised loB devices can directly threaten human lives.

These examples point to several systemic issues. First, there is a lack of comprehensive
international regulation to address these challenges. Second, real-world cases (which are
increasing in number) reveal a low level of cybersecurity in 1oB devices, particularly in
healthcare and consumer sectors. Third, transparency is lacking, and users are insufficiently
informed during incidents. Fourth, there is unclear accountability among device
manufacturers, service providers, and data platforms.

Undoubtedly, the EU Cyber Resilience Act (CRA) provides a good starting point, as it requires
digital product manufacturers—including those producing loB devices—to implement
security measures by design and to report serious incidents. However, its implementation must
be consistent across the European Union. Moreover, technical protection must be significantly
improved, which includes regular software updates, strong encryption, authentication, and
secure firmware. Organizational measures should not be overlooked either; high-tech
companies and healthcare providers must conduct serious risk assessments, allocate financial
resources for monitoring systems, and establish incident response plans. Failure to do so—or
delayed reporting, as in the Synnovis case—can severely undermine public trust.

Continuous user education about the risks associated with 10B devices is also necessary,
enabling consumers to make informed decisions about their purchase and use. This especially
applies to transparency regarding the collection, processing, and sharing of personal data,
where user consent must be clear and unambiguous. Since cyberattacks are often carried out
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by organized criminal groups (such as Qilin and many others worldwide), global international
cooperation between East and West is essential to mitigate or eliminate cyber threats.

There is no doubt that 1oB can significantly contribute to more effective and personalized
healthcare. However, the issue of protecting users’ privacy and security remains unresolved
and must be addressed through legal, technical, organizational, and ethical mechanisms. The
analyzed cases clearly show that we are facing a systemic threat that demands continuous,
interdisciplinary attention and global cooperation—regardless of geopolitical divisions
between the world’s major powers. In this way, public trust, which has been seriously damaged
by increasing privacy violations through 0B devices, could be restored and digital inequality
prevented from deepening.
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1. INTRODUCTION

Legislative solutions to the protection of critical infrastructure would systematically approach
the identification of critical infrastructure facilities, as well as the development of measures
that will contribute to their preventive protection. Although this legislative framework has not
yet been resolved in BiH, with the exception of the Republic of Srpska, which has adopted its
Law on the Protection of Critical Infrastructure in the Republic of Srpska (Official Gazette of
the Republic of Srpska No. 58/19) and the Methodology for the Implementation of the Law,
this should not and should not represent a limiting factor for the conduct of various scientific
debates in this area. Also, the lack of legal solutions at the level of BiH institutions, the
Federation of BiH and its cantons, as well as the Brcko District of BiH, should not “concrete”
the story and ideas surrounding the identification of critical infrastructure at these levels of
government in BiH.
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A mitigating circumstance is learning from the experiences of neighboring countries (primarily
Serbia and Croatia) that have made great progress in this area and the implementation of the
Law on the Protection of Critical Infrastructure in their countries. Croatia, as an EU member,
has made particular progress in this area, having recently adopted a new Law on Critical
Infrastructure (Official Gazette 89/2025-1232), which is fully adapted to the new EU directive
on the resilience of critical entities (CER-directive) 2022/2557. Great help is also reflected in
the large number of conferences, projects implemented on the territory of BiH related to the
area of critical infrastructure, especially in terms of understanding the concept itself and the
need to protect it.

There are great doubts about who should protect the critical infrastructure, “identified
tomorrow”. When we analyze the experiences of other countries that have advanced in this
area, their legal solutions and practical experiences, we come to the conclusion that the best
actor, in most cases in the protection of critical infrastructure entities, is the private security
sector. The reason for this opinion lies in the fact that at this very moment the private security
sector in BiH is already securing and protecting potential critical infrastructure entities. They
are potential because they are not legislatively included as such, but certainly when that
happens, these entities will be identified as critical infrastructure. We have such experiences,
as already mentioned, not only in neighboring countries, but also in the Republic of Srpska,
which has its own law and has identified the sectors that constitute critical infrastructure
(energy, health, transport and communications, financial sector, etc.). It is precisely these
sectors that are currently secured in a large percentage by the private security sector. Legal
solutions would approach private-public partnerships as the most reliable way to implement
critical infrastructure protection measures (Zoric, 2022). This form of partnership is already
appearing in certain areas of life and is increasingly being considered in the sphere of security
and protection.

2. PRIVATE SECURITY

Private security, unlike public security, which is the responsibility of the state, operates within
the framework of private interests. Private security agencies and security guards provide
protection services for individuals, companies or specific facilities, such as shopping malls,
factories, banks, or even events and manifestations. Private security focuses on the protection
of specific interest groups and property, while public security takes care of the general security
of society and enforces the law in a broader context. The state protects its potential through
various activities, starting from legislative activities, through the implementation of legal
regulations through the actions of the executive branch, i.e. the activities of state institutions
and bodies, to cooperation with the private sector, i.e. the establishment of public-private
partnerships. Here, as a special security activity of the state, and through public-private
partnerships and the activities of the private sector, the protection of critical infrastructure
appears. Critical infrastructure consists of various facilities and spaces without which the
normal functioning of state bodies, the process of agricultural and industrial production and
the lives of citizens is unthinkable.

2.1. The concept of private security

Man has had a need to take care of safety and protection throughout history. This need has
existed from the earliest human community to the modern era, and we can divide this need
into two phases:

- the first phase is intuitive (religious and mythical belief as well as emotional reaction to
danger);
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- the second phase, the phase of the emergence of class society through the prescription of
social norms - the right of the ruler to apply sanctions but also to assume responsibility for
complete security.

Historical practice indicates that personal integrity and property are protected and that this is
achieved through two levels:Public (state) level and Private level.

When it comes to defining the term itself, in theory there is no single position and complete
agreement. For BiH, it is important and practical to use the definitions listed in the Laws
regulating private security on the territory of BiH - there is no umbrella law, but rather the
entity and Brcko District laws. In a theoretical sense, the following definition is acceptable:
"Private security is a planned and organized independent or joint activity and function
of individuals, organizations, private or business agencies, aimed at their own protection
or the protection of others, as well as the protection of appropriate persons, spaces,
facilities, businesses, activities that are not covered by the exclusive protection of state
authorities (Danicic & Stajic, 2008).

2.2. Content and organization of private security
The most common forms of content in today's practice are:

1) Physical security;

2) Technical security;

3) Fire and explosion protection;
4) Occupational safety and health;

In the further study, some new elements were introduced such as (Jovicic, 2018):

- security planning and analysis;

security protection of resources and operations;
- conomic security and protection;

- protection of classified data;

- security and environmental protection;

- security and protection of information systems;
- security and protection education of employees.

It is important to emphasize the role of security management as a factor that unifies the
complete content and organization of the private security system and which ultimately shapes
the work of all segments and delivers results to the interested party.

2.3. Detective activities as part of private security

Detective activity, as part of the private security sector and one of the newer entities in the
security system, has an increasingly important role not only in terms of security but also in the
overall social, or economic sense. Detective activity, in terms of its content, represents the
collection, processing and delivery of data and information, as well as consulting in the field
of preventing criminal acts, which is performed for the needs of the client/client by a detective
who has obtained a license and meets the requirements prescribed by law. The possibilities of
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detective activity in the modern world are great, as suggested by examples from many
countries, where this activity has a much greater application. It seems that the potential of this
type of activity in our country has been unjustifiably neglected, as indicated by the results of
the research carried out (Pukic, 2021).

According to the International Academy of Private Investigators, there are as many as 35
different jobs that they can perform. For this reason, we can say that the scope of work of a
private investigator is extremely wide. The information collected can be of a business, legal or
personal nature. The clients of private investigators are companies/enterprises, law firms and
citizens. In some countries, private investigators also collect information for the needs of state
institutions.

3. CRITICAL INFRASTRUCTURE

3.1. Definition of critical infrastructure

When discussing the term "“critical infrastructure”, all available sources state that the USA and
Australia are the countries that began the theoretical development of the area of critical
infrastructure by defining infrastructure that, due to its inability to function or damage,
significantly affects national security, the community and all its components. Presidential
Decision Directive NSC-63 from 1998 (US) defines critical infrastructure in the US as
"physical and information systems essential for the minimum operation of the economy and
government." Immediately after the terrorist attack on the USA on 11.09.2001. Congress
passed the so-called Patriot Act (PATRIOT Act, 2001, USA) in which critical infrastructure
is defined as: "systems and assets, whether physical or virtual, so vital to the United States of
America that the disabling or destruction of such systems and assets would significantly affect
national security, economic stability, public health, or any combination of these impacts that
would affect the security of the United States.” In the world, as well as in theory, there is no
single definition of the term critical infrastructure, but each country defines this term in
accordance with its own needs (Simic et al, 2022), which is evident from the table for the
countries of the former common state:

Table 1: Overview of Critical Infrastructure Definitions in the Legislations of Serbia, Croatia,
Slovenia and Montenegro

Critical infrastructure are systems, networks, facilities or their
parts whose disruption of functioning or interruption of the
delivery of goods or services may have serious consequences for
national security, health and lives of people, property,
environment, safety of citizens, economic stability, or threaten the
functioning of the Republic of Serbia.

Serbia

National critical infrastructures are systems, networks and
facilities of national importance whose disruption of operations or
interruption of the supply of goods or services could have serious
consequences for national security, health and lives of people,
property and the living environment, security and economic
stability and the continuous functioning of government.

Croatia

Critical infrastructure in Slovenia includes those facilities and
services that are of key importance to the state, and their failure
Slovenia or destruction would significantly affect and have serious
consequences for national security, the economy, key societal
functions, health, safety and security, and social protection.

47



Critical infrastructure includes systems, networks, facilities, or
their parts located on the territory of Montenegro, the disruption
of which, or the interruption of the delivery of goods or services
Montenegro through such systems, networks, facilities, or their parts, may
have serious consequences for national security, health and life of
people, property, environment, safety of citizens, economic
stability, or the performance of activities of public interest.

When defining the term critical infrastructure, it is evident that everyone generally agrees that
it concerns assets and property that are crucial for the smooth functioning of society and the
economy, but it is very difficult to obtain complete agreement and determine infrastructure
that is not critical, given the interconnectedness of sectors.

3.2. Critical infrastructure of the European Union.

The new proposals for EU measures to protect critical infrastructure focus on ensuring greater
coherence in the approach to the protection and resilience of critical infrastructure at EU level.
The aim of the CER Directive is to eliminate vulnerabilities and strengthen the resilience of
critical entities (entities that provide essential services that are essential for maintaining
important societal functions, economic activities, public health and the environment). With the
CER Directive, the EU sets out obligations for critical entities to strengthen their resilience,
sets out rules for the supervision of critical entities, establishes common procedures for
cooperation and reporting, and sets out measures to achieve a high level of resilience of critical
entities to ensure the provision of essential services.

The Directive does not apply to matters covered by the NIS 2 Directive. Given the relationship
between the physical security and cybersecurity of critical entities, Member States shall ensure
that this Directive and the NIS 2 Directive are implemented in a harmonised manner. The
Directive does not apply to public administration entities carrying out their activities in the
field of national security, public safety, defence or law enforcement, including the
investigation, detection and prosecution of criminal offences. The Directive requires Member
States to develop and adopt national strategies to increase the resilience of critical entities and
to identify critical entities providing essential services by 17 October 2024. The Directive also
requires that a risk assessment be carried out at least every four years. Critical entities, through
the development of a strategy, will have to identify relevant risks that could significantly
disrupt the provision of essential services, take appropriate measures to ensure their resilience
and notify the competent authorities of disruptive incidents.

The strategy should contain at least the following elements: strategic objectives and priorities,
a management framework for achieving the strategic objectives and priorities, a description of
the measures needed to strengthen the overall resilience of critical entities, a description of the
procedure for identifying critical entities, a policy framework for coordination between
competent authorities under this Directive.

Member States' risk assessment should take into account relevant natural and human risks,
including those of a cross-sectoral or cross-border nature, accidents, natural disasters, health
emergencies and hybrid threats. All Member States should identify critical entities in the
following sectors and sub-sectors by 17 January 2026:

U Energy (electricity, central heating, oil and gas);
U Transport (air, rail, water, road and public);

U Banking;
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U Financial market;

0 Healthcare;

U Drinking water;

U Wastewater,;

U Digital infrastructure;

U Public administration;

U Space;

U Food production, processing and distribution;

The Directive lays down obligations for Member States to designate or establish one or more
competent authorities responsible for the correct application of the Directive; to designate or
establish a single point of contact which performs a liaison function to ensure cross-border
cooperation with the single points of contact of other Member States as well as the
development and adoption of national strategies. Each Member State shall ensure that its
competent authority and the single point of contact have the powers and adequate financial,
human and technical resources to carry out the tasks assigned to them effectively and
efficiently.

4. THE PLACE AND ROLE OF THE PRIVATE SECURITY SECTOR IN THE
PROTECTION OF CRITICAL INFRASTRUCTURE

With the privatization of security, a new sector emerged in the security system, private in
nature, and established to operate on a commercial basis. This sector has become, in most
countries, an unavoidable factor in the protection and maintenance of vital social functions.
The private security sector, as a specific form of organized mode of operation of non-state
personnel on a voluntary and economic basis, predominantly including private companies that
provide security services and/or products intended for security, protects critical infrastructure,
among other things, through security risk and crisis management procedures. The goal is to
eliminate or at least reduce the risk of harmful events, and it is less important whether the risk
is contributed by man or whether it is a threat caused by natural phenomena.

4.1. Public-private partnership in the function of protecting critical infrastructure

Public-private partnership represents cooperative action of the public sector with the private
sector for the purpose of providing public services, construction or production of goods. The
precise definition of public-private partnership is not simple, because the main goal of this
form of partnership is a more economical, efficient and successful provision of services
compared to the traditional way, which is also contributed by the conceptual vagueness of
"public-private partnership." It occurs in different areas, in different forms and with different
durations. (Maksimovic, 2022).

The acquis communautaire of the European Union in the field of public-private partnerships
is regulated by the so-called "Green Book", which is more of a guideline for the
implementation of projects in the field of public-private partnerships. After the adoption of the
"Green Book", a series of guidelines were issued that focused on public-private partnership
projects in specific areas (transport, infrastructure, postal services, etc.). In the world, in
practice, we have a large number of registered and signed public-private partnerships. The
largest number of them is in the USA, but Western European countries such as Spain, Portugal,
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Great Britain, Ireland, Germany, the Netherlands, Italy and many others are not far behind. As
for BiH, with its complex constitutional structure, where competences in this area are
exclusively at the entity and cantonal level, it leads to different practices and solutions. This
creates a high degree of legal uncertainty, which directly affects the reduction of private
partners' interest in investing.

Some analyses dedicated to the issues of private security and critical infrastructure indicate
that critical infrastructure is one of the important areas of the security strategy and priorities of
the European Union. At the same time, it also represents a significant challenge for democratic
societies because they are by their nature open, creative and accessible. The national security
and economic sustainability of each country depend on the resilience of critical infrastructure.
Critical infrastructure is the basis for the operation, development and achieved level of
progress of states, and countering threats and strengthening their resilience requires both the
provision of material and technical resources and the strong development of public-private
partnerships. There is a lot of good practice of public-private partnerships in the protection of
critical infrastructure at the level of the European Union, and in some member states, critical
infrastructure facilities are in private hands and are protected by private agencies for the
security of persons and property.

4.2. Private security sector in the function of critical infrastructure protection

Private security activities in the public interest are based on the performance of tasks to protect
persons and property in a specific protected facility, area or zone from unlawful acts, damage
or destruction. It is carried out by establishing security elements, i.e. security personnel
(physical protection) and technical security systems (technical protection). This can also
include tasks to prepare threat assessments that determine the level of risk of committing
criminal acts and endangering the lives and property of persons in a facility or on a public or
other surface, depending on external and internal threat factors.

Assessing the vulnerability of critical infrastructure to certain risks, its monitoring, recording
and exchange of information on potential risks and incidents is the basis for quality protection
of critical infrastructure.

As previously stated, the protection of critical infrastructure is one of the priorities of the
European Union. The binding document regulating this area is Directive (EU) 2022/2557
(CER Directive), which succeeded Council Directive 2008/114/EC of 8 December 2008 on
the identification and designation of European critical infrastructures and the assessment of
the need to improve their protection. The purpose of adopting a normative framework as a
basis for building an efficient system is to ensure an appropriate level of protection and
business continuity. The aim is to limit, as much as possible, the harmful effects of
interruptions or disruptions in the operation of infrastructure on the population and the
economy. The Law on the Security of Critical Infrastructures in the Republic of Srpska
(Official Gazette of the RS, No. 58/19), which is the only law enacted in the territory of BiH,
regulates the critical infrastructure of the Republika Srpska, critical infrastructure sectors in
the Republic of Srpska, management of critical infrastructures, the obligation to prepare a risk
analysis, a security plan for facilities in the critical infrastructure sector, a security coordinator
and a person responsible for the management and protection of critical infrastructure facilities.

Given that critical infrastructure has become an integral part of the security of every country
today, in the member states of the European Union, but also in the wider environment, the
private security industry is involved in all areas of critical infrastructure protection. These
examples of good practice of cooperation between public and private security in most
European Union countries in the protection of critical infrastructure can be applied in the
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Republic of Srpska and in BiH. Therefore, additional legal and sub-legal regulation of this
issue is necessary, along with continuous education of members of the private security sector,
as well as joint action and constant communication between public and private security
agencies. Also, a certain part of the work does not only relate to the provision of physical and
technical protection services for critical infrastructure, but in accordance with the rapid
development of technology, it also extends to the security of information systems, business
intelligence, protection of business processes, assessment of the business environment, anti-
corruption, etc. These tasks related to the collection, processing and analysis of data and
evidence can be performed in certain cases by private detectives, or detective agencies as part
of the private security sector.

A good example, and a guideline, is the recently adopted Law on Critical Infrastructure of the
Republic of Croatia (OG 89/2025-1232), where an entire chapter (VI-Private Protection of
Critical Entities) refers to the place, role, manner and conditions under which the private
security sector can participate in the protection of critical infrastructure.

5. CONCLUSION

Effective governance requires the establishment of a critical infrastructure system, which
would also represent an imperative to protect that system. The legislative determination of
critical infrastructure has been partially resolved in the Republic of Srpska, partly because the
existing Law is not aligned with the new EU Directive, but other parts of BiH (the level of BiH
institutions, the Federation of BiH and its cantons, as well as the Brcko District of BiH) have
not done anything on this issue.

The private security sector plays a significant role in the protection of critical infrastructure.
In most countries, this sector has become a very important factor in the protection and
maintenance of important social functions. The private security sector complements the public
sector and performs very important tasks of interest to the security of the state and society. As
a specific form of organization and operation of non-state personnel on a voluntary and
economic basis, it mainly includes private companies that provide security services and/or
produce products intended for security. By protecting critical infrastructure, among other
things, through security risk and crisis management procedures, they eliminate or reduce the
risk of harmful events. It is less important whether the risk is human-induced or whether it is
a threat caused by natural events. One of the priorities of private security is to ensure the
functionality, continuity, and permanent delivery of services produced by critical
infrastructure. The implementation of additional security measures and their quality should
help public security services to ensure that the protection of critical infrastructure is at the
highest possible level. These examples of good practice of cooperation between public and
private security in most European Union countries in the protection of critical infrastructure,
and their common positions can be applied in BiH-Republic of Srpska. Also, in certain EU
member states, certain critical infrastructure facilities are exclusively protected by private
security agencies and this service is also at a high level. The model of cooperation between the
public and private sectors is increasingly gaining importance as governments face the
challenging task of protecting the public interest on the one hand and meeting the growing
needs of the population on the other. Such a concept of cooperation is called public-private
partnership and represents a contractual partnership between the public and private sectors,
which may include financing, design, management, construction, maintenance of
infrastructure and/or provision of certain services by the private sector, which are traditionally
purchased and provided by the public sector.

As for BiH, it is necessary to work on the adoption of the Law on the Protection of Critical
Infrastructures at other levels of government in BiH (and not only at the level of Republic of
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Srpska, which so far is the only one that exists), and then develop a model of public-private
partnership in terms of the protection of defined critical infrastructure. Various examples that
are known in practice show that such a legal framework can and must be adopted while
respecting the constitutional order of such a complex country with complex relations as Boshia
and Herzegovina. After all, this is a country in which all infrastructures are intertwined and
can cascade, both positively and more negatively, to affect each other, and therefore it is
necessary to define through the law: What is critical infrastructure in BiH; Coordination
between levels of government in the protection of critical infrastructure; Measures to protect
critical infrastructure in BiH;

A professional and scientific approach to the problem, formal identification of critical
infrastructure, and a quality assessment of its vulnerability will create a prerequisite for
adequate protection, which should be a priority interest for the functioning of society.
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1. INTRODUCTION

Understanding how people perceive risk and decide when and how to evacuate is critical for
designing effective alerts and evacuation strategies. The none "Evacuation" has latin root from
the word ,,&vacuare” (prefix: &- has meaning “out of” or “away”). Also, the root of the verb:
vacuare (from vacuus, meaning “empty”) is in close rations with the none “evacuation”. So,
evacuare literally means “to empty out”. The term entered English around the 15th century,
influenced by Old French “evacuacion”, which came from Latin, too (Online Etymology
Dictionary). In modern time, originally, “evacuation” referred to the emptying of bodily waste
(still used in medical contexts). From English that word “evacuation” was spread all over the
world and in the Serbian language also become accepted. Over time, it expanded to mean
depending on it who use that word. In military it was related to withdrawal of troops from a
position. However, in Disaster Management it was related to moving people away from danger.
At the end in general use, it was related to clearing a building, area, or vessel.

According to the Law on Protection and Rescue in Civil Emergencies (Official Gazette of the
Republic of Srpska, Nos. 121/12, 46/17, 111/21, Article 72), evacuation is defined as “a
protection and rescue measure that represents a planned, organized, and temporary relocation
of the population and material goods from an area that is estimated to be affected by a natural
or other disaster, or from an area already affected by such a disaster, to unthreatened or less
endangered areas of the same, neighboring, or another municipality or city, provided that other
protection and rescue measures cannot ensure the safety of people and material goods.”
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Evacuation is closely related to the broader concept of population displacement and is often
implemented alongside it. According to different scholarly perspectives, there are various
classifications of evacuation. For example, Maric and Teskeredzic (2006) identify four main
types of evacuation. Based on the time of execution, evacuation can be divided into timely and
subsequent, and based on the extent of coverage, into complete and partial.

A more detailed classification is provided by Dr Dragan Mladan (2021), who categorizes
evacuation according to multiple criteria. These include: type of hazard (e.g., flood, wildfire,
earthquake); direction of movement (Horizontal evacuation (residents relocate outside the
threatened area), Vertical evacuation (residents move to safer locations within the same area));
evacuation method (e.g., by vehicle, on foot); distance (local, regional, national); duration
(Temporary (return within a few days), Medium-term (up to one month), Long-term (more
than one month), Permanent (no return to original residence)); coverage (complete or partial);
obligation (voluntary or mandatory by order of disaster management); timing (timely or
subsequent).

In general, no country in the world today, under modern conditions marked by economic,
financial, and logistical constraints, is capable of constructing enough shelters to accommodate
all residents and protect all material assets. Therefore, evacuation is often adopted as a practical
and essential action for the protection and rescue of people and property during emergencies.

However, this article will show importance of evacuation as action to protect human lives and
material goods in natural and other disasters. Using the comparison method, previous
researches and designed questionary, this paper is going to show that importance of good
evacuation planning, early warning, previous experiences and trust to the institutions, are
crucial precondition for successful evacuation in a case of natural and other disasters.

This paper is organized into five main sections. It begins with an introduction that sets the
context and outlines the research objectives. The second section presents an overview of the
theoretical and literature framework, including key findings from previous studies. The third
section explains the methodology used in the research. This is followed by the presentation of
research results and their discussion. The final section concludes the paper by summarizing
the main insights and emphasizing their relevance for the future development of evacuation
planning in the Republic of Srpska and Bosnia and Herzegovina.

2. LITERATURE REVIEW

Most countries, based on assessments of vulnerability to natural and technological hazards,
identify areas where evacuation is necessary. This is particularly important in densely
populated areas, which often lack sufficient shelter capacity for the entire population, or where
the number of shelters does not meet even basic needs.

Evacuation is fundamentally a social process, not merely an individual decision (Drabek,
1969). In his research, Drabek explored how social relationships, family dynamics, and
communication networks shape evacuation behavior. He emphasized that families do not act
randomly; rather, their decisions are rational and influenced by social norms and interactions.
For instance, most families prefer to remain together during a disaster, even if it delays their
evacuation. Additionally, people tend to trust information from familiar sources—such as
family and friends—more than from official channels. Drabek also found that individuals with
prior disaster experience respond differently than those encountering such events for the first
time. Ultimately, he concluded that effective evacuation strategies must incorporate social and
psychological dimensions, not solely physical risks. He recommended that evacuation plans
include communication strategies that promote family cohesion and deliver clear, trustworthy
information.
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Effective communication is central to a successful evacuation (Mileti & Sorensen, 1990). The
speed, accuracy, and clarity of messages directly influence whether people evacuate promptly.
People are more likely to act when messages come from multiple sources, such as sirens,
television, radio, and officials. Furthermore, traditional evacuation timelines are inadequate
for the evolving dynamics of climate-related disasters (Lavell et al., 2012).

Mileti and Sorensen (1990) also emphasized that warnings must be specific and concrete.
Messages are more effective when they clearly state what is happening, who is at risk, what
actions should be taken, by when, and where people should go. People rarely react instantly to
warnings; instead, they often seek confirmation. Trust in the source of information is crucial.
The most effective alerts come from credible and familiar sources, such as local authorities,
the police, or fire departments.

Eisenman et al. (2011) emphasized that comprehensive evacuation planning should include
compelling risk communication that overcomes false-alarm fatigue, recognizes and utilizes
social networks (e.g., neighborhood coordination), and ensures equity in access to
transportation and shelter resources.

Demographic factors also significantly influence evacuation behavior. Older adults,
individuals with lower levels of education, or those without access to transportation are more
likely to delay evacuation (Mileti & Sorensen, 1990). Higher-income neighborhoods tend to
evacuate earlier and more efficiently than lower-income ones, indicating that socioeconomic
status impacts both the speed and safety of evacuation (Naushirvanov et al., 2024).

Researches also shows that both physical and social accessibility affect the ability to evacuate.
Infrastructure (e.g., roads, traffic flow) and social networks (e.g., neighbor support) are critical
(Mileti & Sorensen, 1990). Additionally, public health concerns, such as disease outbreaks,
can decrease evacuation compliance (Kim & Sherman, 2022).

Several real-world cases offer valuable insights into evacuation as part of disaster
management. The experience of Hurricane Katrina (2005) in New Orleans revealed that
evacuation in catastrophic events depends less on official orders and more on social bonds and
improvisation. People often evacuate in trusted groups—families, neighbors—using any
available means. Panic was rare; instead, solidarity was common. As Quarantelli (2006)
argued, effective catastrophe planning should support these organic evacuation patterns,
enabling authorities to assist rather than replace community-based responses.

The Katrina experience underscores the multidimensional nature of evacuation, where simply
issuing warnings is not enough. Effective strategies must integrate risk perception, available
resources, demographics, and social dynamics. Dash and Gladwin (2007) similarly concluded
that evacuation planning must holistically address communication, logistics, social structures,
and population diversity.

Turning to the Fukushima Daiichi Nuclear Power Plant accident, research has shown that the
mental health impacts of the disaster were more closely linked to the evacuation process itself
than to radiation exposure (Bromet, 2014). Hiroaki et al. (2015) reached similar conclusions,
stressing the importance of comprehensive health management and support for displaced
populations. Like Katrina, the Fukushima case demonstrates the complexity of evacuation,
especially in nuclear disaster contexts, and the need for tailored communication and
psychosocial support strategies to ensure public safety and compliance.

Together, these findings highlight the complex and multifaceted nature of evacuation in
disaster settings. Lessons drawn from these international cases were as the basis for analyzing
evacuation preparedness and response in the Republic of Srpska and Bosnia and Herzegovina,
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with the aim of understanding public attitudes and opinions regarding the importance of
evacuation planning and execution.

3. METODOLOGY

This research was conducted using a Google Forms questionnaire, which collected 310
responses over a period of seven days. The sample consisted of 32% women and 68% men. In
terms of age distribution, 50% of respondents were between 46 and 65 years old, while 49%
were aged 18 to 45. Only 1% of participants were pensioners.

Regarding education level, 44% of respondents held a university (faculty) degree, 37% had
completed high school, 14% held a master’s degree, and 4% held a PhD. Only 1% of
respondents had completed only elementary school.

In terms of employment status, 79% were employed, 8% were students, 7% were retired, and
6% were unemployed.

As for their place of residence, the majority of participants (67%) lived in urban areas, 18% in
suburban areas, and 15% in rural (countryside) areas.

All respondents completed a questionnaire consisting of ten questions about evacuation. Each
question was formatted as a Likert scale, where 1 indicated complete disagreement with a
statement and 5 indicated complete agreement.

The questionnaire was published in early June 2025 and was specifically designed for the
purposes of this research.

4. RESULTS AND DISCUTION

Taking under consideration length of this paper, analysis of this paper was done only za
approximately values for each question. In that context, in this Likert Scales, number 1
represents complete disagreement with the statement, and number 5 represents complete
agreement with the statement. In table 1. were given approximately values for each question.
Top-rated statements show law agreement and last ones in the table show very high agreement.

Top-rated items show very high agreement. Investments in evacuation planning and
infrastructure (4,9) and community training and awareness campaigns (4,8). Respondents
clearly recognize the importance of preparedness and strongly support proactive measures
from all levels of government.

According to the Law on Civil Protection and related documents in the Republic of Srpska,
evacuation plans are not specifically regulated, and there is a noticeable lack of information
regarding this aspect of civil protection. A similar situation exists in the Federation of Bosnia
and Herzegovina. While the Law on Civil Protection in the Federation mentions evacuation as
a protective measure—and even references the existence of evacuation plans—subordinate
documents related to civil protection planning do not elaborate on the structure, content, or
implementation of such plans.
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Table 1: Results of questionary

Rank NI, Statement LTS,
ques. Score

There are adequate resources (eg, transportation, shelters,
1 4 supplies) to support evacuation in the event of a natural disaster | 1.8
or other disaster in my area!

Local authorities regularly inform the population about
2 2 evacuation procedures in the event of a natural disaster or other | 1,9
accident!

I am well informed about evacuation plans in the event of a

. : . . 2,2
natural disaster or other accident in my local government unit! ’

Evacuation plans in the event of a natural disaster or other
disaster in my community take into account the needs of
vulnerable groups such as the elderly, children and people with
disabilities!

22

I know the evacuation routes in my area that I will use in the

. . 2.3
event of a natural disaster or other accident!

I believe that local governments and emergency services are
6 8 adequately prepared for evacuation procedures during natural | 2,3
disasters or other accidents!

In the past during floods, fires, etc., the evacuation process in

my area was efficient and well organized! 24

The infrastructure in my area (eg roads, bridges, public
8 7 transport) is sufficient for large-scale evacuation during a | 2,4
natural disaster or other disaster!

I think there should be more training programs in the
9 9 community as well as raising awareness about evacuation in | 4,8
case of natural disasters or other accidents!

Governments at all levels in BiH should invest more in
10 10 improving evacuation plans and infrastructure, as well as | 4,9
capacity, for its implementation!

In contrast, Serbia has established a more comprehensive legal framework. The Regulation on
the Content, Method of Preparation, and Obligations of Subjects Regarding Disaster Risk
Assessment and Protection and Rescue Plans (Official Gazette of the RS, No. 102/2020)
mandates the inclusion of evacuation as a compulsory component in all protection and rescue
plans across all levels. Furthermore, the Rulebook on the Content and Manner of Preparation
of Protection and Rescue Plans (Official Gazette RS, No. 106/19) provides detailed guidance
on the structure of evacuation plans, including the number and profile of evacuees, analysis of
evacuation routes, triggers for evacuation, the use of public transportation, and shelter
capacities.

Similarly, in Croatia, the Law on the Civil Protection System (Official Gazette, Nos. 82/15 and
118/18) requires counties, cities, and municipalities to develop civil protection plans in which
evacuation planning is a mandatory component. The Ordinance on Civil Protection Planning
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(Official Gazette, No. 36/19) further specifies the required elements of evacuation plans, such
as the description of threats necessitating evacuation, identification of evacuation zones and
vulnerable groups, modes of transport, responsible operators, and shelter and medical service
capacities.

These differences highlight a significant legal gap in the Republic of Srpska and the Federation
of Bosnia and Herzegovina, where evacuation planning is not comprehensively covered by
either laws or sublegal (underlaw) documents. As a result, it remains unclear how evacuation
plans should be developed or what they should contain in these jurisdictions.

The lowest average scores in the questionnaire were related to the adequacy of resources for
evacuation (1.8) and to the regular communication from local authorities regarding evacuation
procedures in the event of a natural disaster or other emergency (1.9). These results suggest
that people feel unprepared due to a lack of available resources, such as transportation, shelters,
and essential supplies, and insufficient communication from institutions. The lack of effective
communication is closely linked to the absence or inadequacy of legal and sublegal (underlaw)
documents that address evacuation planning in detail.

Moreover, the scores related to knowledge of evacuation routes, inclusion of vulnerable
groups, and past evacuation experiences were moderate. This suggests that while some
individuals are aware of what to do, many still lack full clarity, and previous evacuations are
not perceived as entirely successful. A similar situation exists regarding infrastructure
readiness and the preparedness of local services, there is some level of trust, but it is not strong.
These areas would benefit from targeted investments and a clear demonstration of institutional
readiness. Additionally, improvements in legal and sublegal (underlaw) documents that
address evacuation planning in detail are necessary to strengthen overall preparedness.

5. CONCLUSION

The findings clearly demonstrate that while citizens strongly support proactive investments in
evacuation planning and preparedness, reflected in the highest-rated items such as investments
in evacuation infrastructure (4.9) and community training and awareness campaigns (4.8),
there are significant structural and institutional shortcomings that undermine overall readiness.
Most notably, respondents reported very low satisfaction with the adequacy of evacuation
resources (1.8) and the frequency and clarity of communication from local authorities (1.9),
pointing to critical gaps in implementation.

These weaknesses are mirrored in the legal and policy frameworks of the Republic of Srpska
and the Federation of Bosnia and Herzegovina, where evacuation plans are either not
specifically regulated or insufficiently detailed in sublegal documents. While both entities
acknowledge evacuation as a protective measure, the absence of clear guidance on the required
content, responsibilities, and integration of evacuation planning into broader civil protection
strategies significantly hampers preparedness.

Moderate public knowledge regarding evacuation routes and procedures, combined with
skepticism about the effectiveness of past evacuations and local services, further highlights the
need for legal reform and practical engagement. Targeted investments, legal clarity, and
institutional transparency are urgently needed, particularly in BiH's entities, to build trust,
enhance public preparedness, and align evacuation planning with modern standards of civil
protection.
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Abstract: The development of digital technologies and the increasing frequency of
security incidents make artificial intelligence (Al) a key tool in predicting, managing,
and responding to crise$his paper analyzes the role of Al in crisis management and
cybersecurity, with a focus on threat identification, risk analysis, automated response,
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international literature, regulatory documents, and research reports. This approach
demonstrates how Al can enhance orgatiireal resilience, while also highlighting

the risks that may arise from inadequate or uncontrolled implementation.
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1. INTRODUCTION

The digitalization of business and public services has significantly increased the exposure of
organizations to complex cyber threats. The digital space has become a key environment for
economic, political, and social activity, and consequently, the level of risk has grown
proportionally. Accordingly, crisis management today is expected to ensure faster and more
transparent decision-making.

In this context, artificial intelligence (Al) is increasingly emerging as an indispensable
instrument in decision-making processes and the automation of crisis procedures. Its
application contributes to incident prediction, risk assessment, and more efficient recovery,
while simultaneously raising questions of technical reliability, regulatory governance, and
ethical responsibility.

The working hypothesis of this study is based on the assumption that the integration of Al into
crisis management and cybersecurity can significantly enhance organizational resilience,
reduce response times, and improve the efficiency of reactions to digital threats, while at the
same time introducing ethical and regulatory challenges that require systematic resolution.
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The aim of this research is to provide an overview of the role of Al in modern crisis
management and cybersecurity, analyzing both its technical capabilities and the societal
challenges of its application, with particular emphasis on ethical issues and accountability.

2. REVIEW OF PREVIOUS RESEARCH

The development of artificial intelligence (Al) in the field of cybersecurity and crisis
management has gained strong research momentum in recent years. Numerous studies
highlight that Al has become a key instrument in early anomaly detection, recognition of
complex attack patterns, and optimization of response processes. Its role is particularly evident
in environments where the scale and complexity of cyber threats exceed the capacities of
traditional protection mechanisms.

Empirical research confirms that the application of Al can significantly accelerate detection
and response to incidents compared to traditional rule-based methods. The latest international
studies emphasize that the institutional use of Al in the public and security sectors must be
based on clearly defined strategies, appropriate regulatory frameworks, and human oversight,
in order to achieve a balance between efficiency and accountability (Government of the
Republic of Serbia, 2025; UNDP Serbia, 2025; World Economic Forum, 2025).

Contemporary research also shows that the use of predictive analytics and advanced machine
learning algorithms can significantly reduce the number of successful attacks and contribute
to better resource planning in crisis situations. For example, Fawait, Fakhri, and Muslimah
(2024) combine quantitative cyberattack simulations with expert interviews and conclude that
Al can achieve a success rate of around 85% in detecting and responding to attacks. However,
the authors warn that algorithms have limitations in cases of unexpected incidents, and that
excessive reliance on Al without human oversight can increase system vulnerability. This
confirms that Al cannot fully replace human judgment, but rather complement it by providing
speed and accuracy, while the human factor ensures context and responsibility.

Beyond technical capabilities, a significant body of literature focuses on trust, ethics, and
accountability in Al application. Floridi and Cowls (2019) emphasize the need for explainable
models and transparent decision-making mechanisms, while Gunning and Aha (2019) develop
the concept of “explainable AI” (XAI) as a way to ensure user trust and legitimacy of decisions
in crisis situations. Gonzélez, Pereira, and Martins (2024) further stress that the application of
Al in crisis management raises complex legal and ethical issues related to responsibility and
transparency of decisions. From a broader societal and theoretical perspective, Zuboff (2019)
warns that the phenomenon of “surveillance capitalism” demonstrates how human experience
is appropriated as raw material for predictive models, raising questions of power and control
over user behavior. It is particularly important to highlight that ethics is no longer a secondary
issue, but one of the central research areas in the context of Al application in security.

In domestic literature, Karovic (2024) emphasizes that crisis management must be viewed in
continuity with cybersecurity, as digital incidents increasingly threaten business stability and
public trust. The author points to the need to strengthen institutional capacities and continuous
training of employees, since technological tools cannot fully replace the human factor in
decision-making. This confirms the position that technological solutions must be integrated
with organizational and regulatory measures in order to ensure sustainability and system
resilience.

In conclusion, existing research consistently confirms that Al represents a revolutionary tool
in cyber crisis management. Its main advantages lie in predictive analytics, speed of response,
and recovery optimization, while challenges include issues of trust, transparency,
accountability, and ethical dilemmas. The most recent literature clearly emphasizes that the
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optimal model of Al application is the synergy of technology and human oversight, supported
by clear regulatory and ethical frameworks (Government of the Republic of Serbia, 2025;
UNDP Serbia, 2025; World Economic Forum, 2025; Zuboff, 2019).

3. CRISIS MANAGEMENT AND CYBERSECURITY

Crisis management encompasses activities of prevention, preparedness, response, and
recovery from events that threaten the survival of organizations, with the aim of minimizing
damage and ensuring business continuity (Karovic, 2024). Digitalization and the growth of
cyber threats have significantly expanded the spectrum of challenges, making cybersecurity a
key domain of crisis management. It highlights the weaknesses of traditional approaches—
slow incident detection, reactive action, and limited analytical capacities. The integration of
artificial intelligence enables faster anomaly detection, the creation of predictive models, and
the transition from a reactive to an anticipatory framework, thereby reducing the consequences
of incidents, strengthening institutional resilience, and improving actor coordination
(Gonzélez, Pereira & Martins, 2024).

Global and national reports confirm that cyber incidents rank among the greatest risks of the
modern era, alongside climate and geopolitical crises, which underscores the need for
proactive strategies and international cooperation (World Economic Forum, 2025;
Government of the Republic of Serbia, 2025; UNDP Serbia, 2025). From a broader societal
perspective, Zuboff (2019) warns that surveillance capitalism reshapes the very nature of trust
and power, meaning that the development of crisis management must also include ethical
dimensions. Therefore, traditional models are no longer sufficient—it is necessary to develop
anticipatory and integrated approaches in which artificial intelligence plays a central role,
ensuring stability and trust in modern organizations (Karovic, 2024).

4. THE ROLE OF ARTIFICIAL [INTELLIGENCE IN CRISIS
MANAGEMENT

The role of artificial intelligence (Al) in crisis management goes beyond traditional approaches
based on human resources and mechanical procedures. Defined as a set of algorithmic and
technological solutions capable of data analysis, learning, and decision-making (Srivastava et
al., 2022; Gonzalez, Pereira & Martins, 2024), Al has become a key element in proactive risk
prediction and management. Its application enables rapid data processing, pattern recognition,
and reduced response times, thereby strengthening organizational resilience (Karovic, 2024).

Research confirms that Al facilitates the transition from reactive to anticipatory approaches
but also highlights limitations—such as susceptibility to evasion attacks and the risk of false
positives or false negatives. This underscores the importance of explainable artificial
intelligence (XAI), which increases decision transparency and strengthens trust in systems
(Gonzélez, Pereira & Martins, 2024; Srivastava et al., 2022). Global reports (World Economic
Forum, 2025) warn that, without ethical and regulatory frameworks, the use of Al may deepen
social inequalities, while Zuboff (2019) emphasizes that surveillance capitalism erodes privacy
and trust.

The findings confirm that Al brings significant benefits to crisis management but also
introduces complex challenges. Therefore, its application must be considered through
interconnected technical, ethical, and regulatory dimensions. To provide a clearer overview,
the following section presents the key advantages and challenges of applying Al in crisis
management (Table 1).
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Table 1: Comparative overview of the advantages and challenges of applying Al in crisis

management

Advantages of applying Al

Challenges of applying Al

Rapid and accurate detection of anomalies
and threats in real time

Susceptibility to “evasion” attacks and data
manipulation (Srivastava et al., 2022)

Predictive analytics enables anticipatory
action and risk reduction

Risk of false positive and false negative
results in detection (Srivastava et al., 2022)

Automation of response and optimization of
resources during crises

Lack of transparency and the “black box”
nature of algorithms (Floridi & Cowls,
2019)

Strengthening  organizational resilience
through learning from past incidents

Unclear accountability for decisions
(manufacturer, user, regulator) (Gonzélez,

Pereira & Martins, 2024)

Ethical dilemmas: privacy, bias, and
potential misuse of data (Zuboff, 2019;
World Economic Forum, 2025)

Enhancing communication and coordination
within crisis teams (NLP and data analysis)

Source: Author’s compilation based on prema
(2019), Gonzalez, Pereira & Martins (2024), World Economic Forum (2025), Zuboff (2019).

The application of artificial intelligence (Al) in crisis management brings significant benefits,
such as rapid detection and advanced analytics, but also complex challenges, including
vulnerability to manipulation and issues of interpretability. Ethics, transparency, and
accountability are as important as technical efficiency, since data misuse or the absence of
clear rules can undermine public trust and the legitimacy of decisions (Zuboff, 2019; World
Economic Forum, 2025). The optimal model therefore entails a hybrid approach in which
technological innovation is combined with human oversight and regulatory frameworks
(Srivastava et al., 2022; Gonzélez, Pereira & Martins, 2024). In this context, tools such as
SIEM and SOAR platforms, NLP analytics, and predictive models are particularly significant,
making Al an integral part of the continuous process of prevention, response, and recovery,
thereby strengthening organizational resilience in a dynamic security environment.

4.1. Technical Aspects and Tools

The technical aspects of applying artificial intelligence in crisis management encompass tools
ranging from early warning systems to advanced solutions in the field of cybersecurity.
Machine learning and deep learning algorithms enable the prediction of natural disasters,
detection of anomalies in network traffic, and identification of sophisticated attacks, while in
critical infrastructure monitoring Al has proven to be more efficient than human operators
(Srivastava et al., 2022; Karovic, 2024). In the cyber domain, particularly significant are SIEM
(Security Information and Event Management) and SOAR (Security Orchestration,
Automation and Response) systems, which allow centralized log analysis and automated
incident response, as well as NLP (Natural Language Processing) techniques for early
detection of crisis situations and disinformation. Predictive models further contribute to risk
anticipation and resource mobilization, thereby strengthening institutional resilience
(Government of the Republic of Serbia, 2025; UNDP Serbia, 2025).
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Figure 1 illustrates the general workflow of explainable artificial intelligence (XAl) in
cybersecurity, encompassing stages from data collection and the application of machine and
deep learning algorithms, through explainability mechanisms, to decision-making processes
that can also be evaluated by humans. This model demonstrates that the technical aspects of
Al go beyond mere automated threat detection, encompassing the development of transparent
and verifiable systems integrated into strategic decision-making (Srivastava et al., 2022).

The role of Al cannot be viewed in isolation but rather within the entire crisis management
cycle — from prevention and response to recovery. A key element in this process is XAl, which
ensures the transparency and interpretability of system decisions, reduces the risk of
misjudgments, and strengthens trust in the use of Al technologies in sensitive domains such as
cybersecurity and crisis management (Gonzélez, Pereira & Martins, 2024; Srivastava et al.,
2022).

This is precisely why it is important to view the role of Al not in isolation, but in the context
of the entire crisis management cycle. Figure 2 shows how Al integrates the phases of
prevention, response, and recovery, thereby establishing a continuous flow of crisis
management and enhancing organizational resilience.

Prevention Recovery

Response

Figure 2. Artificial Intelligence in the Crisis Cycle (Prevention — Response — Recovery)
Note. Adapted from Strategy for the Development of Artificial Intelligence of the Repuididoat for
the period 20252030 (Government of the Republic of Serbia, 2025); Artificial intelligence has the
potential to accelerate human development (UNDP Serbia, 2025); and Transforming crisis
management with Al: Risks, opportunities and governaneceeiaorks (World Economic Forum,
2025).
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The figure illustrates the role of Al in connecting the key phases of crisis management — from
prevention and early threat detection, through automated response, to recovery and a return to
normal operations. In this way, Al does not operate at a single point but ensures continuity and
coordination throughout the entire crisis cycle. The visual representation confirms that
technological tools can significantly accelerate response and improve decision-making quality,
but also that they require integration with human oversight and clearly defined procedures.

4.2. Responsibility and Reliability

The issue of responsibility and transparency in the application of artificial intelligence is one
of the greatest challenges of modern crisis management. When Al makes decisions under
conditions of high uncertainty, it remains unclear whether responsibility lies with the system’s
manufacturer, the user, or the regulator, which can seriously undermine public trust and the
legitimacy of managerial decisions. This is why increasing attention is given to the
development of Explainable Artificial Intelligence (XAl), which makes the decision-making
process transparent and understandable (Gunning & Aha, 2019). If Al is treated as a “black
box,” its application may generate additional uncertainty, whereas XAI allows human
operators to understand the reasons behind threat classifications and responses, reducing the
risk of wrong decisions and strengthening trust in the systems (Srivastava et al., 2022).

Responsibility, however, goes beyond the technical aspect and includes legal and ethical
dimensions. As emphasized by Gonzélez, Pereira, and Martins (2024), it is necessary to
develop clear mechanisms that encompass all stakeholders — manufacturers, users, and
regulators — in order to prevent misuse and ensure fairness and legal legitimacy. In this way,
XAl becomes a bridge between technical efficiency, managerial accountability, and legal
sustainability in crisis situations.

4.3. Ethical and Regulatory Aspects

The ethics of using artificial intelligence in crisis management is closely linked to issues of
privacy protection, potential misuse, and algorithmic bias. Surveillance systems, while
valuable in preventing incidents, can seriously endanger fundamental citizens’ rights if
implemented without a clear legal and regulatory framework. A particular challenge lies in so-
called algorithmic morality, when autonomous systems are forced to make “difficult
decisions,” raising the question of how to calibrate the values embedded within algorithms.

The application of Al in crisis management also raises the issue of accountability — whether
decisions belong to the system’s manufacturer, the organization, or the individual supervising
the system’s operation. Transparency and explainability of algorithms are therefore key
prerequisites for trust, with the development of Explainable Artificial Intelligence (XAl)
identified as one of the main priorities (Srivastava et al., 2022). Without these principles, the
risk of misuse and the erosion of public trust increases.

As Gonzélez, Pereira, and Martins (2024) emphasize, ethical aspects cannot be separated from
legal frameworks, since accountability for algorithmic decisions requires clearly defined
regulatory mechanisms. National strategic documents, such as the Strategy for the
Development of Al of the Republic of Serbia 2228BQ highlight the importance of ethical
principles and human oversight (Government of the Republic of Serbia, 2025), while the
World Economic Forum (2025) points out that global cooperation and ethical governance are
prerequisites for international trust.

Zuboff (2019) further warns about the phenomenon of surveillance capitalism, where citizens’
data are used as “raw material” for predictive models, which in crisis management can lead to
commercial and political manipulation. UNDP Serbia (2025) stresses that, if developed in line
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with ethical guidelines, Al can contribute to both human and institutional development.
Therefore, the responsible application of Al requires balancing technical efficiency, ethical
principles, and regulatory measures to ensure legitimacy and protect the public interest.

5. DISCUSSION — CHALLENGES AND OPPORTUNITIES

A key question in contemporary crisis management and cybersecurity is how to achieve a
balance between the technological capabilities of artificial intelligence and the challenges it
generates. Research confirms that Al provides significant advantages in incident detection,
automated response, and scenario modeling, thereby strengthening organizational resilience
and improving resource planning in crisis situations (Karovic, 2024). This confirms that Al
can be a transformative factor in crisis management, particularly in the domain of
cybersecurity.

However, the challenges are equally emphasized alongside the opportunities. Srivastava et al.
(2022) point out that Al-based systems are vulnerable to “evasion” attacks, which involve
situations where an attacker deliberately modifies input data to appear legitimate, thereby
deceiving the algorithm into failing to recognize the threat. In this way, Al systems may be
misled to classify malicious activities as harmless, leading to false negatives and increasing
the risk of serious consequences in crisis conditions. Moreover, false positives or false
negatives themselves may result in poor decision-making. Floridi and Cowls (2019) stress that
the absence of transparency and clearly defined accountability rules can seriously undermine
trust in these technologies. In this context, the concept of Explainable Artificial Intelligence
(XAl) is gaining growing importance, as it enables model interpretability and provides the
foundation for their legitimate application. Thus, Al cannot be viewed as a fully autonomous
solution, but rather as part of a hybrid system in which human oversight continues to play a
crucial role (Srivastava et al., 2022).

Future development opportunities are linked to the advancement of explainable Al, the
development of regulatory frameworks, and the implementation of standardized ethical
guidelines that would enable the legitimate and sustainable application of these technologies
(Gonzaélez, Pereira & Martins, 2024; Government of the Republic of Serbia, 2025; UNDP
Serbia, 2025; World Economic Forum, 2025). Domestic research also confirms that Al in crisis
management should not be regarded solely as a technical solution, but as a strategic resource
that strengthens institutional resilience and increases public trust (Karovic, 2024). At this
intersection lies the potential to transform crisis management from a reactive discipline into
an anticipatory framework, capable of addressing the complex challenges of the digital age.

The results of the analysis confirm the initial hypothesis of the paper that the application of
artificial intelligence in crisis management and cybersecurity can significantly contribute to
strengthening organizational resilience, accelerating response, and optimizing resource
allocation. At the same time, it has been confirmed that ethical and regulatory dilemmas, such
as issues of accountability, transparency, and data privacy protection, remain key obstacles to
its full legitimate implementation. These findings indicate that the hypothesis can be
considered largely confirmed, with an essential emphasis on the importance of a hybrid model
that combines technological efficiency with human oversight and a legal framework.

6. CONCLUSION

The application of artificial intelligence (Al) in crisis management and cybersecurity
demonstrates that this technology can significantly enhance the resilience of institutions and
organizations. Its ability to enable faster anomaly detection, predictive analytics, and
automated response shifts crisis management from a reactive to an anticipatory framework.
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This ensures a higher level of efficiency in preventing and responding to incidents, as well as
improved coordination among key actors in crisis situations.

However, the analysis has shown that the use of Al also carries serious challenges: technical
vulnerabilities, the risk of false positives and false negatives, unclear rules of accountability,
and ethical dilemmas related to privacy and bias. These factors represent key obstacles to
sustainable and legitimate implementation.

In conclusion, the most effective model for applying artificial intelligence in crisis
management and cybersecurity is based on the synergy of technological innovation and human
expertise. Only such an integrated approach, combining technical efficiency with ethical and
regulatory responsibility, can ensure sustainable and legitimate use of Al, strengthen
institutional resilience, and preserve public trust in the digital age.

The research results thereby confirm the initial hypothesis of the paper, while emphasizing
that its full validity can only be achieved through a hybrid model that combines technological
efficiency with human oversight and clearly defined legal frameworks.
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Abstract: Views on additions or certain revisions of the approach to national security
and national defense can be seen most representatively in the strategic documents of a
country. Athough it is common for states to express strategic commitments every ten
years, not infrequently a particular approach to defense planning and preparation
remains fixed in the long term. Perceiving security challenges, risks and threats, as
well as deteriming the capabilities of the defense system, while respecting the strategic
determinations of the Republic of Serbia, thellenic Republic and the Hungary,
inevitably conditions the consideration of the approach to planning and preparations
for the deferme of these three countries.

The terms defense planning and defense preparation insist on a careful distinction, even
though they overlap through comprehensive processes within the national security and
defense system. Also time frames, such astkmng mediumterm and shorterm
directing resources towards a specific goal, indicate the importance of defense
planning and preparation.

In this overview paper, using the method of content analysis of publicly available
strategic, legal and planning documerds these three countries, the approach to
planning and preparations for defense will be presented, highlighting certain
advantages and limitations.

Key words:national security system, defense system, strategic frameworks, defense
preparations and defengdanning

1. INTRODUCTION

Defense planning and preparations for defense are processes to which states pay considerable
attention.

In the period of preparation for confronting the threats of regular and irregular forces of the
enemy, adequate assessments are extremely important, because depending on the
characteristics of the specific threat, through the preparation of defense planning documents,
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efforts will be made to ensure the sufficiency of forces and means for an appropriate response.
Such planning ensures the necessary time for the initial response to all forms of threats by state
and non-state entities and the necessary flexibility for the growth of forces in accordance with
defense needs (Savkovic, Stojkovic, 2019).

In the examples of the Republic of Serbia, the Hellenic Republic and Hungary, we can certainly
see progress in the approach to planning and preparations for defense, from the
terminologically comprehensive inclusion of resources at the national level, to the precise
integration of all line ministries into the defense planning process, and then the inclusion of
innovations and modernization of defense resources.

In the available literature, it is often mentioned that modern conflicts are a hybrid of irregular
and conventional warfare in a highly complex security environment. Therefore, non-violent
and violent methods are combined using modern communication technology and combat
systems, taking into account the current geopolitical situation, in order to achieve the desired
end state. This situation complicates the timely recognition and clear identification of hybrid
threats and preparation for an adequate response to the identified threats (Savkovic, Stojkovic,
2019).

To what extent the states are at the national level, and then at the global level, through action
within international organizations, ready to face the threats of the 21st century, can be seen
through the planned approaches and preparations for defense. These activities, once
traditionally related to the armed forces or the relevant ministry in charge of defense affairs,
today go beyond the approach of only one sector, requiring a comprehensive approach at the
horizontal and vertical security level.

2. DEFENSE PLANNING AND PREPARATION FOR THE DEFENSE OF
THE REPUBLIC OF SERBIA

The defense system of the Republic of Serbia carries out defense planning and defense
preparations. The place and role, as well as the tasks and activities of each participant in the process
of defense planning and preparation for defense are defined by strategic and normative-legal
regulation.

Preparations for defense are preceded by planning, which represents the function of managing the
defense system, the implementation of which determines goals in the field of defense and ways to
achieve those goals. Defence planning plays a particularly important role in the process of
protecting and pursuing national and defence interests. It determines the goals in the area of
defence as well as the ways to achieve them. Defence planning, defence system development,
international military cooperation and other activities in the field of defence policy enhance
defence capabilities and contribute to a favourable security environment. Defence planning is
important in capability building, functioning and development of the defence systems, use of
defence forces, as well as economical, sustainable and transparent allocation of resources for
defence needs. It is performed through the drafting of strategic and doctrinal documents, as well
as plans of development and use of forces planning documents (White paper on Defence of the
Republic of Serbia, 2023).

The most important defense planning document is the Defense Plan of the Republic of Serbia,
which is prepared by the Ministry of Defense and proposed to the Government. The Defense Plan
of the Republic of Serbia determines the tasks of all defense entities, in terms of the organization
of forces, means, measures and procedures for the work of state bodies and the use of the Serbian
Armed Forces and other defense forces in wartime and state of emergency. The next important
defense planning document is the Strategic Defense Review of the Republic of Serbia, which
provides an overview of the state of defense capabilities and the achieved level of development of
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the defense system, determines the necessary capabilities, strategic determinations and priorities
for the development of the defense system, as well as other issues of importance for the functioning
and development of the defense system.

Special attention is paid to defense preparations, with a focus on increasing the level of
responsibility of all subjects of the defense system. Special attention is paid to the implementation

of continuous and comprehensive preparations for military defense, as well as to improving the
coordination of all subjects of the defense system (Defense Strategy of the Republic of Serbia
2019).

Preparations for defense include the activities of defense participants that are based on the
established defense strategy, and are carried out in accordance with defense plans. Preparation for
defense is the right and duty of defense entities to plan their preparations for the execution of
defense tasks and undertake measures and actions for the work and use of the Serbian Armed
Forces and other defense forces in a state of war and emergency (Law On Defense, 2007).

In the field of defense planning and preparations for defense, the rights and duties of the subjects
of the defense system are as follows:

a) relevant ministries, at the request of the Ministry of Defense, draw up acts and annexes for
the preparation of the Defense Plan of the Republic of Serbia, organize and monitor the state of
preparations for the defense of subjects within the scope of their competence and are responsible
for their implementation of defense preparations, draw up their own defense plan and carry out
their own preparations for work in a state of war and state of emergency and issue
methodological, professional and technical instructions for the preparation for the defense of
legal entities within the scope of their competence;

b) The Ministry of Interior has special rights and duties in the field of defense, and the same
relate to the organization, preparation and planning of the use of the Police in a state of war and
emergency and to support the Serbian Armed Forces in the defense of the Republic of Serbia
against military and non-military challenges and threats under the competence of the Serbian
Armed Forces, as well as the preparation of security measures and protection of facilities of
importance for defense, except for military facilities in a state of war and emergency;

c) other organs of the state administration plan and carry out preparations for their work in a
state of war and state of emergency and are responsible for efficient work and application of
regulations and protection of the guaranteed rights and freedoms of citizens in a state of war and
state of emergency. To this end, at the request of the Ministry of Defense, they submit data for
the preparation of the Defense Plan of the Republic of Serbia, draw up their own defense plan
and carry out their own preparations for work in a state of war and state of emergency, and
cooperate with ministries, other state administration bodies and other state bodies in the
preparation and development of elements of the Defense Plan of the Republic of Serbia within
their scope;

d) the authorities of the autonomous provinces are responsible for the state of preparations for
defense, as well as for the state of preparations of companies, other legal entities and
entrepreneurs through which citizens directly satisfy their needs or tasks from the Defense Plan
of the Republic of Serbia are implemented and take measures to harmonize preparations for the
defense of legal entities in activities under their jurisdiction with the defense preparations of the
autonomous province and the Defense Plan of the Republic of Serbia;

e) bodies of local self-government units, in accordance with the law and their statutes,
independently prepare and pass defense plans by which they plan their organization for the
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functioning of local self-government in a state of emergency or war and plan measures and
means for the work of legal entities under their jurisdiction to directly meet the needs of citizens
in a state of war or state of emergency in accordance with the tasks of the Defense Plan of the
Republic of Serbia;

f) business companies, other legal entities and entrepreneurs of importance for defense in the
performance of their activities, are obliged to carry out tasks related to the defense of the country,
which are related to planning, organizing, preparing and training for work in a state of war and
state of emergency, and are responsible for ensuring the volume of production and providing
services in the activities for which they are registered, at the level determined by defense plans
and decisions of competent authorities.

The aforementioned rights and duties of the subjects of the defense system to plan and prepare for
defense have a legal foundation in the provisions of the Law on Defense. The competent authority
for providing expert assistance to defense entities in defense planning and preparations is the
Ministry of Defense. Also, the Ministry of Defense is the authority for controlling the
implementation of defense planning and preparations for defense. Defense planning and
preparations for defense in the Republic of Serbia are organized, planned and implemented for the
purpose of carrying out tasks and effective and unified action of the defense forces.

3. DEFENSE PLANNING AND PREPARATION FOR THE DEFENSE OF
THE HELLENIC REPUBLIC

The Hellenic Republic implements its defense planning and preparations through the
Directorate for National Defense Policy, which is an integral part of the Ministry of National
Defense. This body is responsible for studying, submitting proposals, monitoring the
implementation of relevant decisions and, in general, the executive resolution of issues related
to the country's National Defense Policy at the domestic and international levels, including
National Defense Planning, in cooperation with the competent bodies of the Hellenic National
Defense General Staff and the departments of the General Staff. Within the Directorate for
National Defense Policy, a Department for National Defense Planning has been established,
within which the Defense Planning and Programming Offices operate, which do not constitute
independent organizational units. This department deals with all issues related to national
defense planning and programming, including National Defense Planning and Programming
on the basis of the approved National Defense Strategy and the operational priorities of the
General Staff of the Hellenic National Defense Forces and the branches of the General Staff.
The National Defense Planning Department, in cooperation with the Defense Directorate of
the Hellenic National Defense Forces, is responsible for the preparation of the Fifteen-Year
Armaments Objectives Plan, the National Defense Planning and Programming and the Five-
Year Program of Activities of the Ministry of National Defense. It also monitors, studies and
resolves, within NATO, the EU and other international organizations, issues related to defense
planning and is responsible for issuing publications, such as the White Paper, which describes
the work and general policy of the Ministry of National Defense (Ministry of National Defence
Hellenic Republic, 2025).

Although the basic planning document of the Hellenic Republic is the National Defense Plan
and the objectives of the Armed Forces, attention is inevitably also paid to civil defense and
civil protection resources. Civil defense planning in the Hellenic Republic includes the
establishment of civil defense offices in each municipality, training of the civilian population
in how to act in war and emergency situations, identification and reconstruction of shelters,
and the preparation of national action plans. The Hellenic Republic has also invested
considerably in civil defence competencies, including cyber, as well as in border surveillance.

73



In the light of the rising potency of natural disasters, cyber-attacks and population movements,
these domains are both inherently synergistic and highly adaptable to the purposes of national
defence (A Strategy for Greece’s Defence Technological Industrial Base, 2025).

The Civil Emergency Planning and Civil Protection Unit operates in the Hellenic Parliament,
at Directorate level and reports to the Secretary General of the Parliament. The Unit assists in
the organization, guidance and mobilization of the country's of the State's Civil Forces aiming
to contribute to the national efforts in maintaining the continuity of the
essential government services to the population including the provision of civil support to
military operations. This Unit operates and exercises its responsibilities, pursuant to the
relevant statutory provisions in force, and ensures the Civil Emergency Planning and Civil
Protection in matters falling within the Hellenic Parliament’s jurisdiction in cases of
emergencies, crises, disasters or conflicts. Specifically the Civil Emergency Planning and Civil
Protection Unit: supports Civil Forces in preventing, preparing for, confronting and dealing
with the consequences of all types of crisis, to natural and man-made disasters or conflicts;
manage the suspensions of Reserve Ranking for Conscription (proposals, inventories, industry
breakdowns); supervises and monitor the Civil Defense activities of the Public Independent
Institutions of the Hellenic Parliament; acts as crisis monitoring and coordination platform
strengthening the prevention and preparedness actions within the Hellenic Parliament;
implements the National Security Regulation regarding the security of classified information
and materials within the Parliament and manages the Security clearance of the Parliament’s
personnel; improves Parliaments logistics and infrastructure of all parliament buildings for
increased safety in case of civil emergencies and proposes mitigation measures simplifying the
administrative procedures to ensure rapid access to assistance; coordinates emergency
preparedness activities, primarily in areas of resource utilization, Parliament continuity and
rehabilitation; participates in hearings, committees and educational and research programs
designed to cover all aspects of civil emergency planning and cooperates with all Parliament
Directorates and departments on issues related to emergency management; undertakes any
other measure relating to the above mentioned issues (Civil Emergency Planning and Civil
Protection Unit, 2025).

Civil Protection in the Hellenic Republic comprises the following resources:(a) Specialized
civil protection officials at central, regional and local level, who are assigned to supervise the
development and implementation of plans, programs and civil protection measures and
coordinate the necessary actions. (b) All state services, public services of local administration
organizations and public utilities responsible at operational level for the civil protection actions
and more specifically for the disaster preparedness and response. These services include the
Hellenic Fire Service, the Hellenic Coast Guard, the Hellenic Police Force, the National Center
for Emergency Care, the Armed Forces, the Earthquake Planning and Protection Organization,
services of the Decentralized Administrations, Regions and Municipalities, the Public Power
Corporation and its subsidiaries, the Hellenic Telecommunications Organization and its
subsidiaries, the water supply and sewerage companies, the Public Gas Corporation, the
Administrator of the Natural Gas System, the National Meteorological Service etc. (c) The
Civil Protection organizations including non-governmental organizations and the voluntary
organizations and the specialized volunteers of Civil Protection at central, regional and local
level are involved in plans and actions concerning prevention, preparedness, response and
management of disasters. (d) Citizens with special knowledge and experience and all means
belonging to natural and legal persons with their respective operators, if necessary for the
disaster management. The procedures and amounts of compensation for operators and
equipment provided for protection, rescue and aid, as well as compensation for any damage or
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destruction are specified by the Ministry of Finance and the Ministry of Interior and
Administrative Reconstruction (Lekkas et al., 2020).

A Strategy for Greece's Defense Technological Industrial Base has attracted the attention of
regional and international political and professional circles. The strategic focus on the ability
to deter in the era of the "great war", puts the focus of the defense system on the use of
knowledge and capital of the Hellenic Republic economy. Therefore, the center of Hellenic's
defense efforts will involve the innovation and modernization of defense resources, for which
25 hillion euros have been allocated, while the planning and preparations of Hellenic's defense
will be seen through the implementation of strategic decisions and the investment of
determined financial resources during the next 12 years.

4. DEFENSE PLANNING AND PREPARATION FOR THE DEFENSE OF
HUNGARY

Hungary's defense is built on complex, closely interconnected security elements, and in addition
to the military, it consists of economic, political, social, environmental, cyber and information
dimensions. The National Security Strategy entitled "A Secure Hungary in a Changing World"
defined tasks for all dimensions of security and thus provided guidelines for the demographic,
migration, military, environmental, IT and energy sectors. Hungary's basic motto is that
preparations for tomorrow's threats must start today. In this context, the Hungarian Government
instructs the relevant ministries with tasks and powers to review and prepare sectoral strategic
documents that serve the implementation of the primary strategic document entitled "A Secure
Hungary in a Changing World".

In strategic documents, Hungary perceives that asymmetric and hybrid warfare is gaining
importance, where actors seek to achieve their interests using a diverse combination of military
and non-military means, often in a covert manner. This type of warfare blurs the sharp line
between peace and war, creating difficult-to-understand transitional states, “gray zones” below
the threshold of war. In the absence of adequate defense capabilities, this can not only make it
difficult, but even impossible for the attacked party to react quickly and decisively or to prepare
for prevention. Due to insufficient attention to other dimensions of security, the civil defense
infrastructure has become deficient, while the variety and effectiveness of strategies and tools that
threaten the functioning of the state have significantly increased.

Creating security is a long-term task that requires commitment. Addressing security challenges
goes beyond the scope of individual ministries and requires the cooperation of the entire
government, while military capabilities continue to play a prominent role in the implementation
of national defense tasks. In view of the above, the Strategy "A Secure Hungary in a Changing
World" extends to all activities and organizations of the defense sector that participate in the
planning and preparation of the country's defense, as well as in ensuring capabilities related to
allied commitments, while fundamentally providing guidelines for the Hungarian Defense Forces.
In defense planning and preparations for defense, the role of the Committee for Territorial Defense
is important, which performs territorial tasks of preparing for crisis situations and special tasks of
maintaining order and peace, as well as managing defense and security tasks. Professional work
and functional activities of the Committee for Territorial Defense are supported by working groups
in order to complete the tasks.

The tasks of all working groups during the preparatory period are: participation in the
implementation of the National Defense Plan; planning and implementation of recruitment;
preparation of decisions regarding the determination of recruitment sites; planning for the
provision of calls for voluntary reservists; coordination of tasks related to the order; assistance in
the activities of the bodies placed in the order; participation, based on authorization, in the
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inspection of the bodies included in the order; assistance in the performance of territorial tasks
arising from the National Defense Plan; providing expert bases for decision-making and
contributing to the coordination of the use of forces, assets, facilities and services. During the
preparatory period, security committees and working groups develop their capacities through
regular training and exercises, and integrate their system of tasks, so that they can provide
appropriate and effective responses to the changed security challenges of the present era. Based
on the experiences of recent years, it can be said that during crisis management activities and
exercises - whether it is full or partial work of the working group - their preparedness is adequate,
representatives of all areas have stood the test of time in performing their tasks and are capable of
responding to unexpected events (1ldiko, 2024).

In the analyses carried out by the author Zoltan, over the past hundred years, the system of tasks
assigned to mayors (council presidents) and local governments (councils, executive boards) at the
local defense level (homeland defense, civil defense, fire protection, and then disaster
management) the defense officer was present, with the exception of a decade-long period (in the
history of the institution of public security officers). The 2021 Law on the Coordination of Defense
and Security Activities places the appointment of a defense officer who will work at the local
government level and be under the authority of the mayor (Zoltan, 2024). The National Security
Strategy was amended in 2020, followed by the Fundamental Law, and based on them, the Law
on the Coordination of Defense and Security Activities was created in 2021. Although the
regulations are new, the tasks they define are not.

There is a need for systematic development of the defense planning system, because the question
of the required forces and capacities in the security environment has become particularly acute,
after the general change when Russian forces invaded the Crimean peninsula in 2014 (Miklds,
2024). Due to the regional and global threats that marked the second decade of the 21st century,
Hungary faced limited support from international organizations, so it focuses on its own resources
in order to solve complex crisis situations.

5. CONCLUSION

The changing security environment, the balance of power leaning towards threats of wars or
disasters, has always forced legislators to adapt the planning and preparation of the defense
sector to the challenges facing it and to encourage it to act in a form that best suits the defense
situation. Even the most prepared defense cannot repel every attack, especially not combined
forces, operations supported by cyber, space and other revolutionary technologies (Mikl6s,
2024). Therefore, author Miklés questions whether it is even possible to create a single force
or capabilities that can deal with comprehensive security challenges. On the other hand,
defense preparations must have the legitimacy and obligation of every subject of the defense
system, starting from the citizen as an individual, through companies and legal entities, and all
the way to the highest governing bodies of the country (Savkovic, Stojkovic, 2019). Through
the prism of the strategic orientations of the Republic of Serbia, the Hellenic Republic and
Hungary, it is inevitable to observe the approach to planning and preparations for defense. The
National Security Strategy of the Republic of Serbia adopted in 2019, then of Hungary adopted
in 2020 and of the Hellenic Republic adopted in 2025, shed different light on the security
environment of the 21st century. The approach ranges from the traditional dealing with threats
at the level of Serbia, to the more significant emergence of Hungary and even the Hellenic
Republic, which is certainly making progress in the field of defense by integrating artificial
intelligence and allocating a drastic budget for armaments and defense. This constellation of
forces and the perception of threats indicate that perceptions are changing rapidly from year to
year. Defense planning has continuity, while challenges determine the rigidity of the approach
in assigning tasks to all factors in strengthening security. The final results of a comprehensive
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approach to defense planning, and subsequently defense preparations, will be reflected in the
established capabilities of defense systems to successfully respond to challenges, risks and
threats seen in a multidimensional security environment.
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Abstract: This study examines the implementation and impact of the Project for
Increasing Resilience to Natural Disasters and Enhancing Preparedness Strategy
(PREPS) in théMunicipality of Samac, focusing on the response to the challenges of
natural disastr management, particularly in the aftermath of the 2014 floods.
Implemented in partnership with the humanitarian organization Catholic Relief
Services (CRS), the project aimed to rebuild critical infrastructure and strengthen local
capacities for disasterisk reduction (DRR). Core objectives included enhancing the
institutional and technical capabilities of local civil protection services, developing
comprehensive emergency action plans, and increasing public awareness through
targeted training and simuteon exercises. The studgmploy a qualitative
methodological approach, with expert interviews as the primary data collection tool.
An indepth interview was conducted with a municipal official from Samac who was
directly involved in the planning and exsion of the project. The findings underscore
the importance of planning, capacity building, and cresstor collaboration in
enhancing community resilience to natural disasters.

Key words: Disaster Risk Reduction (DRR), Community Resilience, Emergency
Preparedness, PREPS Project, Samac

1. INTRODUCTION

Reasons for launching the project “Strengthening Resilience to Natural Disasters and
Improving Preparedness Strategies — PREPS” were initiated in 2014 as a response to the
catastrophic floods in the Balkan region. In May 2014, Serbia experienced devastating floods,
causing widespread damage to homes, infrastructure, and disrupted social fabric. Faith-based
organizations, including Catholic Relief Services (CRS) and Philanthropy, (Serbian:
U o B e K o )mch@ritable foundation of the Serbian Orthodox Church responded swiftly to
the disaster. In the initial phase, CRS provided cash assistance, while Philanthropy used its
church network to reach out to those affected (CRS, 2014). Catholic Relief Services also
provided full support in Bosnhia and Herzegovina. Traditional religious communities in Bosnia
and Herzegovina played a significant role in the response to the 2014 floods. However, their
participation was neglected by national and local authorities (Jurisic & Marceta, 2024). Over
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time, the project has developed into a long-term initiative to strengthen the capacity of local
communities to reduce disaster risks and respond to crises. Same actors run the project
“Strengthening Resilience to Natural Disasters and Improving Preparedness Strategies”
(PREPS) (Hosekospyoise, 2018; Caritas Srbije, 2024). It was initiated to address the increasing
frequency and severity of natural disasters in Serbia and Bosnia and Herzegovina, seeks to
empower local communities through enhanced capacity and preparedness. The project is
funded by the United States Agency for International Development (USAID), implemented in
Bosnia and Herzegovina by CRS (Catholic Relief Services), and in Serbia by Philanthropy and
Caritas Serbia. These organizations collaborate with the U.S. Agency for International
Development (USAID), which provides crucial funding and support, enabling the project to
address the pressing needs of communities at risk (HoBekosby0sbe, 2018; Caritas Srbije, 2024).

Catholic Relief Services incorporate Disaster Risk Reduction (DRR) standards into all their
development and post-developmental programs so that communities and families are able to
avert, respond to and recover from both natural and human-induced disasters. Much
concentration on vulnerable communities where floods, droughts, and storms happen so that
CRS can work on risk identification and developing early warnings and evacuation plans and
livelihood protections. The working interest of CRS is situated within the context of the
PREPS projects; therefore, community action refers to a citizen-oriented approach in which
resilience-building involves participation from citizens, local institutions, and economic actors
(CRS, 2024). The first phase (PREPS 1) covered eight municipalities in Serbia: Cacak,
Ivanjica, Trstenik, Aleksandrovac, Kraljevo, Krupanj, Lucani and Mionica, as well as six in
Bosnia and Herzegovina: Doboj, Domaljevac-Samac, Jablanica, Samac, Zavidovici and
Zepce. The second phase (PREPS II) covers 10 municipalities in Serbia: Cacak, lvanjica,
Trstenik, Aleksandrovac, Krusevac, Cicevac, Varvarin, Prokuplje, Kraljevo, and Mionica, as
well as 6 in Bosnia and Herzegovina: Doboj, Konjic, Jablanica, Kladanj, Sekovici, and Celic.
The project illustrates the significant role of religious and civil society organizations in disaster
management, through cooperation with state institutions and local governments, with the aim
of building a sustainable and efficient system of responding to natural disasters. Key activities
include training local authorities, formation of civil protection units, simulations, development
of regulations, distribution of educational materials, and awarding grants. Project partners in
Bosnia and Herzegovina are the Ministry of Security (Protection and Rescue Sector), the
Federal and Cantonal Civil Protection Administration, the Republic Civil Protection
Administration of Republic of Srpska, the Federal Hydrometeorological Institute of the
Federation of Bosnia and Herzegovina, the Hydrometeorological Institute of Republic of
Srpska, municipal civil protection units, and NGOs, including the Red Cross Society of Bosnia
and Herzegovina (YosekosbyOsbe, 2018; Caritas Srbije, 2024). Philanthropy in Serbia
implements its humanitarian programs in cooperation with state institutions and actors, such
as the Emergency Situations Sector of the Ministry of Internal Affairs, local governments, and
other relevant entities (YoBekospyoisbe, 2018). This cooperation enables more efficient
management of natural disaster risks and capacity building of local and national institutions.
Joint trainings on disaster risk reduction have been implemented in cooperation with
organizations such as Serbia Forests, Serbia Waters, and the Hydrometeorological Institute of
Serbia (Yosekospy0ibe, 2018; Caritas Srbije, 2024).

The aim of this research is to evaluate the implementation and outcomes of the PREPS Project
in Samac Municipality in order to generate evidence-based recommendations for the
development of a comprehensive local disaster risk reduction strategy, with a focus on
strengthening institutional capacities, emergency planning, and community engagement. The
results of the findings can be used to inform the creation of a comprehensive local disaster risk
reduction strategy, providing evidence-based insights into effective planning, capacity
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building, and community engagement practices that enhance resilience to future natural
disasters.

This paper is structured into five main parts. It begins with an introduction that outlines the
research context and objectives and continues with literary review in the second part. The third
part presents the materials and methods, detailing the qualitative approach based on expert
interviews. The fourth part outlines the research findings, drawn from an expert interview with
a municipal official from Samac involved in the PREPS Project, as well as a discussion of the
results in relation to disaster preparedness and resilience, while the conclusion is given at the
end.

2. LITERARY REVIEW

International activities aimed at disaster risk reduction have intensified significantly since the
end of the 20™ century, in response to the increasing threat of natural disasters. These disasters,
which directly threaten human life, health, material assets and the environment, have triggered
the need to establish an international framework for action to reduce risk. The UN General
Assembly declared the 1990s as the International Decade for Natural Disaster Reduction,
which launched global efforts in this direction. International regulation, over time, has
included a number of strategic documents, such as: the Yokohama Strategy (1994), the
International Strategy for Disaster Reduction (1999), the Millennium Declaration (2000), the
Hyogo Framework for Action (2005-2015), the Sendai Framework for Action (2015-2030),
and the 2030 Agenda for Global Development (United Nations, 2015) with 17 Sustainable
Development Goals. At the heart of all these initiatives is the coordinated reduction of disaster
risk, increasing resilience and integrating prevention into sustainable development. Global
efforts aimed at disaster risk reduction represent a coordinated and integrated approach that
involves different actors - states, international organizations, civil society and the private
sector.

Despite growing concern in academic and policy circles, one important area of discourse has
remained largely underexplored — the role of religion in understanding and addressing natural
disasters (Chester, 1998). Global attention has been paid to disaster risk reduction, but
theological reflection on this issue has been conspicuously absent, as theologians have largely
remained absent from the growing global conversation about natural disasters (Chester, 1998).
The lack of scholarly attention to the study of religion in the context of disasters is a significant
oversight, given the profound influence that religious beliefs have on people’s behavior when
faced with natural hazards (Gaillard & Texier, 2010). Despite limited scholarly attention to the
intersection of religion and disaster, religious institutions and organizations are deeply
embedded in local communities and enjoy a high level of trust, enabling them to respond
quickly and effectively in times of crisis. In recent years, the role of religion in disaster
management has received more attention, as it has been recognized as a significant socio-
cultural factor that influences human behavior and disaster response (McGeehan, & Baker,
2016; Ballano, 2022).

Religion is not just fixed ideas and rituals but the deeply entrenched social matrix within which
our identity, culture, art, politics, and social relationships have been shaped throughout history
(Mapuera, 2025). Depending on the generation and social condition, it could promote the
liberation of the masses, or, in fact, it could be used against them. This control can still be
exercised today with respect to people's values, norms, and behavior. The dual role of religion
is found in one of its functions: imposing social control or offering pathways to personal
freedom. In the light of natural disasters, however, religious communities and institutions are
increasingly considered actors in the response and recovery phases (Mapuera, 2025). In times
of crises, they provide assistance and support to vulnerable populations, thereby proving that
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they are incorporated within the community and are able to operate in emergency situations.
Regardless of their origins, affiliations, or specific focuses, traditional religious organizations
are united by a shared commitment to humanitarian values and easing suffering (Jurisic &
Marceta, 2024). Their active involvement not only strengthens community resilience but also
supports broader initiatives in social justice and humanitarian relief.

In a review of the literature on the relationship between religion and disaster, Sun, Deng, and
Qi identify two important pathways of influence: the disaster awareness pathway and the
religious support pathway (Sun, Deng, & Qi, 2017, 2018). Cultural beliefs and social practices
rooted in religion remain strong, significantly influencing the geography and scale of risk for
populations living in disaster-prone areas. Sun and Deng (2018) examined the complex
interplay between religion, risk perception, and disaster response, emphasizing how religious
beliefs, customs, and practices influence the ways individuals and communities cope with
disaster risks. People of different religions share an ideological line that events labeled as
natural disasters are in fact socially constructed and attributed to natural forces or deities. There
is no consensus in the literature on the nature of this relationship, and different theories
emphasize both the positive and potentially negative roles of religion in disaster preparedness
and recovery. (Sun, Deng, & Qi, 2017, 2018).

3. METODOLOGICAL FRAMEWORK

This study adopts a qualitative methodological approach, chosen for its suitability in exploring
complex processes and gaining in-depth insights into the implementation and impact of the
PREPS project in Samac Municipality. The primary data collection tool employed was an
expert interview, enabling the researcher to gather detailed, experience-based information
directly from a key stakeholder involved in the project.

An in-depth interview was conducted on March 17, 2025, with a municipal official from
Samac who played a direct and active role in the planning, coordination, and execution of the
PREPS initiatives. This participant provided valuable perspectives on institutional response
mechanisms, the effectiveness of implemented measures, and the broader implications for
disaster preparedness and resilience-building.

The interview was structured around a set of nine open-ended questions, designed to guide the
conversation while allowing flexibility for elaboration. The thematic areas covered were:

1. Introduction to the PREPS project and their implementation

Field-level activities and operationalization of the initiatives
Citizen engagement and participation

Collaboration with local and regional partners

Challenges and specific contextual factors

Evaluation and monitoring of project progress

Cooperation with international and faith-based organizations

Future plans and expectations through 2030

© ©® N oo 0 ~ w0 DN

Recommendations and concluding reflections

81



The data gathered through this qualitative approach provided rich, contextualized insights into
both the successes and limitations of the project, contributing to the formulation of evidence-
based recommendations for the development of a local disaster risk reduction strategy.

4. RESEARCH RESULTS
4.1. Results

The findings of this study, derived from a comprehensive expert interview with a municipal
official directly involved in the PREPS project, offer valuable insights into the project’s
planning, implementation, and outcomes within the Municipality of Samac. The interview
provided rich, contextualized data that illuminate the institutional practices, inter-
organizational collaboration, and citizen engagement strategies that underpinned the project’s
execution. The following thematic synthesis captures the most salient aspects of the interview,
organized in line with the study’s guiding research themes.

4.1.1. Introduction to the PREPS Project and Its Implementation

The Project for Increasing Resilience to Natural Disasters and Enhancing Preparedness
Strategy (PREPS) was initiated in response to the critical need for enhancing local resilience
to natural disasters, particularly floods, which had severely impacted the Municipality of
Samac in 2014. The project was implemented following a successful application to a public
call issued by Catholic Relief Services (CRS), a faith-based humanitarian organization. Formal
cooperation was established through a series of agreements, including the bilateral agreement
between CRS and the Municipality and a tripartite agreement involving local community
representatives. A multidisciplinary working group was formed to coordinate efforts,
comprising representatives from municipal institutions, public enterprises, and civil society
organizations.

The primary objectives of the PREPS initiative were to reduce flood risks, remove illegal
landfills, clean drainage channels, procure and distribute emergency response equipment, and
strengthen the operational capacity of the civil protection system. Project implementation
involved the development of tailored action plans for ten local communities, the definition of
technical specifications, and the establishment of co-financing arrangements with CRS and
other stakeholders. A wide range of activities were conducted, including field simulations,
training sessions for civil protection officers and local stakeholders, and flood simulation
exercise "Samac 2022". Key partners were institutions, organizations and companies from the
territory of the Samac Municipality, including: Territorial Fire Department, Public Utility
Company "Water Supply and Sewerage", Electric company "Electro Doboj" - field unit
Samac, Public Primary Health Center and Public Social Work Center, Municipal Red Cross
Organization Samac and Veterinary Station, then volunteer associations as Kayak Club "Usce"
and Ecological Association "Ekob™ Samac and MMB-INEXCOOP the company engaged in
the production and trade of animal feed. Most of the invited stakeholders actively participated
in the meetings and the project implementation process.

4.1.2. FieldLevel Activities and Operationalization

Field-level interventions played a central role in operationalizing the PREPS project’s
objectives. Notably, substantial efforts were directed at improving municipal infrastructure
and emergency preparedness capacities. Specific actions included the removal of illegal waste
dumps, clearing of vulnerable canal segments, and the installation of waste containers to
prevent future unauthorized dumping. Additionally, essential protective and rescue equipment
was procured to strengthen the municipality’s emergency response framework. These
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activities had immediate environmental and public health benefits and significantly enhanced
the community’s preparedness for future natural hazards.

4.1.3. Citizen Engagement and Participation

Community engagement was a key pillar of the PREPS project. Particular emphasis was placed
on education and capacity building to increase public awareness and preparedness. Training
sessions were delivered to members of civil protection headquarters, especially the presidents
of local community councils, equipping them with the knowledge and skills needed for
effective crisis response. Citizen mobilization was further supported through public notices,
written calls, and volunteer initiatives. Although the project successfully engaged
approximately 30 individuals—18 of whom were women—challenges remained, including
limited availability of citizens due to work obligations, low levels of awareness, and resource
constraints. Nevertheless, through broad media coverage (via TV "HIT" Brcko, BN TV, and
RTRS), the project reached a wider audience and contributed to the long-term goal of fostering
a culture of shared responsibility and disaster readiness.

4.1.4. Collaboration with Local and Regional Partners

A multi-level and multi-sectoral collaboration model was integral to the successful
implementation of the PREPS project. At the operational level, the project benefitted from
strong partnerships with local institutions and regional authorities, including the Civil
Protection Administration of the Republic of Srpska and various public service providers such
as the Electric Company and Health Center. Non-governmental and community-based
organizations, including the Kayak Club "Usce" and the Ecological Association "Ekob"
Samac, also played significant roles in field operations, training delivery, and public outreach.
Strategic collaboration with CRS was particularly influential, providing not only financial
support but also technical expertise and project guidance. While these partnerships greatly
enhanced coordination and efficiency, challenges such as uneven partner engagement and the
complexity of managing diverse institutional mandates occasionally impeded consistent
progress across all implementation areas.

4.1.5. Contextual Factors and Challenges

The geographical and climatic characteristics of the Samac Municipality, particularly its
position in the Sava River valley, make it acutely vulnerable to flooding. These contextual
factors shaped the design and prioritization of project activities. As a result, the project
emphasized targeted flood risk mitigation measures, such as the cleaning of drainage
infrastructure, improvement of civil protection mechanisms, and acquisition of relevant
emergency equipment. Although these adaptations effectively addressed local risks, ongoing
vulnerabilities and resource constraints presented persistent implementation challenges.

4.1.6. Evaluation and Monitoring

Project monitoring and evaluation were conducted through both internal and external
mechanisms, with specific indicators tailored to local conditions. Key outcomes included the
cleaning of over 5,000 square meters of canals and the removal of approximately 5 tons of
waste. The acquisition of a mulcher and a rescue boat significantly boosted local response
capabilities. Public education campaigns also enhanced awareness and community
preparedness. However, the evaluation process faced several difficulties, including limited
documentation, insufficient field data, and resource limitations for continuous monitoring.
Among the unanticipated positive outcomes was the provision of free sewer cleaning services
to residents of the targeted communities, made possible through the transfer of project-
acquired equipment to the municipal utility company. Additionally, local authorities agreed to
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waive related service fees for two years, highlighting the project’s socio-economic
contributions.

4.1.7. Cooperation with Internationadnd Faith-Based Organizations

The role of international and religious humanitarian organizations, where most notably CRS,
was central to the success of the PREPS initiative. These organizations contributed both
financial and technical resources, enabling the municipality to implement comprehensive
disaster risk reduction strategies. Engagement was facilitated through public calls, meetings,
international delegations, and ongoing communication between local authorities and faith-
based actors. The credibility and extensive networks of these organizations proved essential in
mobilizing community participation and institutional support. Their operational philosophy,
grounded in principles of solidarity and inclusivity regardless of religious or ethnic
background, aligned closely with the project’s humanistic and development goals.

4.1.8. Future Plans and Expectations through 2030

Sustainability of the PREPS project outcomes is envisioned through the continued use of
procured equipment, institutionalization of knowledge from training activities, and the routine
engagement of municipal services in maintaining cleaned infrastructure. Strategic plans
include regular field monitoring, investment in infrastructure, and public awareness
campaigns, alongside enhanced enforcement mechanisms such as municipal policing to
prevent illegal dumping. These forward-looking strategies are expected to contribute
significantly to the reduction of disaster risk in Samac by 2030 and to the development of a
resilient, well-prepared local governance system.

4.1.9. Recommendations and Concluding Reflections

The Samac experience with PREPS illustrates the value of integrated, community-based
approaches to disaster risk reduction. The success of the project reinforces the need for
continued investment in similar initiatives across Bosnia and Herzegovina, adapted to local
risk profiles and socio-economic contexts. Lessons learned have already been applied in the
response to subsequent disasters, including the 2024 floods in Jablanica and the earthquake in
Stolac, underscoring the importance of inter-municipal solidarity and shared learning.

A key recommendation is to enhance access to international funding mechanisms and ensure
stronger support from higher levels of government. Expanding collaboration with both secular
and faith-based international organizations is also advised, given their proven capacity to
deliver effective, community-sensitive humanitarian assistance. Strengthening such
partnerships will be crucial for building resilient systems capable of withstanding and adapting
to future natural hazards.

4.2. Discussion

Catholic Relief Services demonstrates that effective disaster risk management does not begin
after a natural disaster strikes, but long before. Investing in prevention, preparedness, and
resilience can save significant resources, but more importantly, it will save lives and preserve
livelihoods. DRR activities that rely on local initiative and knowledge not only strengthen trust
in communities but also build systemic resilience. The Catholic Relief Services model
represents good practice that can be adapted to other local and regional contexts, especially in
communities vulnerable to natural disasters.

The "Samac 2022" exercise, conducted on April 19, 2022, in the Municipality of Samac, was
an essential component of the project "Strengthening Resilience to Natural Disasters and
Enhancing Preparedness Strategies in BiH and Serbia." This exercise aimed to evaluate and
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improve the readiness of local emergency response teams in handling disaster scenarios,
particularly flooding. It simulated various real-world crises, including rising river levels, water
rescues, car extractions from fallen trees, and flood evacuations, involving various emergency
services and local organizations. Participants included the Republic Civil Protection
Administration, police, fire departments, the Red Cross, and healthcare units, among others.
Historically, the area has been subject to huge floods; thus, exercising floods preparedness in
the particular of Samac Municipality, with massive destruction, is of utmost importance to
strengthen the capability of the local population to adequately face the hazards in the future.
This flood simulation exercise measured the capacity, ability, and readiness of local forces in
coordination and action during a crisis situation to augment resilience and build upon stronger
community ties.

Action Plans for local communities exposed to recurring natural disasters have been developed
in close collaboration with public institutions on the lines of DRR. The plans will provide for
the involvement of local people and seek to build heightened awareness among them about
their collective responsibility toward resilience development. By promoting a culture of
preparedness and enhancing cooperation between citizens and local authorities, the Action
Plans will contribute to the strategic improvement of DRR principles and practices at the
community level. Continued cooperation with partners like CRS will allow Samac and other
localities to better prepare for future natural disasters, protecting the safety and welfare of their
citizens.

A significant development in Samac Municipality within the PREPS Project lies in the
strengthening of local civil protection units, thereby greatly improving operational readiness.
The smooth conduct of evacuation and rescue exercises has increased coordination and
preparedness among all participating emergency services and community actors. At the same
time, the involvement of Samac's local authorities and communities in advanced DRR
trainings has promoted the culture of resilience and shared responsibility. Small grants were
given to the municipality as a win-win approach used for building capacity to address local
needs in both disaster response and preventive initiatives. Through this project, unambiguous
institutional frameworks lay down rules and regulations for disaster prevention and response
and thus provide for the legal basis within which Samac local authorities may pursue disaster
risk reduction efforts through the formal adoption of comprehensive DRR policies and
procedures: a crucial milestone in achieving sustainable, strategic disaster risk governance.

5. CONCLUSIONS

The fortification of civil protection units, the successful execution of evacuation and rescue
exercises, and the involvement of local authorities and communities in expert DRR trainings
are important project outcomes. Small grants were also given out to improve the community's
ability to better address the needs of the populace in disaster response and preventive
initiatives. Clear frameworks for disaster prevention and response were established as a result
of the initiative, which also led to local authorities preparing and adopting DRR policies and
procedures.

These activities were part of the Project for Increasing Resilience to Natural Disasters and
Enhancing Preparedness Strategy (PREPS) in Bosnia and Herzegovina and Serbia. By
engaging The Catholic Relief Services in DDR at the local level, expert, material, and practical
support was offered to local governments and communities that are most vulnerable to
recurring natural disasters. After implementation, the local government of Samac became
stronger and more resilient and continued to make long-term efforts to build safer and more
resilient communities. The project successfully implemented the Community-Led Disaster
Risk Management (CLDRM) approach and highlights the importance of inclusive and
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participatory approaches in managing disaster risks. The project effectively built a strong
network of various stakeholders, bringing together civil protection services, health centers,
local government officials, volunteer groups, private companies, and community members.
This collaboration significantly boosted the community's ability to anticipate, prepare for, and
respond to natural disasters by effectively combining resources, operational capabilities, and
expertise. Such integrative efforts are essential for developing resilient systems that can
effectively address and adapt to emerging challenges.
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Abstract: Historically speakingthe need to protect the population, especially from the
dangers of war, encouraged the construction and development of various types of
protective facilities. Over time, these facilities have adapted to the development of
weapons, technological progressdaeconomic opportunities of societies, reflecting
their constant aspiration to improve security. Today, in the modern urban environment,
the selection of shelter locations is an extremely complex and responsible task that
requires the coordination of sewrprofessional areas, such as urban planning,
logistics and crisis management, with the aim of effective planning and protection of
the population. The decisiemaking process must encompass a wide range of
gquantitative and qualitative criteria, includingnfrastructure availability, distance

from potential sources of danger, capacity of facilities and accessibility to users. In this
paper, the Analytical Hierarchy Process (AHP) was applied as a -twitria
decisionmaking method for identifying the midavorable shelter locations in the
territory of the city of Novi Sad. The results of the research indicate the importance of
applying the AHP method in the planning of the protection and rescue system, whereby
the resulting model can be used as a basigiEcisioamaking in other urban areas

with similar characteristics.

Key words:AHP method, shelters, extreme situations, law, pouliéria decision
making methods

1. INTRODUCTION

Protection of the population in extreme situations, such as acts of war, chemical or
environmental incidents, is a priority in modern urban planning. Novi Sad, as the second
largest city in the Republic of Serbia with over 300,000 inhabitants, faces the challenges of
rational arrangement of shelters that ensure quick and safe shelter of the vulnerable population.
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According to the General Urban Plan of the city of Novi Sad until 2030, in the event of an
imminent threat of war, priority construction activities include the completion of buildings of
importance for defense, the construction and adaptation of shelters, and the provision of
accessible infrastructure. (General urban plan of the city of Novi Sad until 2030: 2022),
Shelters have the task of providing protection from shock waves, chemical, biological and
radioactive pollution, as well as from extreme climatic events. (Regulations on how to
maintain shelters and adapt communal, traffic and other underground facilities for sheltering
the population: 2024)

Choosing the optimal shelter location in an urban area requires the integration of several
professional areas - urban planning, crisis management and logistics - as well as the use of
multi-criteria decision-making methods. The Analytical Hierarchy Process (AHP) provides the
possibility of structured comparison of alternative locations according to defined criteria,
enabling reasoned decision-making.

The aim of this work is to apply the AHP method, with the support of the Expert Choice
software, in identifying the most favorable location for the construction of a shelter in Novi
Sad. The focus is on the three urban areas with the highest population density - Detelinara,
Bistrica and Liman - where the criteria for choosing the location are defined in accordance
with the guidelines of the Sphere handbook (Sphere Project: 2011) and relevant domestic
regulations.

2. METHODOLOGY
2.1. Analytic Hierarchy Process (AHP)

Analytic Hierarchy Process (AHP), developed by Thomas Saaty, is a multi-criteria decision-
making method based on structuring problems into hierarchical levels and comparative
comparison of elements. (Saaty:1980) This implies the procedure of choosing one of the
possible alternative solutions, for which specific goals are set. (Saaty&Vargas:2012) Decision
makers compare criteria and alternatives in pairs, using a numerical scale from 1 to 9, whereby
weight coefficients are obtained that reflect the relative importance of elements. This method
enables the creation of a hierarchy of problems, a pairwise comparison of goals, criteria and
alternatives, and the synthesis of results in order to determine their priorities, whereby the sum
of priorities at each level is equal to 1. (Devetak&Karovic:2018) The advantage of the method
is the ability to combine quantitative and qualitative data, while checking the consistency of
the assessments made.

In this paper, the AHP method was applied to the problem of choosing the optimal shelter
location in the city of Novi Sad, using the Expert Choice software to automate the calculations
and visualize the results.

2.2. Criteria and alternatives
Criteria:

1. K1 - Population density: number of inhabitants per km?, with a focus on areas with the
highest population in relation to available shelter capacities.

2. K2 — Equipment/condition of the shelter: technical correctness, safety standards and
the possibility of quick adaptation.

3. K3 — Proximity to significant infrastructure: location in relation to healthcare
facilities, transport hubs and facilities of vital importance.
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4. K4 - Arrival time to shelter: the average time it takes for the population to evacuate
and reach the shelter.

5. K5 - Spatial availability (capacity): the number of people the shelter can accommodate
in relation to the needs of the local population.

Alternatives:

1. Al - Detelinara: high population density, lack of existing shelters, proximity to the
Clinical Center, railway station and highway.

2. A2 - Bistrica: well connected by the traffic network, there are shelters with medium
equipment, moderate population density.

3. A3 — Liman: it has shelters built at the end of the 20th century, good infrastructure
connectivity, but less need for new facilities compared to Al.

2.3. Application of Expert Choice software

Expert Choice is a popular decision support software that fully implements Thomas Satie's
AHP method. It allows working with an unlimited number of criteria, sub-criteria and
alternatives, simple creation of a hierarchical model, data manipulation, sensitivity analysis
and display of results. In the case of a smaller number of alternatives, a comparison is made in
pairs, and in the case of a larger number, it is evaluated according to a fixed scale. The software
analyzes priorities, checks for consistency and allows monitoring of the impact of changes in
criteria on the ranking of alternatives. (Radoncic&Karovic:2016) The analysis process in the
Expert Choice software was carried out in the following steps:

1. Defining the hierarchical model

At the first level of the model there is a goal: Choosing of the optimal shelter location.

— The second level includes five defined criteria (K1-K5).

The third level consists of three alternatives (A1-A3).

Figure 1 shows the hierarchical model in the Expert Choice software.

CHOOSING OF THE OPTIMAL SHELTER
LOCATION

K1 K2 K3 K4 K5
- T — = 77_: 2 : i— =
DETELINARA BISTRICA LIMAN

Figure 1. Hierarchical model in Expert Choice software
2. Comparative comparison of criteria
— The criteria were compared in pairs based on expert assessment and statistical data.

— The software automatically calculated the weight coefficients and the consistency index
(Cl), which was <0.1, indicating an acceptable level of consistency.
(Figure 2: Criteria comparison matrix and weigtefficients)
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3. Comparative comparison of alternatives according to criteria
— For each criterion, a comparison of alternatives (A1-A3) was performed.

— Expert Choice calculated the local priorities for each alternative and performed their
normalization.
(Figure 3: Example of a comparison matrix of alternatives according to criterion K1)

4. Synthesis of results and ranking of alternatives

— The software performed a synthesis of weighting coefficients of criteria and local priorities
of alternatives.

— The final ranking results are shown graphically and  numerically.
(Figure 4: Final priorities of alternatives in Expert Choice software)

5. Interpretation of results

— The obtained results were used for discussion and making conclusions about the most
favorable location of the shelter.

3. RESULTS

The analysis carried out in the Expert Choice software produced results in three steps -
determination of weighting coefficients of the criteria, calculation of local priorities of
alternatives for each criterion and final synthesis of the results.

3.1. Weight coefficient of criteria

Based on the comparative comparison of the criteria, the following weighting coefficients were
obtained, which are shown in table 1.

Table 1: Weight coefficients

Criterion Weighting coefficient Rank
K1 — Population density 0,315 1
K2 — Shelter equipment/condition 0,290 2
K3 — Proximity to significant infrastructure 0,168 3
K4 — Arrival time to the shelter 0,144 4
K5 — Spatial availability 0,083 5

Figure 2 shows the criteria comparison matrix and weighting coefficients.

Priorities with respect to:
Choosing the optimal shelter location

Population density .315 I
Equipment/condition of the shelter ,290 I
Proximity to importantinfrastructure 168 I
Arrival timeto shelter 144 T

L

Spatial avalability (apacity) ,083
Inconsistency = 0,06
with 0 missing judgments.

Figure 2. Criteria comparison matrix and weight coefficients
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The consistency index (C1) calculated in Expert Choice is 0.06, which indicates an acceptable
level of consistency of estimates (CI < 0.1).

3.2. Local priorities of alternatives according to criteria

Table 2: Local priorities of alternatives by criteria

Criteria Al - Detelinara A2 — Bistrica A3 - Liman
K1 0,590 0,280 0,130
K2 0,508 0,327 0,165
K3 0,171 0,509 0,320
K4 0,314 0,490 0,196
K5 0,384 0,296 0,320

Priorities with respect to:
Choosing the optimal shelter location
=>Populaion density

Detelinara .590 I
Bistrica .280 I
Liman 130 I

Inconsistency = 0,006 29
with 0 missing judgments.

Figure 3. Matrices of comparison of alternatives according to criterion K1 in Expert Choice
software

3.3. Final ranking of alternatives

Expert Choice performed a synthesis of weight coefficients and local priorities, resulting in
the final ranking of alternatives:

Table 3: Final ranking of alternatives

Alternative Final priority Rank
Al — Detelinara 0,430 1
A2 — Bistrica 0,366 2
A3 - Liman 0,203 3

92



31.5% Population density 43,0% Detelinara

29,02 Equipmenttondition of the sheltes 36.6% Bistrica
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Figure 4. Chart of final priorities of alternatives in Expert Choice software

The results show that Detelinara (Al) has the highest priority as a location for shelter
construction. This decision was primarily determined by the high values of the population
density criteria and the equipment/condition of the shelter, as well as the relatively good
infrastructural connection.

4. DISCUSSION

The obtained results clearly indicate that Detelinara (Al) is the most favorable location for the
construction of a shelter in Novi Sad, with a final priority of 0.430. This outcome is primarily
a consequence of high population density and the lack of existing shelter capacities, which is
additionally emphasized by the high weight coefficient of criterion K1 - Population density
(0.315). Compared to Bistrica (A2), which took second place with a priority of 0.366,
Detelinara has a more pronounced need for new protective facilities, although Bistrica has a
certain number of shelters with medium technical equipment and better spatial availability.
Lyman (A3), with a priority of 0.203, is ranked last, which is the result of a developed network
of shelters built at the end of the 20th century and less urgent capacity pressure compared to
the other two sites.

The application of Expert Choice software proved to be extremely useful, as it enabled fast
and precise data processing, automatic checking of the consistency of assessments and a
visually clear display of priorities, which significantly facilitated the interpretation of findings
and ensured the transparency of the decision-making process. The special value of this tool
lies in its flexibility, since it supports the inclusion of a greater number of criteria and
alternatives, with the possibility of simple adaptation of the model to different urban contexts,
thus increasing its practical applicability.

Although the obtained results provide clear guidelines for priority investment in Detelinar, the
research has certain limitations. The analysis included only three alternatives, which reduces
the scope of the assessment and the possibility of seeing the wider picture. The criteria were
formed solely on the basis of available statistical data and professional assessment, without
involving the general public or conducting additional empirical measurements. In addition, the
costs of shelter construction were not considered, although in real terms they could have a
decisive influence on the final decision.
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For future work, it is recommended to expand the model to a larger number of locations and
include additional criteria, among which the costs of construction, maintenance and possible
environmental consequences should be taken into account. The integration of GIS tools with
the AHP method could significantly improve the accuracy of spatial modeling, while
organizing workshops and consultations with local authorities, urban planners and citizens
would contribute to the verification of results and their alignment with the real needs of the
community. In this way, the proposed methodological framework would become even more
relevant and effective in planning the civil protection system.

5. CONCLUSION

This work shows the application of the Analytical Hierarchy Process (AHP) with the support
of the Expert Choice 2000 software in the selection of the optimal location for the construction
of a shelter in Novi Sad. The analysis included five criteria defined in accordance with the
guidelines of the Sphere handbook and domestic regulations, and the three most densely
populated city zones - Detelinara, Bistrica and Liman. The research results indicate that
Detelinara has the highest priority for the construction of a new shelter, primarily due to the
high population density and the lack of existing shelter capacities. Bistrica is ranked as the
second, and Liman as the third alternative.

Application of the Expert Choice software enabled the precise determination of weighting
coefficients of criteria, quick synthesis of results and a visually clear display of priorities, while
controlling the consistency of assessments. This ensures a transparent, objective and repeatable
decision-making process.

The practical implications of the research refer to the improvement of the process of planning
and resource allocation in the civil protection system. The proposed model can be adapted to
other urban environments and extended with additional criteria, such as construction costs,
environmental factors and risk analysis, which would result in a more comprehensive tool for
strategic decision-making.
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Abstract: The aim of the paper is to defifigther directions for the development and
operation of this sector in Bosnia and Herzegovina through the process of analyzing
the existing concept of the private security sector, current legal solutions and real
needs. Limiting factors that are a consequoe of outdated legal solutions that do not
follow the real needs and demands of the market have been identified. Descriptive
research has helped to obtain detailed and objective results on the development of the
private security sector. It is estimatduht the private sector in BiH employs around
50006000 workers, which is another reason indicating the need to research the
directions for the development of private security. It is estimated that the private sector
in B&H physically and technically, prodes over 90% of private agencies, and has a
significant share in the security of public interest enterprises.

S e y w oprivte security, law, Bosnia and Herzegovina
1. INTRODUCTION

Global changes from the end of the last century, regionally manifested through the collapse of
socialist states, accompanied by numerous socio - political, economic, social and other
unknowns, have also led to significant changes in the security sector. The existing security
sector is gaining a new actor in the creation and implementation of security operations that are
no longer the exclusive prerogative of the state, and that is private security. Private security
emerged as a logical consequence of the need to secure newly created private property and a
new way of doing business. These trends have also become relevant in B&H, where the private
sector encountered serious obstacles at the very beginning, which primarily stemmed from the
specific origin and organization of society. The newly created obstacles are extremely difficult
to overcome. The main reason for the non-acceptance of this security entity was in the
previously established views according to which that security is the exclusive domain of the
state in which there is no place for any private actor. Numerous prejudices that were based on
ignorance, lack of information, non-acceptance of the inevitability of the changes that have
occurred have been overcome thanks to the presentation of the importance of this sector in the
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protection of property, people and business. One of the main arguments for the promotion of
private security was based on the tradition that this sector has in the western hemisphere for
almost two hundred years. By accepting the efforts of the owners of private security agencies,
as well as modern trends in the field of private security, these prejudices have disappeared and
the public security sector today sees the private sector as a useful partner because it strives to
achieve the same goal. The fear of possible abuses of this sector, which was based on its rapid
expansion, which was initially not accompanied by legal solutions, influenced the legislative
bodies to legally regulate this area and thus prevent its possible abuse. The legal solutions
adopted at that time accompanied the needs of the development of this sector, but unfortunately
they have been overcome today and represent a "brake" in providing services to clients, which
have become increasingly complex. There is a need for all interested actors to express their
views on the newly emerged problem as soon as possible and to approach the development of
new legal solutions in B&H, at the entity level and the Brcko District level. New legal solutions
will enable the marketing of new private sector services that have arisen from the real needs
and demands of clients in the modern era, and will also prevent some ambiguities arising from
current laws and regulations.

2. LEGAL FRAMEWORK OF THE PRIVATE SECURITY SECTOR IN
BOSNIA AND HERZEGOVINA

In developed countries, the private security sector is very popular and is entrusted with
numerous important tasks, while its status, professional standards for work and other systemic
and legal issues are resolved by adequate legal norms. Thus, in most countries of the old
continent, the norms of the European Union institutions are applied, while the applicant
countries for membership are following the process of harmonizing regulations and applying
current positive practices in this area. Normative and legal regulations for the operation of the
private security sector are of exceptional importance and a necessary prerequisite for the lawful
performance of these tasks, and above all, a prerequisite for the successful organization and
operation of economic entities in every community. (Hukau, 2013) Bosnia and Herzegovina,
as a state, created at the "green table", by signing the Dayton Peace Agreement in 1995, is a
country with international legal subjectivity, unfinished in the state - legal sense, and in the
constitutional - legal sense, a unique state. The peculiarity of the state system is also that an
unusual territorial structure, the Brcko District, appears within the state community. The above
presents a special problem for the organization and functioning of the security system. The
newly emerging circumstances, characterized by the complexity of economic and social
relations, social turmoil, transition, accumulation of capital, a large amount of unregistered
weapons and mines and explosives, have led to the commission of numerous criminal acts
such as armed robbery, burglary, kidnapping, blackmail and other criminal acts directed
against persons and property. In the period 1996 - 2002., the concept of organized and legal
participation of all security entities in the protection of state and social property was
abandoned, with the transition to a market economy and the legitimate emergence of multiple
types of property: state, social, private and others. (Danicic & Stajic, 2008) Respecting the
political concept of organizing and managing socio - political trends in B&H, the organization
and management of private security sectors are entrusted to the entities and the Brcko District.
The entities and the District have regulated the manner of establishment, operation and control
of the work of the private security sector by law and by-laws.

With the emergence of the private capital, which was not under the direct protection
jurisdiction of the Ministry of Internal Affairs of the Republic of Srpska, the newly created
unprotected space is filled by private security. The emergence of private security and
protection agencies was not accompanied by legal and by-laws that would determine the
conditions for the establishment and operation of companies for the protection of persons and
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property, determine the conditions that must be met by persons who will perform physical and
technical protection tasks, as well as direct supervision by competent state authorities. The
“wild” market of newly created agencies forced government representatives to legally regulate
this area. It is worth noting that some agencies in the Republic of Srpska also recognized the
need for legal regulation of private security activities in order to avoid unfair and
unprofessional competition that “hunted in the murky waters”. (Zoric, 2019) The Law on
Personal and Property Security Agencies and Private Detective Activities was adopted in 2002.
in Republic of Srpska. This Law was amended for the first and last time in 2012. Recognizing
the importance of the law that prevented abuses by private agencies and directed their
activities, it can now be said that the existing law has been outdated because it did not keep up
with modern trends in the development of services and market demands in the field of private
security. The development of the private security sector in the Federation of Bosnia and
Herzegovina was accompanied by almost the same problems as those characteristic of the
Republic of Srpska. The problems in this entity were even more pronounced because it was
necessary to coordinate this activity in all ten cantons. Private security in the FB&H is based
on the following acts: the Law on Agencies and Internal Services for the Protection of People
and Property ("Official Gazette of the FB&H", No. 50/02, 78/08) and the Law on Amendments
and Supplements to the Law on Agencies and Internal Services for the Protection of People
and Property ("Official Gazette of the FB&H", No. 67/13) Private security in the territory of
the Brcko District of B&H was established on July 14, 2004, with the adoption of the Law on
Agencies for the Protection of People and Property and Private Detective Activities. The
aforementioned Law defines the activities of private security agencies in the District, which
are reflected in the protection of people and property through physical and technical security,
as well as the manner of operation of detective agencies. The problems of the private security
sector in the District are identical to the problems of this sector in the RS and the FB&H.

3. BASIC PROBLEMS IN THE FUNCTIONING OF THE PRIVATE
SECURITY SECTOR IN BOSNIA AND HERZEGOVINA

Despite the fact that three private security systems exist in B&H (Republic of Srpska,
Federation of B&H, District of Brcko), problems in their functioning are identified that are
common to all of them. Frequent conclusions about the need and manner of functioning of this
sector, which are based on blanket political conclusions based on ignorance and lack of
information, are a constant source of stagnation in the development of private security. The
problems of the private sector should be sought in the outdatedness of existing legal solutions.
Namely, numerous laws that affect the work of the private sector have made it difficult or even
impossible for the private sector to work. For example, there have been changes to the laws
regulating the protection of critical infrastructure facilities, laws regulating the operation of
the financial sector, laws on respecting the confidentiality of personal data... There have also
been changes in the requirements of private sector clients, i.e. new dangers in performing
security work are being identified. These dangers are particularly identified in performing
work involving the transport of money and other valuables, difficult work in nightclubs
(frequent presence of opiates), securing very special personalities, exposure to large - scale
demonstrations, especially those with elements of violence, securing concerts and sporting
events, finding perpetrators of criminal acts at a protected facility... The existing legal solutions
in the RS, FB&H and the District do not have any essential differences in their main provisions.
The basic parts of the laws relating to the method of establishing agencies, the method of
controlling the work of agencies and the description of the agencies work are almost identical.
There is only one essential difference, and that is the one that relates to detective work. In the
RS and the District, this activity is permitted, while in the FB&H it is prohibited. Common
problems that make the work of private agencies difficult are:
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- Inability to conduct certification training:

In neighboring countries, it is allowed for agencies that meet the requirements to conduct
training aimed at preparing candidates for the exam. In order to avoid any abuse, the exam is
conducted at the competent police authority. This allows for admission, training and taking the
exam in a maximum of thirty days. According to the laws in force in B&H, this process takes
five to seven months, which is completely unacceptable.

- Security guard service

There is a need to systematize jobs by level of complexity. This would define jobs that do not
require a certified worker, or that allow for unarmed work. This would open up the possibility
of easier access to workers on the labor market.

- Discrimination in the protection of public facilities

In almost all developed countries in the world, especially in the western hemisphere, the
private sector is given the opportunity to secure numerous public facilities such as airports,
train stations, seaports... In B&H, this is not possible because the security of such facilities is
the exclusive responsibility of police structures. In this way, discrimination is present and a
kind of monopoly over the performance of facility security tasks is enabled, which is
unacceptable in developed democratic societies.

- Chemical and electrical means

Means of protection and temporary incapacitation are developing at an accelerated pace and
are actively used in the private security sector, which in our environment has not been
accompanied by changes in the powers in the law. Thus, a physical security worker armed
with a gun has the right to use it in accordance with the law, but does not have the right to use
means of temporary incapacitation. This absurdity is present due to the irresponsibility and
disinterest of the legislator in adopting appropriate changes in existing laws, in the part that
deals with the powers of physical security workers.

4. WAYS OF OVERCOMING PROBLEMS IN THE FUNCTIONING OF THE
PRIVATE SECURITY SECTOR IN B&H

Thanks to its long-standing experience in providing services, private security can provide
answers to all issues that limit the work of the private security sector. Overcoming limiting
factors would create conditions for further prosperity of the private sector, opening new jobs,
clearer controls, and new forms of service provision. The identified problems can be solved
through institutional and organizational changes. The legislator, or the body that carries out
inspection supervision of the private sector, must be responsible for institutionally overcoming
the problem, while the agency itself that deals with physical and technical protection is
responsible for organizationally overcoming the problem.

a) Institutional forms of overcoming problems in the functioning of the private security
sector in B&H

An important measure in strengthening the private security sector is the strengthening of public
- private partnerships. This will be applicable when the prejudices about the importance of

private security, which come precisely from the public security sector, disappear. A quality
basis for choosing measures to overcome the problems present in the private security sector
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should be based on the experience of domestic agencies, as well as on the experience of
neighboring countries. Establishing partnerships between the public and private security
sectors is of key importance in the prevention of terrorism, the protection of internal security
and, in particular, in the provision of critical infrastructure facilities. (Jaunurh & ®unumnosuh,
2015)

In principle, cooperation between the police and private security sector entities should take
place within the limits of their competences and the powers that public and private security
sector entities can apply in certain situations. This cooperation can occur at the initiative of
either party, but in practice it often occurs at the request of the police, in situations where police
officers are authorized to intervene and apply appropriate measures, especially if the safety of
persons and property has been threatened. Theorists indicate that the relationship between the
public and private security spheres is characterized by an unequal partnership, where their
cooperation is not institutionalized, but is realized on a case-by-case basis, and its form
depends on the needs for the level of protection of vital values that are provided. (borukosuh
& Kexosuh, 2003)

Amendments to the law would fully regulate the tasks of mandatory security and protection of
certain facilities, as well as the tasks and methods of work of legal and natural persons in the
field of private security. The legislator would clearly determine which facilities are mandatory
for private security. The conditions for licensing legal and natural persons to perform private
security work would be more clearly regulated. The powers of private security officers would
be harmonized with those represented in the environment. So, the first measure would relate
to the adoption of a new law. If the first measure is the legal regulation of the private security
sector in accordance with contemporary events, then the next would be the selection of a model
of possible relations between private security and public security. According to Danicic, the
following models of relations are possible: independence, complementarity, cooperation and
partnership.

Independence is a model that implies that private and public security actors have their own
specifically defined tasks, with these actors having almost no contact. Competition refers to a
model of relations between private security and the police in which mutual trust is lacking.
According to this model, the relations between these security actors are characterized by
competitive bidding for jobs, which most often makes their cooperation difficult, if not
impossible. (Jaanunh & Oununosuh, 2015)

Complementarity is a model of relations between private security and the police in which
private security and the police exist side by side in the security services market, with clear,
precise boundaries and demarcations in the division of tasks, along with mutual
complementarity in the implementation of their activities. Cooperativeness implies a model of
relations between private security and the police based on mutual cooperation, expressed
through mutual support, with the aim of empowering each of the participants. (Kexosuh, 2004)

Partnership represents a model of relations between private security and the police where both
security actors achieve the highest level of cooperation in action and complete equality
between participants whose activities are directed towards achieving a common goal.
(Harmuuh & Owmwmunosuh, 2015)

The theory states that cooperation in the work of both security actors should be permanent,
organized and continuous with an intensive exchange of information of interest to both sectors,
as well as in cooperation at all levels, and in the professional relationship between the
aforementioned security actors. In this regard, it is emphasized that cooperation between
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private security and the police must be maximum, given that one segment of security cannot
be viewed independently of a unified security system. (Danicic, 2005)

b) Organizational forms of overcoming problems in the functioning of the private

security sector in B&H

Organizational forms of overcoming problems are much more difficult to identify than
institutional ones. The reasons can be subjective and objective in nature. They largely depend
on the ownership structure of the security agency, the type of service it offers, as well as the
quality of management. A characteristic of private agencies is that they find it difficult to
accept a new form of providing services, especially those that require organizational changes
as well as significant material and financial investments. The moment when the owners of
private security agencies accept the influence of science on their business, we can talk about a
new era of private security. Agencies should be managed by competent people with knowledge
of theory as well as practice. Private agencies that have realized that key positions must be
occupied by people who know security and management, have achieved enviable results. This
result did not immediately bring profit, but it set the agency apart from all others, creating a
quality basis for positioning in the market, and therefore financial profit. Training through
education and seminars of the highest quality employees is a significant incentive for all
employees in the agency in all positions. Relying on internal sources, agencies can meet their
needs for personnel of certain profiles. The most significant form of organization of private
agencies, which has significant strength, is organization through a private security chamber.
Operating through a chamber gives agencies legal strength in the implementation of relations
with state bodies. The significant advantage of the chamber is reflected in the field of
improving the protection of people and property, encouraging cooperation for the purpose of
joint action in the implementation of projects, achieving cooperation with appropriate legal
entities in the country and abroad, gathering scientific and professional potential, achieving
cooperation with all entities in the security system. A registered chamber in the Federation of
Bosnia and Herzegovina represents a powerful “flywheel” through which accumulated
problems of the private sector are resolved, which are most often of an institutional nature.
The chamber cannot influence the organization of its members, but it successfully exerts
influence on its members through an ethics committee that resolves disagreements between
the agencies themselves. Unfortunately, the chamber cannot take root in the Republic of
Srpska because there is no interest in such a thing among the actors themselves. This is because
the owners of the agencies are unable to see the advantages of the chamber, that is, they are
not ready to accept the proposals of those who know what security is and what the private
security sector is. In any case, it is the agency that must work on its own development, which
should follow modern trends in private security. Openness to change, acceptance of new
trends, introduction of science into business and development of security management are the
keys to success for all private security agencies in B&H.

5. CONCLUSION

The paper describes the private security sector in Boshia and Herzegovina from its
establishment to the present day. It was found that the state does not participate in the
establishment of private security agencies, nor does it influence the work they will do, but
through the relevant laws it exercises inspection supervision over the establishment and
operation of registered agencies. It can be concluded that the main obstacle to the development
of this sector is the outdated nature of current laws, as well as the lack of analysis of the
experiences of the environment. In organizational terms, the exclusive work of private security
in Bosnia and Herzegovina follows global trends, namely physical and technical protection.
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By taking over numerous jobs that were previously the responsibility of the police, the private
security sector has significantly relieved the police. In this way, the police have been enabled
to focus their activities more significantly on detecting, clarifying and proving other criminal
acts. The key to the success of the private security sector in the immediate future lies in its
institutional improvement, organizational development and development of relations with the
public sector (police). The volume of work of the private sector, as well as satisfaction with its
services, can be linked to the general state of society. By improving the economic environment
in B&H, which is within the competence of official policy, we can speak of a positive trend in
the development of private security in accordance with modern standards.
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Abstract: Security is a concept that has several theoretical definitions, depending on

the field of application. Observed at the national level and in the relationship between
states, security has recently expanded from only the military to the political, economic,
social and environmental sectors. In accordance with the above, in many developed
countries great importance is attached to security analytics, up to the level of
development and application of national intelligera®lytical systems, such as NIM

in Grea Britain, ECIM in the European Union, or the model of the US Intelligence
Community.

This paper deals with security analytics in Serbia, for the basic reason that analytics is
called security analytics by inertia, and in essence it is about intelligearoay],
criminal (police) and other types of analytics. Therefore, the goal of this work is to offer
a theoretical model of security analytics that would include all security sectors, analyst
work procedures and standards that are applied on that occadibe. general
conclusion of the paper could be formulated as follows: To improve the management
of the national security system in Serbia, at the strategic level, it is necessary to develop

and apply a theoretical model of security analytics.

Keywords Secuity, Security analytics, Theoretical model of security analytics.
1. INTRODUCTION

The research problem is located on the security of the Republic of Serbia (hereinafter: Serbia).
The essence of the problem is the way in which the strategic level of management of the
national security system of Serbia understands the state of national security, for the sake of
adequate response. Therefore, the essence of the research problem is security analytics at the
strategic level.

Security analytics exists in us as a term used in theory and for teaching purposes. Various types
of analytics function in practice, such as: intelligence (Army), criminal or criminal-intelligence
(Police, security services), corporate - analytical (civilian sector) and others (Forca & Anocic,
2018).

In accordance with the above, a basic research question was posed: How can a theoretical
model of security analytics be developed and applied in practice?

102


mailto:bozidar.forca@fpsp.edu.rs
https://orcid.org/0000-0003-4894-3772
https://doi.org/10.70995/APLL2101

Theory and practice served us as starting experiences in answering the basic research question.
Theory in the domain of the degree of development of security sciences, and practice in the
sphere of the application of national intelligence models of some countries.

The theory of security sciences, in the middle of the second half of the last century, led to the
expansion of the concept of security from the purely military to the political, economic, social
and ecological sector (Buzan, et.all, 1998).

In the practice of individual countries or integration in this century, national intelligence
models are applied that give a complete picture of the state of security. Such models are, for
example: 1) NIM (National Intelligence Model) in Great Britain (Sebek, 2017); 2) ECIM
(European Criminal Intelligence Model) in the European Union (Bradley, 2008) and 3)
Intelligence Community Model in the USA (Carter & Phillips, 2015).

The analysis of the mentioned national models, in a general sense, led to the realization that
the theoretical model of security analytics should consist of the necessary knowledge about:
1) the extended concept of security, 2) the work procedures of security analysts and 3) the
standards used in the work.

The mentioned aspects of the theoretical model of security analytics are also the segments of
the research subject of this work.

2. THEORETICAL MODEL SETTING

The essence of the theoretical model of security analytics is knowledge, which is necessary for
the entire process, and which includes: 1) knowledge about security; 2) knowledge of analyst
work procedures and 3) knowledge of standards used in that process (Figure 1).

Analyst work Standards
procedures
Political sector I
Military sector \/\_
—

Economical sector Ll g2l >‘

\_/

Social sector

Ecological sector

Figure 1. Theoretical Model of Security Analytics
Source: Andric Jasmina, Tisma Milos, 2022

3. KNOWLEDGE OF SECURITY

Security sciences (security studies) developed after the Second World War, through different
research directions. In order to delimit the field of research, a number of analysts have
identified the basic questions of security science. In our literature, the questions identified by
Professor David Baldwin and Paul D. Williams are most often mentioned (Table 1).
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Table 1. Questions of Security Studies (Source: Forca Bozidar, 2021)

DAVID A. BALDWIN PAUL D. WILLIAMS

Security for whom? What is security?

Security - for which values? | Whose security?

How much security? What can be understood as a security issue?
From what threats? How is security achieved?

By what means?

At what price?

For what period of time?

In accordance with the above, numerous research directions have been developed in theory
(Table 2).

Table 2. Research directions of security sciences (studies) (Source: Author
AUTHOR CLASSIFICATION OF RESEARCH DIRECTIONS
(2) realism, (2) liberalism, (3) game theory, (4)
constructivism, (5) peace studies, (6) critical theory, (7)
feminist perspectives, and (8) international political
sociology
(2) realism, (2) liberalism, (3) critical approaches and (4)
other alternative approaches (social constructivism,
feminist approaches and postmodern security thinking)
(1) Traditional (realism and liberalism) and (2)
Alternative (social constructivism, critical theories,
feminist approach and postmodernism)

Paul D. Williams (2012)

Mijalkovic Sasa and
Popovic Marija (2015)

Ejdus Filip (2012)
Bajagic Mladen (2012)

In Serbia, all the mentioned research directions of security theory (studies) are studied, but
priority is given to social constructivism, i.e. the theory developed by the Copenhagen School
of Securityfrom the Peace Research InstitutéCOPRIfrom Copenhagen (Denmark). One of
the merits of the Copenhagen School of Secuiityhe sectorial approach to security, which in
theory is named as - the expansion of the concept of security. In addition to the military sector,
Professor Buzan and his colleagues identified others, such as: political, economic, societal and
ecological (Forca, 2023).

In 2019, Serbia adopted the second National Security Strategyn that document, for the first
time in our country, the term "national security" was defined as follows: "National security of
the Republic of Serbia is the objective state of protection of national values and interests from
all forms of threats, and the subjective sense of security of the citizens of the Republic of
Serbia." (National Security Strategy, 2019).

Analyzing the aforementioned definition of national security, we observe that the national
values and interests of Serbia, as well as citizens, can be threatened by various forms of threats.
The fact is that the National Security Strategdocument does not use the expression "forms of
endangerment”, which is from the domain of theory (Stajic, 2013), but the phrase "challenges,
risks and threats". In this sense, following numerous security strategies of foreign countries,
numerous challenges, risks and threats to security have been identified in the National Security
Strategy: "Armed aggression against the RS; Separatist aspirations in the RS; Extremism;
Organized crime; Problems of the RS's economic development; Incomplete delimitation of the
RS SFRY ; Natural disasters and technical-technological accidents; Climate change; High-tech
crime and threats to information and communication systems" (National Security Strategy,
2019).
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In principle, by analyzing the challenges, risks and threats identified in the National Security
Strategyit can be concluded that they belong to military and non-military sectors, as identified
by the Copenhagen School of Security

Another approach to the necessary knowledge about security, created in the domestic theory,
are the views on the components of security, as seen by Professor Ljubomir Stajic (Figure 2).

INTEGRAL SECURITY

!

INSIDE SECURITY [ INTERNATIONAL

SECURITY
Individual

Figure 2. Clasification — Commponents of Security
Source: Stajic Ljubomir, 2021

Regional Common

Global Colective

Cooperative

Given that in order to understand the state of security and its threats in the second approach
(integral security), the expansion of the concept of security must be taken into account, the
first variant is proposed for the theoretical model of security analytics, i.e. the approach of the
Copenhagen School of Security.

4. WORK PROCEDURES OF SECURITY ANALYSTS

Another aspect of the required knowledge for the theoretical model of security analytics is the
work procedures of security analysts. This aspect includes: security analytics process;
application of methods and techniques and characteristics of security analysts.

Even in the current practice, where certain types of security analytics (intelligence, criminal...)

are functioning, it is a broader process that takes place within the so-called intelligence cycle
Analytics itself is, in fact, part of that process. Although there are different views on the

structure of the intelligence cycléSee: Bajagic, 2012), its essence is shown in Figure 3.

*Data collection

Figure 3. Intelligence cyclez
Source: ForcaBozidar, Anocic Branislav, 2018
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From the previous picture, we can see that analytics is one of the stages of the intelligence
cycle. Its essence is to create intelligence from the collected and verified data and information,
as a product that will be submitted to the competent levels in the national security system for
decision. The analysis itself consists of several steps, which are named differently in different
types of analysis. For example, a frequently applied analytics model - ANACAPA, is shown
in Figure 4.

‘ STRATEGY
. Datad ipti |
Data collection. g ata Cescription ANALYTICS
l l CONCLUSION
Data assessment Inductive reasoning , (Assessment, Disemination
l | l prediction)
P Hypothesis |
‘ Data organization. F development

Figure 4. ANACAPA analytics model
Source: Forca Bozidar, Anocic&nislav, 2018

In accordance with what is shown in the previous picture, it can be seen that the analytical
process is a constant review by the analyst of whether they can, based on the collected and
processed data, develop hypotheses of the analytical process, from which they can extract
intelligence information (process, prediction) of security events, which they will deliver to the
competent levels of national security system management.

In the process of analysis, analysts use numerous scientific and so-called unscientific methods
and techniques. Therefore, analytics is understood as a practical process that uses scientific
methods. It is a very illustrative example of the analysis of security analytics in the USA after
the terrorist attacks on New York and Washington, September 11, 2001. year. Namely, the
question was asked - What was not enough in the work of CIA operative analysts to prevent a
terrorist act? In the search for an answer, the authorities concluded that operatives do not know
and do not apply modern analytical methods and techniques. In this sense, higher education in
the USA has been given the task of preparing and implementing an extensive training program
for analysts, which will, first of all, include the mastery of modern methods and techniques of
analytical work. (Collier, 2005). Collier himself writes about this:

"Analysts working to forecast short-term, unique events must first be experienced in applying
the range of descriptive and explanatory analytical 'tools' discussed earlier. In most cases, the
analyst must be able to explain past decisions or behavior before being able to predict the
future. Academic contributions to "forecasting tools" include "Bayesian statistical analysis,
simulation techniques, probability trees, and the analytic hierarchy process. The business
community has also contributed to predictive analysis by developing a number of analytical
procedures in the area of political and economic risk analysis, which future political and
economic conditions in foreign countries are assessed for banks and companies considering
foreign investment.OZ has also been one of the key players in the development of analytical
"tools" for predicting short-term, unique events. These "tools" include the "Delphi Technique",
alternative scenarios/futures and the "Lockwood Analytical Method for Prediction” (LAMP).
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LAMP is a powerful "tool" that uses a unique procedure of comparison of similar pairs to rank
alternatives of future outcomes. Therefore, politico-military analysts tasked with descriptive,
explanatory, and predictive studies must possess a vast "“toolkit" to ensure the effectiveness of
their intelligence products” (Collier, 2005:27).

A special question of security analytics that theorists and practitioners deal with is - what
should a security analyst be? And in this domain we can find many approaches in the literature.
The approach of a larger group of theoreticians, which we present in Table 3, is interesting for

this paper.

Table 3. Required qualities of an analyst (Source:Corkill et al, 2015

AUTHOR

ABILITIES, SKILLS, ATTRIBUTES AND
CHARACTERISTICS

ENVIRONMENT

(Clauser, 2008;
Clauser & Weir,

Characteristics: Reasoning, accuracy, intellectual
honesty, openness, skepticism, detachment,

National Security

1983)

1976) patience, diligence, perseverance, imagination
Characteristics: Understanding complex conceptual
(Katter et all., .
models, generating conceptual models, knowledge, Army
1979) o
memory, mental flexibility
Attributes: High-level reasoning, inductive
. . reasoning, intellectual flexibility, writing skills,
(Fischl & Gilbert, memory, intellectual curiosity, intentionality, Defense

interpersonal skills, achievement motivation, self-
discipline, perseverance

(Schneider, 1995)

Attributes: intellectual curiosity, memory, quick
assimilation of information, persistence, making
judgments Characteristics: wide range of interests,
developed research ability, experience, initiative
self-management, disciplined, intellectual courage
Skills: writing skills, oral communication skills

Law enforcement

(Wing, 2000)

Characteristics: knowledge, foresight, curiosity,
innovation, determination, intuition, logic,
imagination, inspiration

Army

(Wolfberg, 003)

Attributes: Innovation, Synthesis, Learning, Inquiry,

Pattern Recognition, Uncertainty Adaptation, Visual

Thinking, Experimentation, Metaphors, Non-Linear
Systematic Thinking

National Security

(Moore, Krizan, &
Moore, 2005)

Abilities: communication, cooperation, thinking
Traits: insatiably curious, self-motivated, fascinated
by puzzles, prone to aha thinking, avid observer,
voracious reader, takes changing perspectives,
makes creative connections, playful, sense of
humor, sense of wonder, concentrates intensely,
Knowledge: Purpose, Community, Policy,
Customer, Resource Skills: Critical Reasoning,
Literacy, Computer Literacy, Foreign Language,
Research, Information Collection Manipulation,

Project Management, Visualization

National Security
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ABILITIES, SKILLS, ATTRIBUTES AND

AUTHOR CHARACTERISTICS ENVIRONMENT
Attributes: Order of information, pattern
recognition, reasoning

(Allen, D. M. Skills: Technical expertise, target knowledge, Defense

2008). analytical techniques, search and organizational

skills, ability to synthesize data, inductive reasoning,
expression of ideas
Attributes: Communication, cooperation, critical

(Quarmby & thinking, Coordination and
Young, 2010) Skills: creativity, expertise, process expertise, management

disciplinary expertise, generic knowledge
Skills: Critical thinking, creativity, reasoning,
communication

(Richards, 2010)

(Evans & Kebbell,
2011)

Corkill, (UnPub)

National Security

Attributes; Thinking and communication Law enforcement

Attributes: Ability to diagnose and contextualize
problems, communication, self-awareness

5. STANDARDS AND STANDARDIZATION

In every human and social activity in modern conditions, for the sake of more efficient and
effective work, standards are developed and applied. In general, in the documents of
international organizations, a standards defined as a document that establishes requirements,
specifications, rules, guidelines or characteristics that should be consistently followed and
fulfilled in order to ensure that material, products, processes, services can really serve their
basic purpose. Standards should be based on proven results (Dragisic & Radojevic, 2014).
Standardizatioris a framework of agreements that must be adhered to by all parties in the
organization (company) in order to ensure that all processes related to creation (business,
services, etc.) take place in accordance with the set guidelines (Ibidem).

Law enforcement

The international standards (1SO) in the field of social security that have so far been adopted
and adopted by national standardization bodies mainly cover the areas of management in
emergency situations and business continuity, and recently the area of standardization extends
to other issues of personal, property and business security: internal security from various forms
of terrorist and criminal threats, fraud prevention, private security. The most well-known 1SO
standards include: Quality: 1SO 9001,Environmental protection: 1SO 14001,Energy: 1SO
50001,Safety and health at work: ISO 45001, SCC,Information security: 1SO 27001,
Management of crisis or emergency situations: 1ISO 22301, Risk management: 1SO 31000 and
many others (Forca & Zupac, 2024).

In accordance with the mentioned international standards, Serbian standards (SRPS) are
adopted in Serbia for a specific area. For example, only for the standard in the field of
information security - ISO 27001, 25 Serbian standards were adopted in Serbia.

In the world, numerous standards are applied in all the mentioned security sectors. Due to text
volume limits, we will only list some of the standards (Table 4).

108



Table 4. Standards of Secutity Sectors (Source: Authdr

SECURITY

SECTORS STANDARDS

Political (general) | ISO TC 292

Economical I1SO 22301; ISO 22341; ISO 22313; ISO/TC 223018...
Military NATO standards (STANAG) are most often used, within the

framework of standardized operating procedures (SOP).
Societal I1ISO 22341; I1SO 27001...

1SO 14000; ISO/TC207; ISO/TC 331; ISO/TC 147; ISO/TC
190; ISO/TC 276, ISO/TC 297...

6. ORGANIZATIONAL ASPECT OF SECURITY ANALYTICS

In order to unify the existing models (types) of analytics into one - security analytics, a key
question arises - where and in what form should the organizational structure for analytics be
formed? To answer the above question, it is necessary to carry out a short analysis of the
management of the national security system at the strategic level.

Ecological

The national security system is defined in the National Security Strategss follows: "The
national security system represents a normatively, structurally and functionally regulated
entity whose activities ensure the protection and realization of the national interests of the
Republic of Serbia” (National Security Strategy, 2019). In accordance with the above, the
structure of the national security system consists of a management and an executive part. The
governing part of the national security system consists of: the National Assembly, the President
of the Republic, the Government and the National Security Council. The executive part of the
national security system includes: Defense System, Internal Security System, Security-
Intelligence System and Other Subjects Significant for National Security (Ibidem).

Therefore, at the strategic level of managing the national security system, the Council for
National Security (Figure 4) is recognized, whose organization and tasks are listed below.

[ NATIONAL SECURITY COUNCIL ]

MEMBERS \ OFFICE W Security Service Coordination
- President of the Republic Bureau
(chairs the Council), |
- Prime Minister,
- Minister of Defense, | |
B e = Directors of SIA, Secretary of NSC

- Minister of Justice,

- Chief of the General Staff

- Directors of the Security
Services (BIA, VBA and VOA)

- Secretary

Figure 4. National Security Council
Source: Forca Bozidar, 2021:519

The National Security Council has the following responsibilities established by law: 1) Taking
care of national security and 2) Coordinating the work of the security services (Table 5).

MSA and MIA
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Table 5. Jurisdictions of the National Security Council (Source: Zakon o osnovama uredjenja
sluzbi bezbednosti Republike Srbije, 2012)
NATIONAL SECURITY COORDINATION OF THE WORK OF

CONSIDERATION SECURITY SERVICES
* draws conclusions regarding the work of
the security services and the Coordination

Bureau;

« draws conclusions that direct and
coordinate the work of the security
services;

* draws conclusions that direct the
cooperation of the security services with
the security services of foreign states and
international organizations;

* draws conclusions that coordinate the
activities of state bodies that are dedicated
to international cooperation in the field of
national security and defense;

* monitors the implementation of the
conclusions it has drawn;

* provides opinions on proposals for annual
and medium-term work plans for the
security services;

* provides opinions to the Government on
budget proposals for the security services
and monitors the implementation of
approved budget funds;

* gives an opinion to the Government on
the proposal for the appointment and
dismissal of the Director of the Security
Service

Considers issues in the field of defense,
internal affairs and the work of security
services;

Considers mutual cooperation between the
authorities responsible for defense,
authorities responsible for internal affairs
and security services and their cooperation
with other competent state authorities, as
well as cooperation with the authorities and
security services of foreign states and
international organizations;
Proposes measures to the competent state
authorities to improve national security;
Considers proposals for improving national
security submitted to it by the authorities
responsible for defense, authorities
responsible for internal affairs, security
services and other competent state
authorities;

Considers issues within the scope of the
state administration bodies, autonomous
provinces, municipalities, cities and the
City of Belgrade that are significant for
national security;

Considers other issues that are significant
for national security.

In accordance with the presented competences of the National Security Council (Table 5), it
would be logical for it to include an organizational unit for security analytics.

7. CONCLUSION

Security is a prerequisite for the survival and development of human communities and their
environment. Although war (the military sphere) is the most severe form of security threat,
threats also come from other sectors, such as: political, economic, social and environmental.
The common denominator of these threats is that they rarely occur individually, and are most
often complex. Knowledge of security threats has led to the emergence of intelligence and
other types of analytics, primarily in the army, police and security services. These analytics
significantly contribute to the improvement of the activities in which they are implemented,
so that national and international models are created.

Given that national security has two components - internal and external, which manifest as
integral security, it seems reasonable to integrate individual intelligence models into a single
national model of security analytics. That national model, named SrbAn, is based on
knowledge: security knowledge (security sectors); knowledge of analyst work procedures and
knowledge in developing and implementing standards.
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The theoretical model of security analytics is presented in the work at the level of analysis of
intelligence models in the army and police, with the basics of SrbAn, which needs both
scientific and professional verification, for the eventual adoption of the idea, its development
and introduction into practice.
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1. INTRODUCTION

The subject of research in the paper is an interdisciplinary and critical analysis of color
revolutions as a form of hybrid warfare - which have an impact on global, regional and national
security.

The scientific justification of the paper — the research on color revolutions is an important
scientific content related to the struggle to deal with hybrid threats in order to achieve global
stability and peace.

Methods - In the framework of preparing the content of the paper, the author uses the
following research methods: the descriptive method, the normative method, the comparative
method and the content analysis method as a special scientific method.

As a basic methodological procedure or technique for collecting data, the author uses content
analysis of domestic and international references, research papers, publications, reports,
conference materials, reports and analyses of various articles, journals and content analysis of
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websites, legal documents - regulations of the European Union, legal and by-laws of
Macedonia, analysis of strategies, international documents, reports and Internet sources.

Within the framework of the paper, the author analyzes the concepts of hybrid warfare, the
content related to unconventional actions, and color revolutions as an element of hybrid wars.

2. SCIENTIFIC DEFINITION OF THE TERM HYBRID WARFARE

Hybrid warfare is a form of manifestation of strategic initiative and is used by every great
power to maintain or achieve dominance in a changing and dynamic geopolitical environment.

The term "hybrid threats" appears after the end of the Cold War and the beginning of the
unipolar era in the world - with the emergence of important non-state actors (criminal groups,
foreign-funded extremists, foreign fighters, returnees, terrorists, etc.).

The history of the use of the term hybrid war is related to the emergence of complex
geopolitical relations and significant events occurring on a global scale after the end of the
Cold War.

Examples of this are: the fight against terrorism in 2001, the wars in Ukraine, Syria and Libya
that arose as a result of the increasing opposition of the great powers, primarily the USA,
Russia and China, and the transition from a unipolar to a multipolar world, i.e. the
establishment of a new world order. For the transition from a unipolar to a multipolar world,
see (Gerginova, 2023).

As a result of the impact of globalization (development of technology, media, the increasing
dominance of multinational companies, etc.), and the loss of clear ideological differences
between the policies of the great powers, in the late twentieth and early twenty-first centuries,
there was a loss of the classic form of "state-state” conflict that prevailed in the twentieth
century. Namely, the formulation of new "controlled" and "measured" conflicts can be
observed as a direct result of the influence of globalization, but also as a result of certain
aspirations towards the center of power and separate elites for the pursuit of own interests.

The concept of hybrid warfare sublimates a combination of conventional, unconventional,
terrorist, criminal, psychological, economic, energy and other instruments for destabilizing the
state.

Forms through which hybrid warfare manifests are (information operations, separatist and
secessionist movements, “colored revolutions"”, institutionalized religious, national and
political extremism, counterterrorism, unconventional warfare, foreign internal defense
(support of other countries in external aggression), stabilization operations, security
transitions, reconstruction, strategic communications, psychological operations, information
operations, civil-military operations, intelligence and counterintelligence operations,
economic and energy sanctions and other general sanctions (in sports, culture, science).
(According to Department of Defense of US Government, Irregular Warfare (IW)-Joint
Operating Concept (JOC), 2007, p. 7.) (Mitrovic, 2017).

Hybrid warfare can be conducted by state or non-state actors, with the non-state actors engaged
being required to have the support of a specific external state entity. In principle, the actors of
implementation can be state or non-state entities, with a very pronounced asymmetric
component, which gives them a flexible and dynamic character in the freedom to achieve the
set goals.

According to certain theories, (Hofman, (2007). hybrid warfare encompasses a whole range of
different models of warfare that are conducted with conventional, unconventional tactics and
engaged forces, including violence and civil unrest, as well as criminal activity.
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The London-based International Institute for Strategic Studies in 2015 gave the following
definition of "hybrid warfare™: "The use of military and non-military instruments in an
integrated campaign to achieve surprise, seize initiative, and gain psychological advantage that
is used in diplomatic actions; large-scale and rapid information, electronic, and cyber
operations; covert and covert military and intelligence activities; combined with economic
pressure" (Giegerich, 2016).

The definition accurately reflects the key differences between hybrid wars and traditional
conflicts. The main role in achieving the goals of war is played by the use of non-military
means, such as psychological and propaganda operations, economic sanctions, embargoes,
criminal activities, terrorist activities, and other subversive activities of a similar nature.

3. UNCONVENTIONAL ACTIONS

In the fight against hybrid threats, content related to unconventional actions takes (plays) an
important role.

Unconventional actions (known as unconventional warfare) include intelligence-subversive,
military, political, economic and other activities that are covertly or openly conducted in an
area that is under the actual control or influence of forces or states whose interests are contrary
to the interests of the force waging a special war (Gocevski, 2002).

The most common synonyms used to define non-intelligence activities are: Covert operations,
secret operations, covert actions, special activities, and unconventional actions.

The next form of hybrid wars are Color Revolutions — in fact, they are realized with the active
participation of the masses in street demonstrations and with political and financial support
from outside. They represent a type of coup, which is mainly realized through nonviolent
resistance to the regime.

The next form of hybrid wars are Color Revolutions — in fact, they are realized with the active
participation of the masses in street demonstrations and with political and financial support
from outside.

3.1. Psychological-propaganda actions

Psychological-propaganda actions - represent planned, systematic and coordinated
undertaking of activities in conditions of peace and war, aimed at exerting influence and
imposing attitudes, opinions, views and understandings on a given target group in a country or
region (the entire population or individual national, ethnic, religious, social groups), with the
intention of causing their behavior and action towards the set strategic goal. In this sense,
psychological-propaganda actions should contribute to preparing the field (of the population
or individual groups) for more efficient execution of non-intelligence actions of a subversive
and revolutionary nature. The terms "psychological operations™ (PSYOP) and "psychological
warfare" (PSYWAR) are used for psychological propaganda actions (Batkovski, 2008).

Psychological-propaganda actions are a set of procedures in the field of spiritual upliftment
activities based on the latest achievements of psychology, the purpose of which is to influence
as much as possible the consciousness, determinations and behaviors of people in the country
against which they are undertaken. These are activities that represent manipulation of man,
individuals, human personality and integrity. Controlling the consciousness of the masses has
always been a goal of power politics and an integral part of all doctrines of special warfare
(Gocevski, 2002 : 42).

Generally speaking, psychological actions among members of the target group should cause:
Abandonment of previous and acceptance of imposed (desired) attitudes, opinions and views;
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Behavior (action), in accordance with imposed attitudes, views and opinions — for example,
disbelief in the existing political system and social values on the one hand and supporting and
assisting the forces of the state that appear as the creator of psychological-propaganda actions,
with offensive (aggressive) goals.

These actions are primarily directed at people as individuals or as groups and at the way in
which people as individuals or as groups are directed propaganda messages to do or not do
certain things. In conditions of the increasing politicization of the masses and their direct and
indirect participation in current socio-political events, the forces carrying out psychological-
propaganda actions have been forced from individual acts of socio-political influence to
comprehensive and mass influences within a country, region, or the entire world.

Psychological-propaganda actions have the following three basic characteristics: Each
procedure is previously studied in detail and the goals, methods and forces for action are
determined; The subjects of these actions undertake skillfully chosen actions (demonstration,
compromising some important figures, etc.), with the implementation of which the desired
psychological-propaganda effects are achieved or expected in the social environments towards
which such actions are directed; Efforts are made in individual actions to fully involve the
means of public information of the country against which the psychological-propaganda
actions are directed.

In theory and practice, psychological propaganda actions manifest themselves through
political, economic, and military pressures.

Political pressures — represent a form of special warfare and are carried out through various
actions of a certain foreign power, which uses its positions, power and influence on the
international stage, and wants to discredit the threatened state, its government, or the political
movement and its political leadership. Within the framework of political pressures, the social
order is most often labeled as undemocratic, anti-people, dictatorial, and the like, for which
speeches by statesmen, statements by responsible individuals, resolutions of various political
organizations, and so on are used. In doing so, efforts are made to win over as many
international political factors as possible. Any resistance should be eliminated.

Economic pressures - manifest themselves through artificially causing and intensifying
internal economic and political crises and disturbances. The change in this form of pressure is
based on the fact that every economic crisis causes disruption in the political life of the country.
The forms of economic pressures are very diverse and can manifest themselves through
various blackmails, unfair competition in the market, increased financial indebtedness,
economic blockades, sudden terminations of various interstate economic agreements, etc. All
of these situations contribute to inflation and a decline in the standard of living of the
population in the country where the economic pressure is being applied. It is often impossible
to distinguish economic pressures from internal economic difficulties.

Military pressures are manifested through the real presence of strong elements of the armed
forces of a foreign state in the immediate vicinity of the state against which special warfare
operations are undertaken. These forces, through maneuvers or exercises on land, sea or in the
air, are lined up and oriented in such a way that, upon appropriate orders, they can threaten the
independence and territorial integrity of a state. Methods of military pressure include: real or
false mobilization of the armed forces, regrouping of the peacetime army, movement of strong
naval units near territorial waters, etc.
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3.2. Subversive acts

Subversive acts are a type of unconventional activities of intelligence services, through which
they quickly, through the use of armed force or through a serious threat of the use of military
force, realize strategic political goals aimed at forcibly changing the structures of power and
threatening the constitutional order of the state - the object of attack.

COUP D'ESTABLISHMENT - A coup d'état is a form of revolutionary action that involves a
violent and unconstitutional change in (the) government "from above", i.e. by members of the
highest structures of state power or the armed forces, in order to change the nominal holders
of executive power or to derogate or invalidate the supreme or highest legal act - the
Constitution - and seize all power. Namely, the leaders of coups are most often heads of state
or supreme armed structures, with the support of the armed forces. Here, the support that the
armed forces provide to the leaders of the coup is significant, regardless of whether they are
used (action) or not (Batkovski, 2008).

COUP - A coup is a coup that involves the violent removal of legally elected holders of power
by members, most often of the armed and security-intelligence structures.

This violent coup is often preceded by intelligence activity in the field of creating and inciting
crisis situations in the state — the object of attack, thus creating a favorable political climate for
undertaking the coup, in this case, the coup.

3.3. Colored revolutions

Color revolutions are an element of hybrid wars — in fact, they represent a type of coup, which
is mainly realized through non-violent resistance to the regime, with active participation of the
masses in street demonstrations, with political and financial support from outside (Milenkovic,
Mitrovic, 2019).

Color revolutions are essentially special operations of hybrid warfare aimed at carrying out a
coup d'état, and are carried out using political, informational, communicational, sabotage-
terrorist, and moral-psychological methods of influence in gross violation of international law.

According to Igor N. Panarin, color revolutions are essentially special operations of hybrid
warfare aimed at carrying out a coup d'état, which are carried out using political, informational,
communicational, sabotage-terrorist, and moral-psychological methods of influence in gross
violation of international law (Panarin, 2019 : 325).

The goals of such illegal activities can be the complete or partial disintegration of the state, a
qualitative change in its internal or foreign policy, the replacement of the state leadership with
loyal regimes, the establishment of external control over the state, its criminalization and
subordination to the dictates of other states or transnational corporations (Panarin, 2019 : 325).
This type of revolution occurs in the following way — first, non-governmental organizations
and intelligence services in certain countries form political and civil associations and
strengthen them to the point where they become strong enough to oppose the legal government.
(See: http:www.ceopom-istina.rs/politika-i-drustvo/hibridni-rat-tehnological-protiv-obojenih-
revolutsija/?lang=lat ).

Of course, if color revolutions fail, there is a next stage in which certain members of such
revolutions become rebels or terrorists and armed intervention begins against such groups.

"An integral part of the modern way of warfare are the so-called color revolutions and
cyberattacks," the Chief of the General Staff of the Russian Armed Forces, Valery Gerasimov,
told the respected newspaper Kommersant. "Color revolutions in the Ministry of Defense of
the Russian Federation are equated with a coup d'état and represent one of the forms of hybrid
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warfare, and a simple military response to such threats is impossible,” Gerasimov stressed
(See:  http:www.ceas-serbia.org/sr/prenosimo/4615-generalstab-os-rusije-svrstao-obojene-
revolucije-u-hibridni-rat ).

According to their characteristics, it can be said that color revolutions are a kind of "hybrid",
that is, a combination of a coup d'état and a classic revolution. Just like a coup d'état, there is
a change in the holder of supreme power, without broader social changes (without changing
the state structure and economic and political system), with a certain role of the national army
and other security bodies, as well as with support from an external factor (Milenkovic,
Mitrovic, 2019).

The similarity with classical revolutions, apart from the name, is also represented by the
significant role of the masses in realizing this type of coup. The name "revolution" is used
because it arouses positive feelings and expectations of progressive change.

For the success of the "colored revolutions"”, the ability of the main actors of the coup, the
inspirers and organizers - to place certain messages and information in the public, so that they
can easily reach as many citizens as possible, ideologically and not just technically, is also
very important. Colored revolutions do not represent a spontaneous gathering of citizens, but
rather a well-thought-out and planned campaign with clear and well-targeted messages
(Milenkovic, Mitrovic, 2019).

As in other types of coups, many actors in color revolutions, primarily the protesters in the
streets, are not fully aware of their true role in the events that unfold. Without taking all this
into account, they are used as evidence of mass anti-government sentiment, and if necessary,
in the event of intervention by government security forces, they can also serve as a living wall
and protection for the true bearers and leaders of the movement (Korybko, 2015 : 35).

The factors on which the success of color revolutions depends can be divided into external and
internal. External factors are proportionally equal to the interests and power of the great powers
operating in a given space, while internal factors are perceived through the social power of the
state, primarily the economic and political power of the state in which the color revolution
takes place (Janev, 2021 : 114).

Internal factors are defined as: weakness and small number of forces of the central government;
corruption; pronounced economic inequality and tensions; interethnic and interreligious
conflicts within the country; absence of vision for the future (especially pronounced among
young people).

How often these so-called color revolutions occur can be seen from the claim of American
journalist and publicist Wayne Madsen, who claims that as many as 64 color revolutions have
been organized by the United States alone.

Such examples are: the "Rose" Revolution in Georgia, the "Orange Revolution" in Ukraine,
the Lebanese "Cedar" Revolution, the "Olive Revolution™ in Palestine, the "Tulip Revolution”
in Kyrgyzstan, and the list also includes coups in Yugoslavia, Kuwait, Burma, Tibet, Iran,
Egypt, Tunisia, Syria and other countries, and similar revolutions were also predicted in
Moldova, Mongolia, Uzbekistan, Ecuador, Bolivia and Belarus.

4. CONCLUSION

Every nation-state is exposed to forms of hybrid warfare that contain elements of
unconventional actions aimed at exploiting vulnerabilities, weakening national values such as
sovereignty, independence, and territorial integrity, undermining democratic values and
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freedoms, destabilizing state institutions, and damaging the reputations and influence of
nation-states.

Today we are faced with activities that lead to the destabilization of the state or the overthrow
of the government, establishing a new, changed situation that disrupts the established balance
of power in international relations for the realization of their interests.

Hybrid warfare involves psychological warfare that aims to achieve or create discord in the
personality of the individual, in interpersonal relationships and group dynamics, institutional
relationships, systems, state and other social institutions.

Modern conflicts are resolved by the use of military means — but to achieve success, it is
necessary to engage all national capacities: diplomatic, informational, military and economic.

It must be pointed out that the main role in achieving the goals of war is played by non-military
means, such as psychological, information and propaganda operations, economic pressures,
sanctions, the use of organized crime, terrorism and other forms of subversive activity. Hence,
it can be concluded that the adjective "hybrid" combines the use of conventional and
unconventional methods.

In modern warfare, which includes the term hybrid warfare, the goal is to exploit all of the
enemy's vulnerabilities to the fullest, rather than physically destroying his armed forces.

It can be said that the forms of subversion and political violence reflected in violent regime
change are a significant content of hybrid action. The diversity and flexibility in the application
of hybrid warfare indicates the need for constant monitoring and study of this type of action in
order for the state to develop the ability to early recognize and quickly find an appropriate
response to non-military hybrid threats. It is clear that richer countries have an advantage.
Weaker countries need to demonstrate institutional readiness - this means bringing all state
and social capacities to bear for a proper and timely response.

We can conclude that "color revolutions" are hybrid in nature. They are a very effective
instrument for achieving the projected goals of hybrid warfare. This contributes to their being
more likely to be implemented compared to other forms of unrest.

The complexity of "color revolutions™, their efficiency, cost-effectiveness, complexity, and
inherent hybridist indicate that they are undoubtedly an important element of hybrid warfare.

Because of the reduced role of violence, “color revolutions” are sometimes called “nonviolent
revolutions.”

However, we cannot speak of a complete absence of violence because the government is
changed illegally, not through institutions and prescribed procedures, but through street
demonstrations. Protesters often use rhetoric and symbols that, in the event that the
government does not agree to "go voluntarily,” call for the use of force - the fact is that the
threat of force itself is violence.

Although they are also called "nonviolent revolutions,” "color revolutions” really represent a
type of violent regime change. Since "color revolutions" emphasize the importance of the
masses as one of the dominant actors, they essentially boil down to a measure of social
dominance. The success of color revolutions does not depend on whether the majority of the
population in a country or city actively supports the idea of a "color revolution", but rather on
the inspirers and organizers of mass protests gathering enough people whose messages and
activities pose a security challenge to the government. Social dominance is achieved at the
moment when this "critical mass", which emerges to change the current regime, provokes an
inadequate and "chaotic" reaction from the authorities.
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The main actors - the inspirers and organizers, place certain messages and information to the
public. They, ideologically and technically, can easily reach as many citizens as possible,
which is extremely important for "colored revolutions”. All the knowledge and skills of
propaganda and public relations, supported by the Internet and modern communication, are
used to create and manage information.

The foreign factor is often the inspirer and organizer of the entire action. Support from a
foreign factor is significant for the success of this type of coup. Therefore, anti-government
ideas and slogans must appear authentic and "domestic" as a product of internal dissatisfaction
and the difficult situation in the country. It can be assumed that certain interest groups or
foreign countries can raise a specific issue in the focus of public opinion in countries that are
objects of hybrid action, especially those related to the “democratization of society.” In this
way, they manage public opinion according to their interests, misleading the group that is the
object of action by manipulating their attitudes and interests.

Today, the internet, social networks, and modern electronic devices are used to mobilize
today's masses. Mass communication based on modern technologies is particularly suitable for
managing public opinion as the broadest generator of group motivation.
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1. INTRODUCTION

The concepts of artificial intelligence - Al were established in the middle of the 20th century,
but they began to be significantly applied in recent times when the progress of technology
made it possible (Al Tutorial, 2015) (Baum, 2023). The term itself was firstly used by John
McCarthy (Carnegie Melon University) in 1956, although neural networks and robotics began
to be used during World War 1I. In the following decades, various fields of artificial
intelligence such as expert systems, natural language understanding, autonomous vehicles,
computer vision, many intelligent Internet applications, etc. have been developed.

From the multitude of definitions of Al, we single out the widely accepted definition offered
by the independent expert group of the European Commission in the report on defining Al
(EC, 2018), which was also accepted in the Strategy for the Development of artificial
intelligence in the Republic of Serbia for the period 2020-2025. (OGRS 2019): "Atrtificial
Intelligence (Al) refers to systems that exhibit reasonable, intelligent behavior based on
analysis of their environment and make decisions - with a degree of autonomy - to achieve
specific goals. Al-based systems can be based solely on software and operate in the virtual
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world (for example, virtual assistants, photo analysis software, Internet browsers, speech and
face recognition systems) or they can be embedded in devices - hardware (for example,
advanced robots, autonomous vehicles, drones and the like).”

The similar definition is given within the standard ISO/IEC 22989 (ISO/IEC, 2022) that
systematizes the terminology and concepts of artificial intelligence. A total of 117 terms
grouped in 7 areas were defined. As per definition 3.1.4, artificial intelligence (Al) system is
defined as "an engineering system that generates outputs such as content, forecasts,
recommendations or decisions for a given set of human-defined goals". The notes to the
definition state that "an engineering system can use various procedures related to Al to develop
a model to represent data, knowledge, processes, etc. that can be used in the execution of tasks
and that “Al systems are designed to work with different levels of automation”.

Figure 1 shows the essence of the functioning of the Al system through the "paradigm of the
agent". Al agent is defined, as per definition 3.1.1 (ISO/IEC, 2022) as "an automatic entity
that senses and responds to its environment and takes action to achieve its goals”. As can be
seen from the figure, the agent monitors the environment through sensors, and acts on it
through actuators, in accordance with the achievement of its goals. The agent in a certain way
simulates human intelligence and behavior.

Artificial intelligence technologies are increasingly being applied in various fields. This, on
the one hand, brings many advantages in facilitating activities in both professional and
personal life, but, on the other hand, it also brings with it many challenges, the most significant
of which are those related to the security segment. The paper discusses some of the areas in
which this is most pronounced - information security with a special focus on the protection of
personal data, the safety of people in production with difficult working conditions, the safety
of people in specific areas related to war operations (drones, demining of terrain) etc. The
safety aspects in the field of autonomous vehicles, which are expected to be implemented in
the next decades, were especially discussed.

m

agent environment

w

Figure 1. The Agent paradigm
Source: ISO/IEC 22989:2022

2. INFORMATION SECURITY AND PERSONAL DATA PROTECTION

Because of increased digitalization in many areas of human life we are faced with the very
sensitive problem of information protection, i.e. preservation of its three basic properties
(Rakovic, 2017), first of all, confidentiality, i.e. that it is not at the disposal of those who have
no right to it, its integrity, i.e. that the information remains complete and unchanged and its
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availability, i.e. that the information is available to those who have the right to it when they
need it in a process of decision making.

With appearance of artificial intelligence, this already existing complex problem is further
aggravated, because the conditions for preserving information security are even more difficult.
Large number of intelligent electronic devices (IEDs) are distributed all over the world and
connected to Internet. This technology is known as the Internet of ThinggloT). It is expected
(Domazet, 2024) the number of 10T devices to overwhelm 25 billion by 2030. It can be said
that security remains a top priority when it comes to artificial intelligence, as any form of
malicious attacks can lead to very large consequences. For these reasons, it is necessary to
implement a series of security measures (of an organizational and/or technological nature) in
order to limit the potential negative effects of Al.

Personal data protection can be treated as a part of information security, but the sensitivity of
people to the disclosure of any information about the sphere that they would like to keep to
themselves or within their closest community gives it a special dimension (Rakovic, 2023). In
the European data protection regulation EU/2016/679, (EU, 2016) known as GDPR (General
Data Protection Regulatignas well as in the Personal Data Protection Act of the Republic of
Serbia (OGRS, 2018), which is based on it, it is explicitly defined, Article 22, that “the data
subjects have rights not to be the subject of decisions based on automatic processing, including
profiling”, therefore without human participation. Unfortunately, it has been observed
(Domazet, 2024) that many consumer products (irons, kettles, TV sets) contain built-in Wi-Fi
cards that send information about user activities that can be misused in various ways. This
imposes the need to adopt regulations at the world and/or European level that would prescribe
the use of 10T devices in a way that protects the safety of their users.

Training of Al models requires large amounts of data, some of which include personally
identifiable information (PI1). Even without artificial intelligence, there is no currently insight
how personal data is collected, processed and stored, raising concerns about who can access
your data and how it can be used. The advent of Al only exacerbates this problem. In this
sense, the question of the application of video surveillance i.e. application of CCTV (Closed
Circuit Television is interesting (Bubanja, 2024). On the one hand, the existence of video
surveillance contributes to the reduction of potential criminal acts because it discourages the
perpetrators to some extent and creates a sense of security among people in public spaces.
Experiences show that in one period this led to a reduction of drug-related crimes by 20% and
crimes against property by 14%. In practice, one part of the criminal works was simply moved
to areas not covered by the cameras. These technologies are especially widespread in world
metropolises such as New York City, London, Beijing, Shanghai etc. But, application of
advanced Al technologies including facial recognition, behavior analysis and emotion
detection open debates (Bubanja, 2024) on proportionality, necessity and the balance between
security imperatives and civil liberties. Also, some ethical concerns arise regarding how this
data is collected, stored, processed, accessed and secured and how ethical responsibilities of
surveillance operators and policymakers are regulated. It is clear that, in spite of the fact that
there are institutions dealing with the safety of citizens, people are still concerned about the
misuse of these opportunities in public spaces as violating the individual's right to privacy.
There is knowledge that in some countries the implementation of surveillance systems, in
addition to crime suppression, is oriented towards social control and monitoring of political
dissidents.
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3. OCCUPATION, HEALTH AND SAFETY IN PRODUCTION
ENVIRONMENT

The production process is a very interesting area from the point of view of applying Al, given
that it contains many tasks of a routine nature that make sense to leave to machines, in order
to free people to perform more creative tasks. Today, production processes are mostly highly
automated, and the role of people is to define process parameters, monitor work and intervene
if necessary. It is clear that monotonous jobs can adversely affect people's mental health, so
the process of automation is additionally beneficial because it frees them from this danger.

The emergence of Al has led to a significant number of people fearing that they will be
replaced by a machine and that they will lose their jobs. However, there are parts of the
production process in which not only this fear does not exist, but the replacement of people is
desirable, and these are plants with difficult working conditions (high temperature, high
humidity, fire and/or explosion hazards). In such conditions, the application of Al is most
directly related to reducing the harmful impact on people's health and increasing the protection
of their lives.

4. SECURITY AND SAFETY IN MILITARY CONDITIONS

Rapid technological advancements transform all areas of our life, including the nature of
modern warfare. Artificial Intelligence have a significant role in reshaping of OODA (Observe,
Orient, Decide and Agtloops, concept developed by John Boyd, US Air Force colonel in
1995, as a framework for making decision in highly changeable environment. Traditional
decision-making based on personal experience is no longer sufficient for military commanders,
it is replaced by collective wisdom and the use of scientific methods, models and operational
research results. The application of Al for military purposes is divided into three main areas
(Miljkovic et all, 2023): Enabling weapons and military equipment to operate without human
supervision; Processing and interpretation of large amounts of data, which aids in intelligence
work, combat environment and reconnaissance, defining military strategy, and making
strategic decisions; A military systems in executing commands and observations
independently during combat situations.

Of course, there are some limitations and challenges associated with Al in military use,
especially in the area of strategic decision-making process (Miljkovic et all, 2023) (Pukic et
all, 2024). Rapid assessment and decision-making could have very negative impact in crisis
situations, especially in conjunction with nuclear and missile weapons. It means that ethical
and political circumstances dictate that decision-making should remain in the hands of
humans. It means that Al should not be seen as a replacement but rather as a supplement to
existing human strategy.

From the aspect of security, we will single out two areas of Al application that are common in
modern warfare and are oriented towards the application of technologies to save people's lives.
One area is unmanned aerial vehicles and the other area is demining.

Modern combat operations are characterized by frequent use of unmanned aerial vehicles

(UAVs), popularly called “drones” (Radovanovic et all, 2022). These vehicles integrated into

the C4IRS (Command, Control, Communications, Computers C4, Intelligence,
Reconnaissance and SurveillarckRS) help to establish real-time image from the battlefield,

to protect and monitor the land security zone, to run counter-terrorist operation, to support

units’ activities etc. UAVSs are classified into four categories, with weight from 1-20 kg, flight

attitude form 50-300 m and range from 500 to 2500 m.
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The current war conflicts in Ukraine, the Gaza Strip and Iran illustrate the large-scale use of
drones in attacking the desired targets. Figure 2 shows one of the latest aircraft of this type
which can stay active for 30 hours and cover an area of 100,000 km?. The main advantage of
these UAVs is that they are unmanned, and save people's lives, of course on the side that uses
the drones.

Various war conflicts on a territory result in a large number of explosive remnants of war
(ERW) or unexploded ordnance (UXO) within the ground (Milicevic et all, 2022). Landmines
are typically buried underground, and it is very difficult to detect them visually. Also, many
modern landmines have reduced metal content or are completely non-metallic and application
od metal detectors is nor effective. Finding and safely removing these mine assets is a time-
consuming, expensive and very dangerous job. In these circumstances, the support of
technology is valuable, in order to endanger human lives as little as possible, especially people
who work as deminers.

Rolls-Royce F137-RR-100
TypSOBEHTUNATOPCKN
mMotop cHare 34 kN

Figure 2. UAL RQ-4 Global Hawk
Source: Defense, no 224, March 2023, Paitac Appendix
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One of the forms is the use of robots for demining, which prevents injuries or deaths of
deminers. Figure 3 shows an example of one of the tools being developed in Serbia for these
purposes. It is the first Serbian Military Robot in experimental phase, remotely controlled
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wheeled vehicle with a robotic arm for special purposes - marking, disabling and removing
suspicious objects suspected of containing mines and explosive devices as well as improvised
explosive devices. Another form is the use of machine learning algorithms that help to form a
database of mine assets with their characteristics and places of use in order to facilitate the
process of detection and removal (Blagojevic et all, 2023).

5. SECURITY IN AUTONOMOUS VEHICLES

Autonomous vehicles (AV), i.e. vehicles without the active participation of a human as a
driver, were, until recently, in the realm of science fiction. The development of modern
technologies, and especially artificial intelligence, has contributed to this no longer being the
case. Many global car manufacturers are working intensively on developing solutions that, day
by day, increase the level of vehicle automation, from basic driver assistance (e.g., when
parking), through the levels of partial, conditional, high, and full automation - autonomy. This
process will, in the not-so-distant future, lead to the application of fully autonomous vehicles.

The concepts of automation and autonomy are defined in the ISO/IEC 22989 standard
(ISO/IEC, 2022). Automationdefinition 3.1.7, is a characteristic of a process or system that,
under certain circumstances, functions without human intervention, and autonomygefinition
3.1.5, represents a characteristic of a system that is capable of modifying its intended
application domain or goal without external intervention, control, or supervision. It can be
concluded that autonomy is the highest level of automation.

In practice, the classification of autonomous vehicles established by the Society of Automotive
Engineers (SAE) (SAE, 2025) has prevailed, ranking them from level 0 (no automation) to
level 5 (full automation), which corresponds to autonomy. Levels 0-2 are pre-dominantly
oriented to driver assistance, and levels 3-5 represent a significant step forward in automation
towards full autonomy, with a significant reduction in human involvement.

Related to AV terminology, the most important Al technology is computer visionthat
represents, definition 3.7.1 (ISO/IEC, 2022), “ability of a functional unit to collect, process
and interpret data representing images or video, which involves the use of appropriate
sensors”. The process of implementing Al in autonomous vehicles essentially involves a
number of steps (Ghulaxe 2024):

9 Step 1: Data collection. The collection of a large amount of data from on-board sensors
and other sources.

9 Step 2: Data processing. The “raw” data collected from the sensors are processed using Al
algorithms. It includes fusing of data from different sensors to form a meaningful picture of
the vehicle’s environment, eliminating noise and errors through filtering, and performing
sensor calibration to ensure accurate and consistent measurements.

9 Step 3: Perception. Represents the process by which an autonomous vehicle interprets
processed data obtained from sensors to understand its environment. This includes object
detection (road users and non-structural obstacles), image segmentation (differentiating
between roads, pedestrian/bicycle paths, buildings, etc.), lane detection (with markings and
other elements of road geometry), and precise vehicle location on the map.

9 Step 4: Modeling the environment. After step 3, the Al algorithm forms a detailed model
of the environment that includes object tracking and predicting their movement, map
integration (to accurately determine the vehicle's position), and recognition of traffic lights and
traffic signals (to comply with traffic rules and regulations).
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9 Step 5: Decision Making. This step is a critical one, as the Al system makes real-time
decisions based on the environment model, which relate to path planning (taking into account
the vehicle's position, the movement of other vehicles and road users, objects on the road, etc.),
behavior planning (how the vehicle will behave in different situations, such as respecting the
right of way, changing lanes or merging into traffic) as well as maneuvering in emergency
situations (unexpected events or obstacles, to implement braking or turning).

9 Step 6: Control. The control algorithm translates the decisions made into precise
commands for the actuators (“executive organs”) in the vehicle, including algorithms for
steering (the angle of the steering wheel that allows for the planned path), acceleration and
braking (throttle and brake control), and sensor and actuator integration (so that the actuators
respond accurately and safely to the commands).

9 Step 7: Monitoring and Feedback. Throughout the autonomous driving process, the vehicle
continuously monitors its environment and checks for deviations from the planned path. The
Al system uses feedback from sensors to make adjustments to its steering and decision-
making.

9 Step 8: Redundancy and safety. When it comes to autonomous vehicles, safety is the most
important. In this regard, the system implements multiple levels of redundancy, manifested in
duplicate sensors, data processing units, and safety mechanisms that play a role in ensuring
that the vehicle can safely overcome unexpected situations or system failures.

The key data sources on the vehicle are, Figure 4 (AV, 2025):

LIDAR
GPS =

Camera

Ultrasonic
sensors

DSRC INS Infrared sensors

Figure 4. Al technologies in vehicles
Source: Author, as per (AV, 2025)

1 GPS (Global Positioning Systenprovides information about the vehicle’s position and
helps with navigation. Its accuracy is lower than other sensors, at around 1m.

1 LIDAR (Light Detection andRanging system by emitting laser beams and reflecting them
off obstacles, forms a 3D map of the vehicle’s surroundings, including the distances to nearby
objects.
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9 High-resolution camerascollect visual information such as lane markings, traffic lights,
pedestrian crossings, cyclists/motorcyclists and other vehicles.

1 RADAR (Radio Detecting and Rangihgensors use radio waves to detect objects and their
speeds, which provides very important information, especially in conditions of reduced
visibility.

1 Infrared sensorsollect visual information such as lane markings, traffic lights, pedestrian
crossings, cyclists/motorcyclists and other vehicles in low-visibility conditions.

1 Ultrasonic sensis are used to detect nearby objects, helping with parking or maneuvering
the vehicle.

1 INS (Inertial Navigation Systejnin combination with GPS, improves the accuracy of
determining the wvehicle's position, orientation and speed. It uses gyroscopes and
accelerometers.

1 Prebuilt mapsre used for navigation, in cooperation with GPS and INS, with restrictions
on roads and surfaces on which it is possible to drive.

1 DSRC (Dedicated ShofRange Communicatipnenables communication with other
vehicles (Vehicle-to-Vehicle, V2V) and road infrastructure (Vehicle-to-Infrastructure, V21),
providing information about road conditions, congestion, collisions, as well as ensuring
communication between a group of vehicles traveling together.

Based on steps 1-8, it is clear that AVs rely heavily on machine learning algorithms to process
and interpret sensor data. The following Al technologies are used:

1 Deep learningprimarily in object recognition and path planning.

1 Computer visionwhich analyzes camera images and videos, allowing the vehicle to
recognize objects, lanes, and road markings

9 Sensor Fusionbecause the Al algorithm combines data from various sensors to create a
comprehensive understanding of the environment in which the vehicle is located

1 Machine Perceptionbecause Al systems understand and interpret data from sensors to
form the basis for decision-making.

So far, most autonomous vehicles are at levels 2 or 3, meaning they require some supervision
and intervention from a human. Of course, level 5, which would mean that the vehicle can
operate without human intervention in all conditions, remains a long-term goal.

Traffic is a very complex system, because its safe operation depends on many factors.
Nowadays, the human factor is certainly at the forefront, which, according to all statistics, is
the cause of more than 90% of traffic accidents, followed by weather conditions, vehicles and
their condition, the number of vehicles and the organization of traffic (especially in large
cities), road quality, traffic signals, traffic regulations, etc. There is no doubt that Al systems,
as an essential component of AVs, help to the greatest extent in the human factor segment,
which is practically the only subjective component of traffic. A person as a traffic participant
can be tired, its moods can fluctuate in a wide range, he/she can have problems with vision or
reaction speed, ability to drive decreases in difficult conditions (reduced visibility due to
darkness, fog or heavy rainfall, slippery road surfaces, etc.), may be under the influence of
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alcohol and psychoactive substances, etc. Al systems overcome all these situations better, they
are useful for easier navigation in an unfamiliar environment, when you need to determine
which route to take (avoiding traffic jams), when you need to park, etc.

In summary, the advantages of applying Al in autonomous vehicles are as follows (Rakovic,
2025):

1 Increased traffic safetdue to reduced accidents caused by human error. The greatest
contribution to safety is made by Al technologies connected to sensors and environmental
perception, because of collision avoidance, lane departure warning, and detection of traffic
signs and other traffic signals.

1 Improving traffic flow through optimization of traffic routes to avoid traffic congestion.

1 Increasing accessibility and mobiljtsspecially for people who are unable to drive (young
people, due to legal restrictions, older people and the disabled, due to limitations in their
physical ability to drive).

9 Productivity and conveniencas the passenger can use the travel time in a more productive
way, given that he/she is not engaged in driving the vehicle.

1 Economic effectthrough increased employment in the automotive sector, especially for
Al and control systems engineers.

1 Reduced fuel consumption and reduced emissions of Greenhouse GasseswdtiG)
contributes to reducing air pollution.

When it comes to the challenges of applying Al in autonomous vehicles and autonomous
vehicles themselves, they can be systematized into the following areas (Rakovic, 2025):

1 Technical obstaclesor autonomous vehicles to operate successfully in a highly variable
environment, it is necessary to solve technical problems related to sensor accuracy and reliable
communication between vehicles and between vehicles and infrastructure, in order to avoid
traffic accidents, it is necessary to develop algorithms for the different situations in which a
vehicle may find itself, especially in terms of the necessity of making decisions in a period that
is sometimes measured in fractions of a second.

9 Public acceptance and trusthrough various forms of informing and educating people, it
is necessary to ensure that they gain confidence that autonomous vehicle technologies are safe
and reliable, which is especially important in the case of their widespread application in public
transport.

1 Safety and liability It has already been mentioned that the key issue with autonomous
vehicles is driving safety. Unfortunately, incidents — traffic accidents are an unavoidable
element in traffic. In this regard, the question of liability for incidents involving an autonomous
vehicle also arises, especially for the consequences that arise from it (material damage, injuries
or fatalities). Insurance companies are a significant participant in this, so it is necessary to find
appropriate solutions in this segment as well.

1 Ethical and moral issuegutonomous vehicles may face situations where accidents cannot
be avoided, so ethical decisions need to be made, e.g. whether vehicle passengers or
pedestrians have priority in safety, etc. Algorithms must provide that in all situations, the
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priority is primarily the preservation of human lives, while material damage to vehicles or
infrastructure must be secondary.

9 CybersecurityCyberattacks can threaten the functionality and security of a vehicle and its
environment. For example, hacking into a system and taking control of a vehicle can have very
serious consequences, and a particular danger in such situations is the possibility of using these
vehicles as weapons in a terrorist attack.

1 Infrastructure and connectivityFor autonomous vehicles to function successfully, they
require advanced infrastructure, such as smart traffic lights and roadside equipment that
enables precise detection of traffic lanes and road boundaries. In addition, good connectivity
and high-speed communication with other vehicles (Vehicleto-Vehicle- VV2V) and with infra-
structure (Vehicleto-Infrastructure— V2I) are also essential.

1 Regulatory frameworKT he use of autonomous vehicles requires that all relevant issues be
regulated by laws and other regulations. In many areas, there are significant differences in the
legislation of different countries, and regulatory harmonization is necessary here to reduce the
differences to the smallest possible extent, especially in the case of the use of autonomous
vehicles on international roads.

9 Cost and availability The cost of autonomous vehicles is high. Therefore, these vehicles
are not easily available and this may be an obstacle to wider use. In this sense, there will
inevitably be a change in approach, where ownership will gradually decrease in favor of
sharing vehicles as a resource.

1 Impact on employmenfutonomous vehicles may have a negative impact on employment
in the transport sector, in terms of reducing the need for drivers. This of course requires
retraining of personnel, which can be problematic, especially in the transition period.

It should be emphasized that there is a difference in the functioning of autonomous passenger
vehicles and freight vehicles - trucks. Autonomous passenger vehicles are generally used more
in urban areas and are oriented towards creating conditions for passenger safety and travel
comfort. On the other hand, autonomous cargo vehicles are more oriented towards non-urban
driving, the safety of the cargo carried is in the foreground (e.g. adequate conditions for
transporting food), and the task of the algorithms is to optimize the route between the starting
point and the destination and minimize fuel consumption, which is related to the weight of the
cargo.

6. CONCLUSION

The application of Al in various fields has many benefits, but it brings with it challenges that
need to be solved. The paper discusses security aspects related to application of Al. It was
included the most important areas, as per author opinion - information security with a special
focus on the protection of personal data, the safety of people in production with difficult
working conditions, the safety of people in specific areas related to war operations (drones,
demining of terrain) as well as security and safety aspects in the field of autonomous vehicles.
It is quite certain that in the coming years and decades, Al systems will be used more and more
in various fields, which means that issues related to the security of both information and the
system in which these systems are used must be solved. From this point of view, each field of
application has its own specificities that must be taken into account in order to realize the
benefits of applying the Al system and remove, or at least mitigate, the negative effects.
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Abstract: The military decisiormaking process is a set of mental and visual activities
of an individual and/or a team that leads to optimal solutions to problems, that is,
optimal decisions on the engagement of military forces in a specific situation. The
military decisionmaking process itself is carried out using several strictly determined
algorithms depending on the level of military organization at which the decision is
made.War games are one of the tools within standard operating procedures, as an
algorithm Pr the military decisiormaking process. The paper presents the results of
research related to the experience of applying war games in the military decision
making process in foreign armed forces (The United States of America, The United
Kingdom and Canadaand the Serbian Armed ForceBor the purposes of the
research, the content analysis method was primarily used. The results obtained during
the implementation of the research represent the basis for further research into this
issue.

Key words: war gamesmilitary decisionmaking procesexperiences.

1. INTRODUCTION

The conduct of modern combat operations is primarily characterized by high casualties,
integration and joining forces, and the increasingly prominent use of technology, especially in
the domain of robotics and artificial intelligence. In addition to the above, modern combat
operations are conducted in multiple dimensions - land, air, water, space and cyberspace,
including the dimensions of the operational environment, which determine responses
according to the content of combat and non-combat operations.

The above characteristics of combat operations require the development of plans that should
enable a high level of coordination of forces and respond to all capabilities and variants of
enemy use. In order for the plan to respond to the above content, the military decision-making
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process through a predefined algorithm — operational planning, i.e. standard operating
procedures as a tool, it is necessary to analyze all variants of the use of forces (own and enemy),
which is achieved through war games, which enable the optimization of military decision-
making (Kovacevic, Karavidic & Blagovcanin, 2025, p. 281).

The paper discusses the experiences of foreign armed forces The United States of America —
United States Armed Forces (USAF), The United Kingdom — British Armed Forces (BAF)
and Canada — The Canadian Forces (CF), and the Serbian Armed Forces (SAF) in the use of
war games as a simulation tool within the operational planning process. In particular, they are
limited at the operational-tactical level of military organization. The foreign armed forces
analyzed in the paper were selected because they are considered the progenitors of war games
in the military decision-making process, but at the same time as the armed forces that have
made the most progress in developing war games (Matkovic, 2003, p. 137).

For the purposes of this paper, research was conducted with the aim of finding an answer to
the research question " Are there any experiences in the application of war games in the military
decision-making process at the operational-tactical level of the organization?". The research
question is also the subject of the research in the paper. The research results were obtained by
simultaneously applying several scientific methods with an emphasis on the application of the
content analysis method. The paper consists of three parts, the first part presents the research
procedure, the second part presents conducting content analyses of documents, and the third
part shows research results.

2. RESEARCH METHOD - PROBLEM APPROACH

The research method applied in the paper is content analysis method, but it was also necessary
to apply several other scientific methods (analysis and synthesis and induction and deduction)
in the research process. The goal of applying the content analysis method is to determine the
views on the subject of the research paper, as well as to summarize existing information on the
subject of the research, while at the same time avoiding conducting content analysis of the
analysis documents according to the expectations of the researcher (Rietjens, 2006, pp. 8-9).
The research approach used in the paper includes three phases: (1) research planning, (2)
research implementation, and (3) reporting the results of the document content analysis. The
following sections elaborate on the aforementioned phases of the systematic literature review
process.

2.1. Measurements and research procedures - Planning the content analysis of
documents

In order to realize the planning of document content analysis, a research protocol was defined,
which contains the following elements: research objective; the research question that will be
answered by analyzing the content of the documents; criteria for selecting documents, which
include defining criteria for including or excluding documents from the analysis — defining the
document base; defining terms for content analysis of selected documents; data extraction and
synthesis of extracted data (Drobysz & Sherman, 2020, p. 385).

The aim of the research is to conduct a content analysis method of documents related to war
games (in foreign armed forces and the SAF) as a simulation tool in the operational planning
process, in order to determine experiences in the application of war games.

Defining criteria for including or excluding documentfrom the analysis — defining the
document database refers to defining search terms and determining the search sources, i.e.
electronic databases, in order to include only material that is relevant to the research question.
The key terms used in the search were: "military decision-making process/operational
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planning” and "operational-tactical level”. For the systematic review of the literature, the
following electronic services were used: Ministry of Defense of the Republic of Serbia/Official
Military Gazette (www.mod.gov.rs/cir/4351/sluzbeni-vojni-list-4351/) and EBSCO
Information Services (www.ebscohost.com). The search included all documents whose
content was available on the listed services. Then, the criteria for inclusion and exclusion of
documents from the preliminarily defined document database were defined.

Inclusion criteria material that meets the defined search key words in its content and the
search for material is limited to the time dimension from 01. 01. 2020. to 01. 06. 2025.
Exclusion criteria material that is not available in the full reading version and material that
focuses on war games, but is without an application experience in use in the military decision-
making process. By applying the criteria for inclusion and exclusion of documents, a
secondary database of documewts generated. When defining the above criteria, the goal
is to find out whether there is a connection between the terms "application experience™" and
"war games", which have also become terms for analyzing the content of the secondary
database. Also, the determinant of defining the criteria was the relevance of the analyzed
documents.

"The process of data extraction involved multiple reading of documents and identification of
information that is essential for answering the research question. The synthesis of the extracted
data involved collecting, linking, comparing and summarizing the results of the included
content from the secondary defined document base.” (Kovacevic, Karavidic & Babic, 2024, p.
165).

2.2. Results - Conducting content analysis of documents

The first step in the content analysis phase is to search for material using defined key words
within electronic databases, individually for the armed forces. The total number of documents
for all available electronic databases based on the defined search keywords for the USAF was
58, for the BAF was 61, for the CF was 45, and for the SAF was 11. "After potentially relevant
material was collected, its relevance was assessed, based on the application of criteria for
inclusion or exclusion of material from further analysis." (Kovacevic, Karavidic & Babic,
2024, p. 166). By applying the defined inclusion criteria in the analysis, the total number of
documents for the USAF was 39, for the BAF 44, for the CF was 29, and for the SAF was 5,
while after applying the exclusion criteria, 31 documents remained for USAF, 38 for BAF, 21
for CF, and 4 for the Serbian Armed Forces. In order to facilitate the content analysis process,
a special instrument was constructed — a content analysis sheet, which is presented in Table 1.

Accordingly, a secondary database of documents was formed, which can be divided into three
parts according to the method of creation of the documents, i.e. according to the bearers of the
creation of the documents that make up the database: (1) regulations; (2) analyses and
instructions; and (3) journal articles.

"Further analysis of the content of the secondary database of documents was carried out
through data extraction, that is, through multiple reading of the documents of the secondary
database and identification of information about the documents that provide an answer to the
research question. After the process of extracting data using the methods of analysis and
synthesis, definition and classification and induction and deduction, a synthesis of the
extracted information was carried out and the results of the research were arrived at, that is,
the answer to the research question." (Kovacevic, Karavidic & Babic, 2024, p. 166).
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Table 1: Content analysis sheet

Units of Content Analysis Total units Of. content
analysis
military
Research| Data | decision- operational-
Question | Sources gr‘g'c‘é';g/ tactical g;"r‘;’]‘gs 25’(';232222 UUSAF|BBAF| CCF |SSAF
operational level
planning

Arzrt]r;/ere regt;lsatl + + + + 11 12 9 3
experienc analyses
esinthe | and
applicatio|guidanc * * " " 14 18 13 S
n of war e
games in

the
military
decision-
making
process at| . |

the !!i?t‘:gl‘:s + + + * 33 [ 31| 23] 3
operation
al-tactical
level of

the
organizati

on

2.3. Discussion - Reporting on the results of the content analysis

The elaboration of the obtained research results constitutes the third phase of the content
analysis, which also provides an answer to the research question. The research results clearly
prove that all armed forces that were the subject of the research have experience in the
application of war games in the military-decision making process at the operational-tactical
level of the military organization. In the continuation of the work, experiences in the
application of war games were presented.

Based on the research results obtained, it is clear that in the USAF, BAF an CF, experiences
from the application of war games were mainly presented in magazine articles, in the period
from 2024 to 2025. This is logical because the security and defense strategies of these countries
were adopted in the period from 2021 to 2023. After that, the drafting of doctrines and
instructions began. The articles in the magazines emphasize the actuality and justification of
the positions in the strategic, doctrinal and regulatory documents in the context of experiences
in the execution of combat operations in Ukraine, the Caucasus and the Middle East with
reference to the possibilities of applying war games, in certain stages of the process of making
military decisions.

Here, it is important to point out that in their strategic and doctrinal documents, they paid
special attention to monitoring security trends and changes in the operational environment with
a focus on the military, technological and informational dimensions. The above determines the
military decision-making process, and thus the war games.
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In the SAF, the situation is completely different, because the strategic documents in the field
of national security and defense of the Republic of Serbia were adopted at the beginning of
2019, and the doctrinal and regulatory solutions in the SAF are from the period 2010-2018. As
a result, it is clear that in the SAF in the past period, not much work was done on the
implementation of strategic solutions. It is important to point out here that, viewed from a
general point of view, very little has been published in the SAF regarding war games, and
especially their application in the military decision-making process. Experiences from the
application of war games in the military decision-making process in the SAF exist, but they
are very modest in comparison with other observed armed forces, and except for articles in
magazines, they do not correspond to the time dimension of the research. The documents were
reviewed because the new ones were not adopted, and the ones analyzed were still valid.

During the reading of the documents, certain data was found that indicate experiences in the
application of war games. In the continuation of the work, a part of the aforementioned
experiences by armed forces is presented. The experiences of the USAF are as follows: (1)
participants in war games are: the person who directs the war games, members of the
headquarters functional cells, the red cell /enemy forces/, the white cell (international political
organizations, non-governmental organizations, etc.), green cell (neutral forces), specialist
officers and representatives of subordinate units (especially at the operational level, in order
to better understand the capabilities of subordinate units); and (2) the action-reaction-
counteraction cycle is carried out according to a previously developed synchronization matrix,
according to combat functions (ATP 5-0.2-1, 2020, p. 20).

It is important to emphasize here that each activity in the cycle, in chronological order from
the synchronization matrix, is carried out by the holder of a specific combat function, and not
by the operational affairs body and others, because the headquarters is divided by combat
functions. After the action-reaction-counteraction cycle, participants present their observations
in a form that is adapted to the understanding of the person recording the results (advantage-
disadvantage, new assumption or risk). Interestingly, a counteraction does not necessarily have
to be a response to the opposing side's reaction, but can also be considered a modification of a
previous ineffective action (e.g., strengthening an auxiliary direction of attack because it
turned out that there were not enough forces on it). It is very important to analyze the process
through the use of maneuver forces, where it is not important to consider whether something
is possible, but what the reaction is if it happens (FM 3-21.31, pp. 11-14).

After the action-reaction-counteraction cycle, the Chief of Staff (Deputy Commander) must
ask "what if" questions, based on the following elements: strength of forces, use of specific
types of weapons and ammunition, form of maneuver, losses, and possible continuation of the
operation. The listed elements are analyzed from the aspect of decreasing and increasing their
originally estimated value (for example, what if the enemy engages two companies on the main
direction, instead of the estimated one, or if he engages only two platoons, instead of a
company). The risk assessment is also performed from the aspect of chance, that is, how the
unit will react if the predicted risk does not materialize. The above analyzes the impact of a
possible change in the situation on the assessment of risk/chance and the continuation of the
operation. It is interesting to note that members of the USAF conduct war games even in
conditions of insufficient weather, "on the hood of a hummer, at least by asking the question
what if* (ATP 5-0.2-1, 2020, pp. 22-24).

The experiences of the BAF are as follows: (1) it is necessary to conduct war games so that
the "red cell" (the enemy) "wins". This means that the command and staff "work for the
enemy", that is, to notice as many flaws and shortcomings as possible in the courses of action
(hereinafter referred to as CoA) of their own forces, in order to enable the identification of all
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risks and threats so that an adequate modification of the CoA of their own forces can be carried
out. Priority in war games is given to the most dangerous CoA of the enemy
(www.lbsconsultancy.co.uk/wp-content/uploads.com).

(2) It is necessary to ensure strict adherence to the time allotted for war games, which must be
used effectively. It is necessary to plan which important events will be analyzed, with what
purpose and for what time. In the conduct of war games, not all participants are equal and not
everyone has the right to express their opinion, so long discussions are interrupted
(www.lbsconsultancy.co.uk/wp-content/uploads.com).

(3) It is always necessary to try to ensure that the person who developed the CoA of their own
forces does not actively participate in war games or does not attend them at all — especially if
this is the commander who developed a CoA in the abbreviated operational planning method.
The author of the CoA should not find himself in a situation where his "ego defends the CoA"
or that the presence of the commander and his arguments affect the freedom of participants to
express their opinions - otherwise, there is a waste of time and unnecessary friction
(www.paxsims.files.wordpress.com).

(4) Newly identified risks and unforeseen events do not require immediate resolution during
the war games, as there is not enough time for this. They are simply recorded and resolved
after the war  games, unless they are of particular  importance
(www.paxsims.files.wordpress.com).

5) After choosing a war game technique, flexibility is necessary. It is not necessary to strictly
adhere to the chosen technique, but it is necessary to adapt the game-playing process to the
direction in which the CoA analysis is being performed. It is possible to analyze each sequence
with a different war games technique (www.rand.org/topics/wargaming. com).

(6) It is necessary to use various scientific and mathematical tools for analyzing and
determining the relationship of relative combat power, estimating losses, and the like, which
should be used critically and with military judgment based on logic and experience as the
ultimate arbiter (www.lbsconsultancy.co.uk/wp-content/uploads.com).

(7) The person recording the results of war games must have the experience and understanding
of the plan to be able to record significant observations in a comprehensible manner
(www.rand.org/topics/wargaming. com).

The experiences of the CF are as follows: (1) selecting which significant events will be
analyzed and in what combination of CoA of own and enemy forces, and allocating execution
time for the analysis of each specific significant event; (2) selection of war game techniques,
which may be: belt, directions in depth, critical area technique (boxing technique), by specific
time periods of the operation, by phases of the operation, by selected decisive points or lines
of the operation (from the operational model), or by specific regions within the operation zone;
(3) CoA coordination of own and enemy forces over time, in order to facilitate the observation
of important events and possible modification of the synchronization of the actions of the
opposing sides; and (4) realization of war games always begins with a presentation by the
person in charge of the war games, in which he describes: the objectives of the war games,
which important events will be analyzed and in what combination of CoA of own and enemy
forces, the time and technique for analyzing each important event, parts of the operational
model for specific significant events, mission statement, commander's criteria for evaluating
CoA, the way in which participants should conduct the action-reaction-counteraction cycle
(first states what is to be achieved - goal or effect, and then how - unit tasks) and guidelines
for risk assessment (in principle from the aspect of "collateral” damage and the possible start
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of the execution of the combat actions before the completion of the bringing/concentration of
one's own forces, etc.) (War gaming training handbook, 2021, pp. 7-13).

Experiences in the application of war games in the SAF are as follows: (1) the goal of war
games includes only the visualization of the CoA, not the coordination of the content of combat
actions by place, time, tasks and effects; (2) risk assessment is carried out at a basic level with
vaguely defined concepts of risk assessment and management and without the assessment of
chances /opportunities/; (3) the action-reaction-counteraction cycle is not performed based on
the CoA synchronization matrix, and consequently cannot assess the possibility of completing
the task, the sufficiency of forces, and calculate losses; (4) after the action-reaction-
counteraction cycle, it is not mandatory for war game participants to present, within their
jurisdiction, the advantages and disadvantages of the CoA, new assumptions and risks, control
measures and decision points; and (5) consideration of the "what if" question by elements:
change in force strength, use of certain unforeseen types of weapons and ammunition, change
in the form of maneuver, assessment of losses (greater/less than anticipated) and possible
continuation of the operation is not mandatory and clearly defined (Generalstab Vojske Srbije,
2017, pp 6-9).

3. CONSLUSION

Based on all of the above, it can be concluded that experiences in the application of war games
in the armed forces, which were covered by the research, in the military decision-making
process at the operational-tactical level of the military organization exist and that there is a
feedback system, i.e. experiences in the application of war games in the process of making
military decisions are implemented in each subsequent decision-making process after their
recognition. It is important to point out here that during the research, in addition to answering
the research question, data was also obtained that unambiguously indicate the rules for
applying war games. This is very important because it raises a justified question about the
reasons for the existence of war games and their application if they have no effect on military
decision-making.

Consequently, if military decision-makers want war games, as a tool in the military decision-
making process, to achieve their effect, they should adhere to the following rules: (1) in war
games there should be a certain number of persons representing the enemy /"live enemy"/,
who will perform unpredictable actions and pose a challenge to the decisions of their own
forces; (2) those controlling the conduct of war games should vary the scope and intensity of
the anticipated threats, thereby continuously forcing their own forces to react to unforeseen
situations; (3) war games should analyze the impact of risk and contingencies, which is
achieved by using computer programs and spreadsheets to display the outcome of combat
operations, as well as modifiers using dice to simulate the uncertainty of war; (4) war games
should enable simulation and uncertainty in war, through non-disclosure of enemy locations
and activities — this improves participants' ability to make decisions in unforeseen and adverse
situations; (5) the control apparatus should enable the achievement of the set goals of war
games, compliance with the rules and scenarios of war games, and the most objective
assessment of the outcome of combat operations; and (6) during the implementation of war
games, recording of results should be ensured, and the persons recording the results should
have experience in war games and understand the plan.
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Abstract: The implementation of environmengabtection principles in the Republic

of Serbiafacesa seriesof challengesThesechallengegrimarily relateto establishing
substantiveatherthanpurelyformalapplicationof legalregulationsandinternational
strategies. Although the normatifamework, including the Law on Environmental
Protection and the Green Agenda for the Western Balkans, is clearly defined, an
administrative approach to the topic prevails in the economic sector. This paper
analyzes problems such as poompliance with wae management plans, lack of
infrastructureandoperators,aswell asformalismin theapplicationof ISOstandards.

A model is proposed that includes education, tax incentives, and the engagement of
expertconsultingfirms to supportthe economyThroughmathematicatalculationsof
savingsit is shownthat environmentallyesponsiblébusinesss not only a regulatory
obligation but also an economically profitable practice.

Keywords:environmentGreenAgenda)SO 14001 sustainability consultingfirms
1. INTRODUCTION

Environmental protection principles represent the key to sustainable development and long-
term stability of the living and business environment. Over the past decade, Serbia has
developed a legal and strategic basis for implementing these principles, including the Law on
Environmental Protection (Official Gazette of RS, no. 135/04, 135/2004, 36/2009, 36/2009 -
other law, 72/2009 - other law, 43/2011 - Constitutional Court Decision, 14/2016, 76/2018,
95/2018 - other law, 95/2018 - other law and 94/2024 - other law), the Law on Waste
Management (Official Gazette of RS, no. 36/09, 88/10, 14/16, 95/18 and other Laws 35/23)
and other documents deriving from European directives. Additionally, by signing the Green
Agenda for the Western Balkans (European Commission, 2020), Serbia has confirmed its
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commitment to decarbonization, circular economy, and the protection of natural resources.

However, the implementation of these principles, especially in the economy, shows great
weaknesses, omissions, and non-alignment with regulations and recommendations. This paper
aims to highlight practical challenges, but also to present a support model that includes the
engagement of consulting firms, education, incentive measures, and rational resource
management.

2. APPLICATION OF LAWS AND THE GREEN AGENDA IN THE
ECONOMY

The Law on Environmental Protection provides for a series of concrete obligations for
economic entities, public and state enterprises, including environmental impact assessment,
reporting, waste planning and management, application of BAT (Best Available Techniques)
standards, as well as the integration of environmental protection systems into business
operations, and their formalization through company policies, visions, and missions.
Nevertheless, in practice, implementation often boils down to meeting formal requirements,
i.e., preparing documentation and merely performing obligations, without a substantive impact
on processes and employee behavior, without education and presentation of the importance of
certain actions, not only for a single legal entity but for improving the state of the planet.

Waste management in a large number of companies is not in accordance with the law; plans
are drawn up but not implemented, while inspection supervision is mainly based on checking
administration. Additional problems include:

9 lack of infrastructure: landfills are inadequate or non-existent,
9 absence of functional recycling centers,
9 insufficient number of licensed operators for managing special waste streams.

Table 1: Infrastructure equipment for waste management in Serbia

. Number of Functional  |Operators for waste S
Region - . . Deficiencies
landfills | recycling stations| management
Belgrade 5 2 4 Lack of ref:yclmg
capacity
Inadequate
Vojvodina 10 4 7 infrastructure for
selective collection
Sumadija 7 3 5 I_mproper dlsposa! gnd
inadequate capacities

This table? illuminates the state of waste management infrastructure in different regions of
Serbia, with an emphasis on existing capacities and challenges. It is observed that deficiencies
in infrastructure and operators are the main reason for the failure to implement legal
obligations (Radosavljevic, Vukadinovic, 2024). Improving these capacities is crucial for
efficient waste management and environmental protection.

! statistical Office of Serbia, Reports on waste management infrastructure by regions, available
at: https://stat.gov.rs
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3. PRACTICAL PROBLEMS AND FORMAL APPLICATION OF
STANDARDIZATION

In practice, it often happens that economic entities do not understand the essence of
environmental standards. Standards are implemented only due to formal market requirements,
tender documentation, or legal compliance. There is no systemic mechanism that would enable
the transformation of business towards a real contribution to environmental protection. Given
the above, the application of the ISO 14001 standard often boils down to documentary
compliance with standard requirements without real implementation of environmental
objectives and policies.

Also, the lack of motivation and awareness of long-term benefits further limits companies'
interest in investing in green technologies, digitalization, or energy efficiency. Small and
medium-sized enterprises, which account for more than 90% of Serbia's economy, lack the
technical and human resources to independently tackle the complex demands of laws and the
market.

A lack of knowledge and willingness to create the future of business according to sustainable
development policies is identified, which would ensure the integration of ecological,
economic, and social goals, thereby enabling long-term and responsible management of
natural resources.

Milutinovic, S. (2012), on the other hand, believes that sustainable development policies
represent key instruments for achieving a balance between economic growth, social justice,
and environmental protection. Effective sustainable development strategies should include
clear goals, measurable indicators, and appropriate monitoring mechanisms that will ensure
the implementation of policies on the ground. Within the process of harmonization with
European integrations, Serbia has established certain ins, but further work is needed on their
application and evaluation. Also, it is crucial to encourage the participation of all stakeholders,
from local communities, the economy, to civil society, in order to create broad support and
responsibility for the implementation of sustainable development policies. In practice, the
implementation of these policies in Serbia is challenging, primarily due to the lack of
coordination between different levels of government and sectors, as well as the lack of
financial support for sustainability projects.

The introduction of sustainable policies in the field of environmental protection requires an
integrated approach, which includes planning, education, financing, and monitoring. When we
exclude one of these factors, we get a picture of the situation in the Republic of Serbia, i.e.,
the formal application of policies, standards, and laws that does not bring real changes and
does not contribute to the preservation of nature and quality of life. In line with this, we
emphasize continuous adaptation of policies to new challenges and encouraging innovation in
areas such as circular economy, energy, and resource management as a key segment.

Table 2: Statistics on 1SO 14001 implementation in Serbian economy (2018-2022)

Year Number of c_ertified Share in total sector Change_s _in number
companies (%) of certificates (%)

2018 150 25 -

2019 200 3.2 +33%

2020 250 4 +25%

2021 300 4.8 +20%

2022 350 5.6 +16.7%

This table shows the growth in the number of certified companies over the last five years,
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indicating increased awareness and acceptance of international standards. Although growth is
evident, the number of certified enterprises is still relatively small compared to the overall
economy. This points to the need for additional incentives and education in the field of
sustainable environmental management (Stojanovic, 2022).

4, THE ROLE OF CONSULTING FIRMS IN ENVIRONMENTAL
PROTECTION

Due to the complexity of legal and standardization procedures, the engagement of expert
consulting firms represents a key support point for the economy in improving environmental
protection. They act as intermediaries between legal obligations, good practices, standards and
policies, and their real application, especially in environments that do not have internal staff
for this area.

Consulting firms provide services such as:
9 analysis of legal compliance and risks in the field of environmental protection;
9 preparation of mandatory documentation (EIA, waste management plans, ecological
policies);
1 preparation for certification according to ISO 14001 standard and other standards related
to the environmental field;
9 training of employees and management for understanding and implementing
environmental policies;
9 development of strategies for energy saving, decarbonization, and digitalization of
processes.

Cooperation with external experts enables companies to implement environmental
requirements faster and more efficiently, at lower cost and without the need to hire additional
staff.

5.PROPOSED INNOVATIVE MODEL FOR MOTIVATING THE ECONOMY

To encourage proactive application of environmental principles, it is necessary to introduce a
model that includes:
9 tax breaks and subsidies, such as profit tax reduction, exemption from ecological taxes,
favorable loans for green investments;
9 reward mechanisms, such as the National Seal for Environmentally Responsible
Business, advantages in public procurement and market affirmation;
9 support for employment and education, through subsidized salaries for ecological
managers and training for employees in cooperation with academic institutions;
9 integration of green criteria into the market approach, such as preferences in "green
status" zones and benefits for exports.

This model should combine stimulating and strategic elements to achieve a change in
awareness, business practice, and long-term alignment with sustainable development goals.

6. MATHEMATICAL CALCULATION OF POTENTIAL SAVINGS

Example 1 — Solar panels:

Consumption: 50,000 kWh per year

Installed solar power plant: 30 kW (~30,000 kwWh)
Cost: 20,000 EUR

Savings: 3,000 EUR per year

Return on investment: 6.6 years

= =48 -8
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1 CO:emission reduction: ~25 tons per year

Example 2 — Electric vehicles:
1 Number of vehicles: 5
91  Diesel cost: 10,000 EUR per year
1 Electricity cost: 2,500 EUR
1 Savings: 7,500 EUR per year
1 Emissions reduced: ~40 t CO»/year

Example 3 — Business digitalization:
1 Paper documentation: 50,000 sheets/year
f  Cost: ~1,500 EUR
1 Savings: 70% by switching to digital
1 Additional benefits: speed, accessibility, security

- Investment |Expected annual _Return on £k emission
Project (EUR) savings (EUR) investment reduction
(years) (tons/year)
Solar panels 20,000 3,000 6.6 25
Electric vehicles 50,000 7,500 6.7 40
Digitalization 1,500 1,050 14 Not applicable

This table highlights the economic and environmental benefits of investing in green
technologies, showing that even initial investments are profitable in the long run (Todorovic,
2021, Jovanovic, 2020). Energy savings and CO- emissions represent a significant contribution
to environmental protection, along with financial benefits for companies. These figures
encourage broader application of sustainable solutions in business.

7. CONCLUSION

Establishing an environmentally responsible economy requires a systemic approach that
includes legislative, infrastructural, and stimulating/incentive measures. The engagement of
consulting firms and the introduction of a new model of incentives can be pivotal steps in the
green transformation. The paper demonstrates how environmental protection does not have to
be just a legal obligation but also a measurable saving, as well as a competitive advantage and
a long-term investment in our collective future.

It is necessary to continue developing mechanisms for education, raising awareness, and
motivation to ensure initial interest, and then the involvement of all stakeholders. Green
business must become part of the business strategy, not just a reaction to normative
requirements. Only through the joint work of all stakeholders, namely the state, economy, and
society, is it possible to achieve sustainable and prosperous development in accordance with
environmental protection principles.
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Abstract Communication is the Alpha and Omega of all our relationships and, as such,
significantly impacts the quality of our daily lives. The art of communication has always

intrigued itscontemporariesf r om publ i ¢ speaking in ancient

short online video clips. The reason |
of seltimprovement, reflection, and observation is ultimately validated through
interaction with others. The importance of communication skills and appropriate
approaches becomes especially pronounced in crisis and emergency situations,
whether personal or professional. Responding appropriately in a difficult mement
explaining, calming, andredactng fr om t he psychol ogi$ cal
not always easy. For this reason, increasing attention is being devoted to this topic, as
communication in crises requires a deeper approach than conventional business or
operational methods. It neetls be viewed through a psychological lens to be better
understood and improvedwhich is the main focus of this paper.

Key words:Communication, crisis, emergency psychological situations

1. INTRODUCTION

The modern human could be measured by their thirst for profit and their consumption capacity.
In today’s global context, people are predominantly perceived as consumers, with large-scale
buyers holding greater value than smaller ones under current market principles.“Capitalism
assumes that we will always act in ways that serve our own self-interest, which carries the
fundamental presumption that human beings are essentially selfish—that we will always
behave in ways that promote ourselves as number one.” This prompts an essential question: Is
today’s discourse, based on such assumptions, truly sustainable? Psychologically speaking, in
crisis situations that are inherently challenging, this way of thinking and acting may prove
disastrous.

2. RULES OF THE POST-INDUSTRIAL SOCIETY

The post-industrial society brings about a significant transformation in the lives and work of
contemporary individuals. Modern capitalism, as currently defined, is based on two
fundamental assumptions about humanity. First, it presumes that human beings are primarily
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economic entities who, as Adam Smith stated, possess a natural inclination to trade, barter,
and exchange with one another. Second, capitalism assumes that individuals will always act
in pursuit of their own rational self-interest—or at least according to what they perceive as
beneficial. In the language of business, these principles are reflected in the pursuit of profit for
its own sake, as well as in the presumption that every business exists to maximize its own
interest—namely, shareholder profits measured through quarterly returns.

Assertions that the Earth exists to provide us with inexhaustible resources; that each
corporation operates as an isolated entity without negative consequences for its surroundings;
that business is untouchable and exempt from the broader context of life—these are merely
precursors to a narrowly defined concept of what it means to be a person engaged in the modern
business environment (i.e., the workplace). In today's increasingly demanding business
conditions, we are witnessing rapid changes and severe economic challenges that confront
every economic entity. In such a context of open and integrated global economy,
competitiveness has assumed a central role in economic thinking, both in developed and
developing countries. In previous periods, it can be said that in some countries competitiveness
was based on certain comparative advantages, such as workforce qualifications, labor costs, or
specific natural resources available within the country. However, in recent years, business
conditions have undergone substantial change. The primary shift lies in the valuation of
knowledge, now approached from a new, economic perspective. Today, the foundations of
economic development are considered to be advanced elements and factors significantly
influenced by—or based on—knowledge, developed infrastructure, high technology,
innovation, and human resources. Competitiveness arises at the microeconomic level of
society, depending on the quality of the microeconomic business environment and work
methodologies, as well as operational practices and strategies at that level. Competitiveness,
in this sense, represents a multidimensional approach to the economy and is necessarily present
at the level of all economic actors and the nation as a whole. In such an environment, both
companies and individuals resort to various techniques to generate profit and meet
performance expectations—sometimes even employing methods that are not always legally or
ethically permissible. Consequently, crisis situations may arise, ranging from minor and
insignificant incidents to those that may threaten the lives of individuals involved and, more
broadly, the surrounding environment. In these situations, appropriate communication—both
internal and external—can be of exceptional importance and benefit.

3. COMMUNICATION AS AN IMPERATIVE

According to Anderson, communication is a dynamic process through which a person
consciously or unconsciously exerts influence on the cognition of another individual by means
of actions or materials conveyed through symbolic channels. The communicative act is
therefore a deliberate process, motivated and directed toward the achievement of a specific
goal. Secondary goals are often unconscious, representing the communicator’s implicit desires
and intentions. Communication is frequently defined as the exchange of information. Lasswell
characterizes it as the symbolic exchange of information organized in the form of messages,
occurring between two (even when one may be imaginary or fictional) or more subjects
(potentially an unlimited number), either directly or via media, within a particular socio-
political context and with specific effects. Lasswell also views communication as a continuous
process of information exchange. In his perspective, the essence of communication lies in the
transmission of messages whose functions may include warning, advising, informing,
persuading, expressing opinions, and providing enjoyment. Social sciences approach
communication from a particular standpoint, perceiving it as the totality of relationships
among members of society. This connection is manifested on three levels: psychosocial,
material, and mass communication. Organizational communication, on the other hand,
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involves the study of public relations, business communication, and the analysis of structures,
functioning, and organization of communication networks and systems. The essential elements
of successful communication, in all cases, include empathy and dialogue.

Communication is, today, one of the most frequently used terms. The word itself derives from
the Latin communicare, meaning to converse, to reach agreement, to negotiate, to present
something, to make common, or to share. The fundamental etymological meanings of these
terms point to the fact that the act of relating—at the core of communication—is essentially
the establishment of community or social connectedness. Thus, communication is defined as
a process in which information is emitted and received, or as the transmission or reception of
signals and messages. Information can encompass a broad spectrum of content: facts, ideas,
attitudes, intentions, but also gestures, body posture, facial expressions, clothing, sounds, or
colors. In brief, communication may be understood as the individual production of symbolic
content in accordance with a specific code that presupposes the reception of that content by
others, also operating within the same code. The thesis that a symbol can be interpreted only
within a specific cultural context is confirmed by the fact that a language—as a symbolic
creation par excellence—can only be understood if one simultaneously grasps both its lexicon
and grammar, wherein words are treated as symbols and the code as the system that organizes
them. Communication is characterized by several key features: it is comprehensive and
represents a central phenomenon of culture; it is continuous, never ceasing, with no clear
beginning or end; it is based on the exchange of meaning within the act itself; it contains
predictable, expected, or conventional elements; it occurs on multiple levels (between two
individuals, between an individual and a group, or between two or more groups); and it takes
place among both equals and unequals (in terms of gender, education, social status, etc.).

Therefore, it is essential to highlight the importance of communication and to present its
fundamental classifications, as the very trait that distinguishes humans from other species on
the planet is their ability to think, act reflectively, and communicate verbally with other living
beings. If we consider the fact that every social relationship simultaneously constitutes a
communicative interaction, it becomes particularly interesting to observe the historical
development of communication from this perspective. From the primary family unit—the first
community in which one lives and grows—through historically significant events and major
turning points such as the invention of writing, the printing press, industrialization, and all the
way to the rapid advancement of technology and the increasing pace of life, communication
has continuously evolved and has always remained an essential and indispensable aspect of
human survival.

4. GEORGE HERBERT MEAD’S THEORY OF SYMBOLIC INTERACTION

This theory marks a significant shift in the understanding and study of communication—from
an emphasis on its effects to an exploration of the meaning inherent in communicative content.
The theoretical foundation was established by George Herbert Mead in his seminal work Mind,
Self, and Society (1934). Drawing upon insights from cognitive psychology, as well as
findings from anthropology and linguistics, Mead posited that human beings do not live solely
in the natural world, but also within a symbolic one. Culture, therefore, is not only a matter of
interaction with the natural environment but also with a symbolic context. Furthermore, social
relations are embedded within a cultural framework that is inherently symbolic, and
communication is not merely behavior but, primarily, interpretation. Mead emphasized that
“we must not think of meaning as essentially a state of consciousness or as a set of organized
relations existing spiritually outside the field of experience into which we enter. On the
contrary, we should think of it objectively—as something entirely situated within the field
itself.”
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Meaning, then, must be understood in a strictly objective sense—as embedded within the
relational field itself, not as a subjective state of consciousness or a collection of mental
structures independent of the current experiential context. The meaning of a message
determines the very possibility of communication. Communication becomes possible only if
the meaning of the message holds, if not identical, then at least approximately equivalent
significance for both the sender and the receiver. “Isomorphism of meaning” is achieved
through the use of so-called significant symbols, which elicit the same sequence of internal
responses (i.e., meanings) in the individuals engaged in communication. The emergence of
significant symbols is closely linked to Mead’s concept of the generalized other, which
involves adopting the role of the generalized other in order to develop one’s own identity. The
ego identity (which Mead denotes as the Self) emerges from the symbolic interaction between
the personal ego (1) and the social ego of the generalized other (Me). An individual develops
their identity through the process of socialization, during which they acquire codes and the
capacity to identify with certain social roles, which are aggregated within the generalized
other. The development of ego identity takes place through symbolic interaction, from which
mind (i.e., reflective consciousness) arises. Mead’s most prominent follower was Edward
Hulett, who conceptualized communication as symbolic interaction in which, through the use
of significant symbols and various empathic processes, individuals constantly compare
themselves to others—a process he referred to as a "covert experiment.” This comparison
occurs through the filtering of symbolically structured events from the environment within
one’s internal cognitive map.

This theory is also referred to as the Theory of Reflective Consciousness, and it has had a
profound influence on communication theorists, ranging from functionalists to neo-Marxists.
In the present work, it offers a significant contribution to the understanding of the symbolic
world that surrounds us, as well as our comprehension of that world through communicative
competence.

5. NONVERBAL COMMUNICATION IN EMERGENCY SITUATIONS

In crisis situations, from a psychological standpoint, it is crucial to pay attention to the
nonverbal behavior of all participants. Nonverbal communication, in conjunction with verbal
expression, represents a primary medium in human interaction. “Nonverbal speech,” in
linguistic terms, is a metaphorical expression for nonverbal communication—an oxymoron
whose literal meaning (“speech without words”) is semantically unsustainable. In the field of
communication studies, however, it is considered one of the two main categories of human
expressive capability—a kind of meta-speech that arises from the use of nonverbal symbolic
systems. In most cases, nonverbal communication is spontaneous and reflects the current
emotional state of the communicating subject. However, it can also be deliberate and thus a
consciously trained behavior. It represents a form of communicative practice in which
messages are conveyed through paralinguistic, extralinguistic, and iconic symbolic systems.
While there are specific communicative situations where subjects are forced to rely exclusively
on nonverbal communication (by using so-called linguistic substitutes), in general, nonverbal
communication accompanies verbal expression and serves as a semantic framework through
which spoken or unspoken meaning is constructed. It is therefore evident that nonverbal cues
initiate, prepare, facilitate, regulate, and conclude verbal communication. Nonverbal messages
emphasize what is verbally expressed—they complement, clarify, relativize, and even
contradict or negate the verbal message intended for the recipient.

In crisis situations where one must act skillfully and often quickly, nonverbal behavior plays
a significant role. This is supported by a previously mentioned study in the chapter on
communication, which confirms that “only 15% of people interpret a message based on what
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they heard, 35% evaluate the prosodic aspect—articulation, while as much as 50% of
recipients focus exclusively on the appearance and behavior of their communication partner in
the interaction at hand.” Therefore, the specificities of nonverbal communication are
thoroughly examined in communication disciplines (e.g., business, political, pedagogical
communication), since verbal and nonverbal communication are inseparable. In recent years,
this area of communication studies—nonverbal communication—has experienced significant
growth through numerous programs and training initiatives aimed at exploring the meaning of
nonverbal cues. Apart from communication scholars, who first began the serious scientific
study of nonverbal communication, this topic is now also of interest to physicians, politicians,
analysts, managers, and the general public—who increasingly recognize the importance of
nonverbal messages in the era of information, media, and the internet. People generally do not
possess the ability to read minds. Some may have stronger intuition, but everyone can
recognize emotions in their interlocutor—clearly displayed on the face, expressed through
posture and body movements, and further intensified by vocal intonation, breathing, and other
subtle cues. It follows, then, that the key to understanding a person’s authentic behavior lies in
nonverbal speech or communication. It consists of body language and is important because
one cannot voluntarily control all the expressions that occur within milliseconds of speaking
or acting. These expressions are spontaneous—and precisely because of that, they often
communicate more than a thousand words. In such moments, an individual's inner state,
emotions, and intentions are clearly revealed.

In most social situations, a person uses a well-practiced and frequently repeated automatic
mode of communication, allowing them to maintain a desired self-image in the eyes of
others—and in their own. This means that we do not always say what we truly think, and when
it comes to emotions, we are capable of expressing a completely different image than what we
genuinely feel. At the same time, we often do not even tell ourselves what we authentically
believe or feel. As confusing or even discouraging as this may seem, it simply illustrates the
functioning of the two halves of our personality. One half consists of our authentic desires,
thoughts, and emotions, while the other represents what we manifest to others. Between these
two parts lies a series of defensive or mediating mechanisms, which an individual develops
over the years to protect their delicate inner self and preserve a positive self-image. To clarify,
the positive self-image is maintained “internally” with the aid of certain defense strategies such
as self-deception, repression, suppression, and minimization of one’s own behaviors. For
example, if someone wishes to see themselves as a good person, they may pretend not to have
selfish desires (such as the desire for power or aggressive impulses), even though these desires
remain present and unfulfilled in their social environment. Nevertheless, much of what a
person truly is—though it may have been hidden, denied, or symbolically renounced—still
finds a way to surface, often at the most inappropriate moments, in the form of bodily or facial
expressions.

6. PSYCHOLOGICAL ASPECT

"Nonverbal codes do not operate in isolation but function in combination to perform various
communicative roles, the most significant of which, according to Burgoon and Guerrero,
include message production and processing, impression formation, relational communication,
expressive communication, mixed messages and deception, interaction management, and
social influence.” (Janicijevic, 2000: 303). For these reasons, nonverbal communication plays
a decisive role in psychotherapy, where the therapist is primarily interested in what the client
attempts to conceal through their expressions and in what they are verbally expressing at the
moment. Wilhelm Reich, the founder of body psychotherapy, devoted considerable attention
to the signs of bodily expression. As a result, he developed a number of techniques that enable
the perception of emotional expression through bodily observation—beyond merely reading
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nonverbal cues and patterns, these techniques also monitor breathing changes and muscular
tensions throughout the subject's body.

In everyday life, nonverbal communication can help us focus on how a person communicates
a desire, intention, or command. It is now clearer that verbal and nonverbal expressions can
contradict one another—and in such cases, one should always trust the nonverbal signal.
Interestingly, children are much better than adults at leveraging the advantages of nonverbal
communication, both in play and in interaction with adults. Adults, however, often choose to
believe what they hear, even when nonverbal cues are "screaming" something entirely
different. This is largely the result of upbringing and formal education, as the intellectual
accomplishments of every culture are encoded primarily in verbal models.

Moreover, mastering nonverbal communication—especially body language—can turn one
into a "human lie detector" in both professional and private settings. While this may not always
be a comfortable role, it is undoubtedly a useful one. Naturally, individuals who are practiced
liars often possess some knowledge of nonverbal communication. However, even they cannot
fully suppress involuntary physiological reactions: their brain waves shift rhythm, their heart
rate accelerates, and their facial expressions subtly reflect these changes. Commonly observed
signs in deceptive situations include a rigid facial expression, limited body movement, minimal
eye contact, and the tendency to touch the mouth or neck. Speech may be interrupted, with
delayed reactions that should have been spontaneous. Of course, some individuals are
confident and well-practiced in lying, maintaining steady eye contact. Yet even in such cases,
subtle nuances often reveal the deception. For instance, a liar may unconsciously place a
barrier between themselves and the listener during conversation—an unconscious attempt at
self-protection, a need for a psychological shield. “One of the most intriguing discoveries
during the course of this doctoral dissertation, related to nonverbal communication, is the
insight that intentional nonverbal communication—such as posture, stance, and body
positioning—not only influences how others perceive us, but also how we perceive and
experience ourselves. In educational training programs, participants learn methods for
improving body posture and for deliberately triggering positive emotions within themselves.
This aspect of the training shares similarities with other communication models we have
discussed, yet it is also distinct and unique, as it reveals that with a single decision—for
example, to stand or sit differently—we can increase our self-confidence and leave a more
favorable impression on others.”

7. CONCLUSION

Crisis situations around us are increasingly prevalent. The depletion of natural resources and
the accompanying environmental consequences are topics frequently covered in the media,
and society generally agrees that these are crucial for the survival of humankind.
Unfortunately, this consensus rarely translates into concrete action. According to research,
current oil reserves—given the present rate of consumption—are expected to last only another
fifty years. More frequent global floods signal that something significant is amiss. Moreover,
severe global warming is contributing to increasingly extreme weather conditions, which in
turn accelerate the melting of polar ice caps, causing sea levels to rise and threatening the
submersion of many coastal cities and ports. To make matters worse, there is a looming
possibility that the Gulf Stream may reverse its flow due to these environmental changes.
Currently, the Gulf Stream prevents Northern Europe from turning into a frozen wasteland.
Sadly, this is not the plot of some new science fiction film filled with spectacular effects, but
rather the reality we are living today. Furthermore, this is not a distant future we are talking
about—it is a very near one. This means that we may personally witness such a dire scenario
unless swift action is taken.
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Human beings, empowered by intellectual trends such as Newtonian science and its
accompanying technology, Darwinian “survival of the fittest,” and the core capitalist
principles (the law of competition, the maximization of profit, and the accumulation of capital),
have imprisoned modern business in a ruthless pursuit of competitive advantage within a world
whose resources are being steadily depleted by its own activities. This is unsustainable. Like
Erisichthon of Greek mythology, the business world appears destined to consume its own
resources—and eventually, itself. This is evident in the repeated fate of many companies that
make it to the Fortune 500 list, only to fail within five years.

This systemic preference for large over small consumers increases inequality in the distribution
of global wealth—not only among countries but also within individual societies. As extreme
wealth typically goes hand-in-hand with extreme poverty, as seen in many nations both near
and far, this imbalance poses a significant threat to political and social stability. Crime rates
rise, families fall apart under the weight of hopelessness, and unrest, revolutions, and related
phenomena ensue. The poor migrate toward wealthy regions, bringing about new challenges
that can unfold in various directions. Subclasses emerge, a new form of colonialism arises
wherein the rich exploit the poor, and the resulting sense of humiliation and anger fuels ever
more terrifying and frequent terrorist attacks, of which we are daily witnesses. From a business
perspective, all of this is extremely damaging. This insatiable drive to “have more” ultimately
leads to self-destruction and triggers major crises.

Whether contemporary humanity will manage to communicate these challenges from a
psychologically mature “Adult” ego state remains to be seen. For now, individuals can only
work intensively on developing their competencies—especially their communication
competence—by cultivating what is known as “Communicational Intelligence.” Indeed, being
communicationally intelligent represents the Alpha and Omega of our lives—more precisely,
of the quality of life that we live.
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Abstract: The Sevesdlirectives on the control and prevention of major accidents
prescribe the obligations of industries that contain hazardous substances in specified
gquantities. To meet the requirements for safe technology, it is necessary to conduct
complex field researchdentify potential accidents, perform simulations of accident
scenarios, and model their effects, consequences, vulnerable zones, and risk
assessment. This paper presents the results of research at the location of a Seveso
operator (Contract: IN1220U/15)a simulates a complex case of the worst possible
accident, specifically a terrorist attack on fuel oil tanks, resulting in an explosion that
would spread to the zinoxide warehouse through a domino effect. The computer
program ALOHA was used to model tdispersion of toxic gases, determine the
consequences of explosions, analyze vulnerability, and identify danger zones to obtain
relevant data for the development of protection measures and accident response.

Keywords Industry, dangerous substances, aecit]j modeling, safety
1. INTRODUCTION

A key requirement of the Seveso Directive for the prevention and control of major accidents
at industrial plant sites is the obligation of the operator to prepare two documents: a Safety
Report and an Accident Protection Plan. According to the regulations of the Republic of
Serbia, in the field of chemical accident management, low-order plants (based on the quantities
of hazardous substances) are drafting the document "Accident Prevention Policy" (Vukic,
2015), and in the field of emergency management, the "Accident Protection Plan". To fulfill
legal obligations in the field of emergency management, the management of the Seveso
operator concluded the Contract JN1220U/15 with the Research and Development Center
“ALFATEC” Nis for the development of the Accident Protection Plan (Vukic, 2016). The
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starting point for realizing this obligation is detailed research at the location and in the
surroundings of the complex containing hazardous substances. In this way, relevant and
reliable data are obtained for the identification of possible accidents, simulation of accident
scenarios, modeling of their effects, consequences, vulnerable zones, and, finally, risk
assessment. This paper presents partial results of extensive research on the location of the
operator within the part of the project on safe technology (Vukic, 2015; Vukic, 2016). Out of
all the identified possible accidents, the event resulting from the terrorist attack on two 1000
m3 fuel oil tanks was selected as the worst possible and complex case. This explosion would
be transferred from the blown tanks to the zinc oxide storage facility through a domino effect.
For this event, scenario simulations and modeling of the accident's effects were conducted,
and the maximum limits of the wvulnerable zones were graphically illustrated. The
consequences for people and the environment were described in detail.

2. MODELING THE EFFECTS OF THE WORST POSSIBLE EVENT DUE
TO ATERRORIST ACT

The ALOHA computer program was used to simulate accident scenarios and model the
dispersion of toxic and flammable gases, determine the consequences of different types of fires
and explosions, analyze vulnerability, and identify danger zones to obtain relevant data for the
development of protection and response measures. Its application involves the preparation and
processing of numerous data on the plant and hazardous substances in the production process,
as well as the location of the complex and its environment, and the performance of various
calculations.

2.1. Description of the critical plant

Within the complex of the Seveso operator (whose name is not mentioned here for security
reasons), there are production facilities and storage facilities for raw materials and hazardous
materials.

The following critical objects are relevant for the selected worst-case scenario: two fuel oil
tanks, a coal depot, and a zinc oxide raw material depot.

In the operator's complex, the reception, storage, and distribution of fuel oil through pipelines
to the boilers is carried out, which is a mixture of different hydrocarbons. Fuel oil is stored in
two above-ground tanks (capacity of 1000 m? each) in accordance with regulations. The tanks
are vertical, cylindrical, above-ground, with a fixed conical roof. The dimensions of the
reservoir are: height, 10.27 m, and diameter, 11.14 m. The base under the tank is made of
concrete. Each tank has its own protection basin that can hold the entire fuel content in the
event of a spill.

Coal is stored in an open warehouse, a plateau with a capacity of up to 6,000 tons. The plateau
is surrounded by a wall up to 2 m high, designed to prevent coal waste, with a concrete base.
Physically, the plateau consists of plateau 1 (area of 1500 m?) and plateau 2 (area of 4500 m?).

Warehouses store hazardous materials and chemicals. Zinc oxide (ZnO) is a white powder that
is used as an activator in the manufacturing process. It is packed in a big bag (“jumbo”) of 1
ton. The warehouse contains 80 tons of zinc oxide. In the operator's complex, the receiving,
storage, and distribution of zinc oxide are carried out through the warehouse and production
plant.

2.2. Information on hazardous stored substances

Within the technological process, activities related to the receipt of hazardous substances,
storage in tanks and warehouses, and their distribution are also carried out. Table 1 provides a
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list of relevant hazardous substances and their quantities, in accordance with the legislation
and safety data sheets for fuel oil and zinc oxide.

Table 1. List of dangerous substances of the company and maximum quantities (Vukic, 2016)

. Trivial — .
Chemical | croNo. | UNNo. | Common | Maximum Border
name Quantity, t quantity, t
name
Medium Table 1: 1000
fuel oil 68553-00-4 3256 Mazut 1880 Table 2: 2500
Zinc Zink Table 1: 50
oxides 1314-13-2 1436 oxides 80 Table 2: 150

Based on the calculated maximum quantities of hazardous substances present and the criteria
from the rulebook, it has been determined that an Accident Protection Plan is necessary,
considering the quantities of fuel oil and zinc oxide. Table 2 shows flammable and explosive
properties and those specific physicochemical properties (toxic, ecotoxic, for example) of fuel
oil and zinc oxide that are of particular importance for the accident (according to the data from
the Safety Data Sheets) (Vukic, 2016). These properties are of lesser importance for soil and
water pollution than they contribute to increasing the likelihood of fire/explosion and the
consequences for human health.

Table 2. Physicochemical properties of fuel oil and zinc oxide used and stored

D . . Temperature Boundary
angerous| Danger signs and warning | Temperature f-ianiti losive- .
matter signs ignition (°C) se |ogn| ion | explosive-ness in
(°C) the air, % v/v
Carc. Category 2; R45;
. Toxic to reproduction
Fuel oil Cat.3: R63: Xn R20: R66: 70 - 80 255 1-6.5
Xn R48/21; N51/53
Zinc H400 Not Not self-igniting Does not show
oxides H410 flammable explosive qualities

Fuel oil does not dissolve in water, and its vapors, when mixed with air, form explosive
mixtures. According to its physical, chemical, toxicological, and ecotoxicological properties,
this substance belongs to the category of hazardous substances. It is dangerous and harmful to
plant and animal life in the water. Zinc oxide is stable under normal storage conditions. It is
not a flammable substance. Sublimates when heated and goes into the vapor state. It has
ecotoxicological properties and causes long-term adverse effects on aquatic organisms.

2.3. Information on hazardous substances generated by explosion and combustion

Due to the explosion of two fuel oil reservoirs, a fire also engulfed a nearby coal dump and a
warehouse containing zinc oxide. This leads to the combustion of fuel oil and the formation of
a wide range of products, including incomplete combustion and pyrolysis products, such as
carbon monoxide (CO), nitrogen oxides, sulfur dioxide, soot, and benzo(a)pyrene, in flue
gases. Coal is a reducing agent. High temperatures are generated by burning coal, creating
conditions that facilitate the decomposition of zinc oxide at temperatures above 1200 °C. As a
product of the combustion of coal and zinc oxide, carbon monoxide and zinc vapor are also
produced. During the cooling of the toxic cloud, the zinc vapors solidify.

The product of combustion in the presence of a large amount of oxygen is also carbon dioxide;
however, carbon monoxide, a substance hazardous to human health, is considered a relevant
hazardous substance for simulating the development of events and modeling the effects of
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accident consequences using the ALOHA software package. In addition, in conditions of
incomplete combustion of fuel oil, the amounts of carbon monoxide are higher. This gas is one
of the richest compounds formed in fires, and the same is true for fires on fuel oil installations.

Table 3 shows the physicochemical properties of carbon monoxide.

Table 3. Physicochemical properties of carbon monoxide (Vukic — 2016)

Properties Values
Boiling temperature, °C - 191.5 (at atmospheric pressure)
Melting Point, °C - 205
1.161 kg/m3;
Gustina (20°C) 1.25 g/l at 0°C and

1.145 g/l at 25°C respectively
Gas, colorless and odorless;
It stays in the atmosphere for 0.3 - 5 years
30 mg/L at 20 °C;
3.54 ml/100 ml at 0 °C
2.32 ml /100 ml at 20 °C
2.14 mL /100 mL at 25°C

Physical state, color, and odor

Solubility in water

Auto-ignition temperature, °C 607-609 (source OSHA)
Explosive limits of the mixture, % v/v 12.5-74.2 in the air (source OSHA)
Degradation, °C 400-700

Carbon monoxide is a toxic and flammable substance. It is poisonous if inhaled. The toxicity
of this compound is reflected in its ability to bind to hemoglobin many times faster than
oxygen, forming carboxyhemoglobin (COHb), which impairs the blood's oxygen-carrying
capacity. Table 4 shows the concentrations of CO and their effects on human health.

Table 4. Dangerous concentrations of CO in the air (Vukic, 2016)

Concentration of CO
in the air (mg/m?®)

Effects on the human body

Allowed to stay in such an atmosphere for up to 1 hour — after

200 : e

that, signs of poisoning appear.
2300 Dangerous concentration at 1 hour exposure
5000 Lethal concentration on exposure of 5-10 minutes

With prolonged exposure to the action of this gas, severe damage to organs and overall health
can occur. Carbon monoxide (CO) is highly toxic to humans because its affinity for binding
with hemoglobin from the blood is higher than oxygen, and its presence blocks the body's
supply of oxygen. The permissible concentration of carboxyhemoglobin in the blood of a man
is up to 1%. At higher concentrations, headaches, malaise, sleep disturbance, reduced working
capacity, and even death occur.

2.4. Data on Calculated Preliminary Quantities of Hazardous Substances Generated
by Combustion (Vukic — 2016)

Characteristics of the source of emergency and uncontrolled combustion of zinc oxide (carbon
monoxide, CO):

1 the amount of zinc oxide in the warehouse is: 80 t = 80,000 kg (powder);

1 combustion of the entire amount of zinc oxide (at t > 1200 °C) - 80 t and 14.65 t of coal
produces 27.5 t of carbon monoxide CO and 64.3 t of zinc vapor;
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9 the amount of carbon monoxide in the tank: 2 x 293 = 586 kg (gas);

9 direct discharge caused by the rupture of two tanks due to a detonation (terrorist attack):
a sub-scenario with a direct release of the entire amount of fuel oil;

9 the total amount of CO with which the modeling is entered is 92.386 t.

For the calculation of the amount of carbon monoxide CO released during the combustion of
fuel oil, the literature data for the percentage of carbon monoxide in the combustion products
during fires on fuel oil tanks in the amount of 8.4% was used.

2.5. Location data of importance for modelling (Vukic — 2016)

To depict the modeled danger zones, a space was created between a zinc oxide warehouse, two
fuel oil tanks, and a smaller coal dump. The coordinates of the accident site are not given here
due to security issues.

A set of meteorological data was used to model the weather scenarios, which implies the worst
possible extent of events when the atmospheric stability class is C (stable atmosphere) and has
the following characteristics:

T wind speed: 3.6 m/s (at a height of 3 m from the ground — the greatest distances occur);

9 northwest wind (NW),

9 ambient air temperature: 15 °C;

9 stability class of the atmosphere: C;

9 relative humidity: 50%.

Of the vulnerable objects in the vicinity of the complex, up to 1000 m away, there are:

1 school; 3 petrol pump; 6 production industrial facilities; 5 trade facilities; hotel; dairy;
railway station; football field; Free zone.

The assessment of the vulnerability of the facilities is based on the identification of possible
hazards, scenarios for the development of potential accidents, and risk assessment related to
hazardous substances present at the operator's complex. Given that residential buildings are
directly located around the area, the urban type of the surrounding terrain was used for
modeling the danger zones.

2.6. Worst Possible Terrorist Incident Scenario with three Subscenarios Description
(Vukic - 2016)

In the event of a terrorist attack on two fuel oil tanks and a coal storage plateau, an explosion
would occur, which would then spread to the 505A warehouse through a domino effect,
initiating an explosion of zinc oxide. This is the worst-case scenario that would unfold over
three likely sub-scenarios:

Subscenario 1: Explosion accompanied by a shock wave;

Subscenario 2: Explosion accompanied by the release of a toxic wave of hazardous gases,
followed by carbon monoxide and carbon dioxide.

Subscenario 3: Release of flammable fumes of fuel oil and zinc into the surrounding area and
the formation of a flammable—explosive cloud with the possibility of subsequent ignition.

The modeling of the development of events and adverse effects of all three different sub-
scenarios was made possible by the ALOHA program, which, in addition to assessing danger
zones with toxic concentrations, simulates the development and adverse effects of different
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types of fires, distinguishing between fires that occur at the very moment of release of the
hazardous substance and fires that occur later, when the released hazardous substance comes
into contact with an external ignition source.

Description of subscenario 1: In the case of this accident, it is assumed that there was a
terrorist attack on fuel oil tanks and that the entire amount of zinc oxide was detonated in this
attack. Since this is a significant initial energy of the explosion, it is assumed that part of the
coal caught fire and that the entire amount of zinc oxide affected by the explosion directly
passed into the cloud of released products of explosive combustion, which created the
conditions for the creation of a scenario with the release of a gas/vapor cloud (Vapor Cloud
Explosion - VCE) with the occurrence of overpressure that accompanies such an
explosion (Overpressure (Blast Force) from vapor cloud explosion).

Description of subscenario 2: In the event of this accident, which occurred in the same way,
a Toxic Area of Vapor Cloud would be released.

Description of subscenario 3: In the case of the third variant of this accident, there would be
a direct formation of a flammable — explosive vapor cloud, in which carbon monoxide and
zinc vapor are in the zone of dangerous (flammable) concentrations, which created the
conditions for the emergence of a scenario with the release of a flammable cloud (Flammable
Area of Vapor Cloud) — an explosive vapor cloud, with the possibility of subsequent ignition
in the presence of an external ignition source.

2.7. Characteristic data used/obtained in modeling all accident subscenarios (Vukic —
2016)

With the help of the ALOHA program, the following data was given/obtained for three right
events:
9 characteristic of the source of the flammable substance: gas CO;

9 temperature of the source of flammable matter: 15° C;

9 height of the source of flammable material: 4 m (height of 2 bags);
9 pressure of the source of flammable matter: 1ATM;

9 duration of the process: 30 min;

9 constant source of flammable substance (CO): 51.3255 kg/s;

1 combustion rate: 3,080 kg/min;

9 total amount burned: 92.386 kg;

9 height at which the shock wave is simulated: 0 m (Blast Area of VCE) - the program
itself determines this height;

9 height at which the toxic cloud is simulated: 3 m (Toxic Area of Vapor Cloud -
maximum values)

1 height at which flammability is simulated: 3 m (Flammable Area of Vapor Cloud)

2.8. Danger zones (vulnerable zones) obtained for all three subscenarios

By simulating all three subscenarios of the worst possible accident, vulnerable zones were
identified, i.e., zones of danger/endangerment to people and objects (Vukic, 2016).

Vulnerable zones for subscenario 1: In the case of this subscenario (Vapor Cloud
Explosion) with the occurrence of overpressure (Blast Force) from Vapor Cloud
Explosion, simulations of the development of events were performed using two ALOHA
models: the GAUSSIAN model and the HEAVY GAS. Figure 1 graphically illustrates three
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sub-zones of danger on the orthophoto map, as indicated by the Gaussian model, which yielded
greater distances than the Heavy Gas model.

Figure 1. Danger zones due to the overpressure of the shock wave after the exploswn of the
zinc oxide and fuel oil storage facility
Source: Vukic et al, 2016

Figure 1 shows three sub-zones of threat to people and objects from the shock wave. The red
zone extends up to a distance of 97 m from the critical point of the accident. The orange zone
reaches a distance of 117 m, and the yellow zone reaches 220 m. Since the impacts have spread
beyond the boundary of the complex through the yellow zone, this accident event corresponds
to RISK LEVEL I11. The pressure values per zone and the consequences of the accident on
people and objects are shown in the following original Table 5.

Vulnerable zones for subscenario 2: In the case of the Toxic Area of Vapor Cloud
subscenarios, simulations of event development were performed using the ALOHA: HEAVY
GAS program model. Figure 2 graphically shows three sub-zones of hazards caused by toxic
fumes on an orthophotography map.

Figure 2. Danger zones due to toxic cloud after the explosmn of zinc OX|de and fuel oil
storage
Source: Vukic et al, 2016
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Figure 2 shows two sub-zones of threat to people and objects from the shock wave. The red
zone extends 2.3 km from the critical point of the accident. The orange zone reaches a distance
of 4.7 km. Since both zones of influence have moved beyond the boundaries of the complex,
this accident event corresponds to RISK LEVEL Ill. The values of CO concentrations by
zone and the consequences of the accident on people and objects are presented in Table 5,
prepared for this paper.

Vulnerable zones for subscenario 3: In the case of the sub-scenario of the formation of a
flammable—explosive vapor cloud (Flammable Area of Vapor Cloud), simulations of the
development of events were performed using the model of the ALOHA: HEAVY GAS
program. Figure 3 graphically presents on the orthophoto map two sub-zones of danger that
arise due to the explosiveness of a cloud in the zone of dangerous concentrations of CO, which
can subsequently ignite in the presence of an external source of ignition.

K3 = = ——

2 =\ A L e w. 200 BN
Figure 3. Danger zones due to an incendiary cloud after the explosion of the zinc oxide
storage facility
Source: Vukic et al, 2016

Figure 3 shows two areas of danger to people and objects from the shock wave. The red zone
extends up to a distance of 77 m (with a CO concentration of 75,000 ppm) and the yellow zone
up to 272 m (with a CO concentration of 12,500 ppm) from the critical point of the accident.
Since neither zones of influence exceed the boundaries of the complex, this accident event
corresponds to RISK LEVEL 1. The values of CO concentrations and overpressure in the
danger zone, along with the consequences of an accident for people and objects, are shown in
Table 5.

NOTE: By comparing the boundaries of the vulnerable zones for the above-mentioned events,
monitored by carbon monoxide, with the boundaries of the same in the case of a terrorist attack
on only two tanks of fuel oil (without the attack on the zinc oxide warehouse), it was observed
that the explosion of the zinc oxide warehouse practically does not affect the size of the
vulnerable zones themselves.

2.9. Effects of the consequences of the accident for all three subscenarios

Table 5 summarizes the results of the research, obtained by modeling the worst possible
accident case at the location of the complex, expressed over the dimensions of the injured
zones, carbon monoxide concentrations, overpressure values, and the consequences of the
effects of the accident on people and objects for all three accident subscenarios (Vukic — 2025).
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Table 5. Summarized modelling results — consequences of the accident

Scenario

Subscenario

Description of
subscenarios

Vulnerable zones

Possible consequences of
accidents

Domino
effect due to
the
explosion of
zinc oxide
and fuel oil
content
from 2 tanks
- reduced to
carbon
monoxide —
CO: the
worst
possible
accident

risk of ignition of a
flammable cloud)

Red zone: Destruction of buildings;
97m Serious injuries - 9 workers.
The P >8,0 psi/ 0,55 bar| Minor injuries — 1 worker
Overpressure Severe damage to buildings;
1 - Shock | generated by . )
Orange zone: 117 m Death of 3 workers;
wave the shock : e
P > 3,5 psi/ 0,24 bar| Serious injuries: 30 workers
(VCE) wave (Vapor d 1 vedestri
Cloud and 1 pedestrian
Explosion) |Yellow zone: 220 m Glass breakage;
. About 50 people were
P >1,0 psi/ 0,07 bar| . .
injured by a glass break.
Fatal outcome for humans
when exposed for more than
Red zone: 2,3 km | 60 minutes. There is time to
C > 300 ppm evacuate 290 passersby,
1,404 residents, and 1,180
employees from facilities.
Vapor Poisoning of people due to
dispersion of the influence of a toxic wave
. combustion Orange zone: for less than 60 minutes.
2- Toxic
cloud products - for 4,7 km There is time to evacuate 70
the AEGL C>83 ppm passershy, 2,829 residents,
criterion for 60 and 472 employees from
minutes facilities.
Yellow Zone. The The danger can be avoided if
program did not i
workers and the population
plot the zones
. are evacuated from the
because it lacks injured area within 50
criteria for AEGL- . -
1 minutes.
Red zone:
77m Suffocation of workers due
Rel ¢ C=75000 ppm |to high concentrations of CO
ff case gl a (concentration of [(12500 — 75000 ppm), and if
3-The | a(rjnm_atlh fh flash generation there is no ignition of a
appearance clou 't\)lyll't fe when ignition of a flammable cloud.
ofa pé)jlilsel Iugn(t) flammable cloud)
flammable - igni'?ion vellow zone: In a zone with a lower
explosive (Flammable 279 m ' concentration of 12,500
00 |aweaorvapor| coszsanpom | O e cn st
Cloud) (concentration - the N

seconds is available for the
eventual evacuation of

workers.

The table shows that the effects of the consequences of the event, described in subscenario 1,
in the conditions of an explosion and shock wave following a terrorist attack, are manifested
both within and outside the boundaries of the complex. Due to the overpressure values in the
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range of 0.24 bar to 0.55 bar in the red and orange zones, death or serious injury to workers,
as well as demolition or severe damage to buildings, can occur only within the complex. The
consequences for the surrounding population are limited to minor injuries resulting from glass
breakage.

The results of modeling the second possible event, described in subscenario 2, in the conditions
of the occurrence of a toxic cloud of carbon monoxide with zinc vapors after the destruction
of two tanks of fuel oil and a warehouse with zinc oxide, indicate the impact of harmful gases
on workers and the surrounding population, up to a distance of 4.7 km. A high concentration
of these gases in the red zone (up to 2.3 km) can cause death to both workers and the
surrounding population if they are exposed to them for more than 60 minutes. In the orange
zone (up to 4.7 km), poisoning can occur at exposures of up to 60 minutes. Fortunately, there
is sufficient time to evacuate workers and the population, thereby avoiding consequences for
their health and well-being.

In subscenario 3, a fortuitous event occurs in which an explosive cloud with concentrations of
CO forms in the flammable zone. There is a possibility of its subsequent ignition in the
presence of an external source, resulting in a fatal outcome for the worker within the limits of
the injured zone. The surrounding population is not in danger.

The presented results of the research indicate the RISK LEVEL 1 in subscenario 3 and the
RISK LEVEL Il in subscenarios 1 and 2.

3. CONCLUSION

As part of the contracted project, a team of researchers conducted research at the site of the
complex and in the surrounding area, identifying critical sites and potential types of accidents,
including those resulting from a terrorist attack. The collected data and calculation results
enabled the simulation of all possible events and modeling of the consequences of an accident's
effects using the ALOHA program. The paper presents only the results of modeling the worst
possible accident due to the terrorist destruction of two fuel oil tanks and a zinc oxide
warehouse, during which a domino effect occurs. The complete results of the research and
modeling served as the basis for the development of the contracted Accident Protection Plan
(Vukic, 2016), in which the necessary measures for an effective response to all investigated
accident scenarios were detailed. In this way, the operator fulfilled its obligations in
accordance with the requirements of domestic legislation in the field of emergency
management and European Union regulations in the field of industrial safety and policy for
the protection of people, material goods, and the environment (Vukic — 2021). In addition, the
results of the modeling served as the basis for the preparation of the Acoustic Study (Stajic,
2016), as a basic document for the design of a modern, adequate, and efficient system of
alerting and informing employees and the surrounding population at the time of an accident at
the location of the company. Data on the boundaries of viable zones are of particular
importance for determining the locations for the installation of alarm sirens. Simulated values
of carbon monoxide concentrations and overpressure in the affected zones are crucial for
making informed decisions and implementing measures to ensure the timely evacuation of
employees and the population in the zones impacted by the accident's effects (Vukic, 2019). It
can be concluded that simulating the development of events in the event of a worst-case
accident and modeling the consequences of the same contribute to raising the level of industrial
safety and the safety of workers and the local population.
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Abstract: The aim of this paper is to encourage a more comprehensive ctulg
impact of artificial intelligence on its use in the field of environmental security.

Technical and technological development largely determines the environmental
security situation and through which efforts will be made in the future to reduce the
impact on environmental factors or threats to their development. The use of artificial
intelligence is one of the methods of environmental monitoring, but in the genesis it is
necessary to ideologically direct such tools in order to help humanity. Oneeof th
primary foundations is the consideration of segments of environmental security where
large amounts of information would be collected, processed, analyzed and distributed
in real time using artificial intelligence. The causal relationships of threats to
environmental security segments to a significant extent determine the need for the
introduction of artificial intelligence as an auxiliary mechanism that contributes to the
monitoring of various species, plants and animals, and the human species in their
habitats, investigating their development, reproduction and disappearance. Some
software packages have a multidimensional and rotitéria display of analyses,
diagrams, animations and results, but artificial intelligence enables data sublimation
and a vey quantitative and qualitative approach and their use. This enables more
purposeful writing of strategic documents and faster and higoetity
implementation of projects and programs in the field of environmental protection.

Keywords:Artificial intelligence, environmental safety.
1. INTRODUCTION

In many sciences and scientific disciplines, practical applications in various branches of
industry, agriculture, medicine, etc., artificial intelligence (Al) is already involved in many
processes that contribute to the improvement of conditions and work. The futuristic vision and
prognostic character of the achievements of Al also determine development activities.
Ecological processes and phenomena can unambiguously be directly and indirectly monitored,
processed, analyzed and presented for the purpose of improving the general state of the natural
environment. The basic scope of use of Al, which should be adopted for the use of artificial
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intelligence in the use of ecological safety, should be in the range of understanding the
problems of environmental threats, data processing to legislative solutions. The increase in
risks and threats to the living environment and the desire for greater environmental protection
are largely contributing to the introduction of Al into many segments of environmental
security.

The application software used so far has undoubtedly contributed to improving the state of the
environment, but Al adds a new spatial and temporal dimension.

2. CONSIDERING ENVIRONMENTAL SAFETY IN THE MODERN LIVING
ENVIRONMENT

Itis evident that the living and working environment on Earth is changing and that the indirect
and direct impacts of humans on the environment are becoming increasingly destructive.
Industrialization and globalization at the end of the 19th and beginning of the 20th centuries
improved living conditions, the flow of goods and capital, and service activities, but also
brought the roots of confrontations, social disturbances, and harmful effects on the
environment. Scientific and research analyses and reports from related sciences and scientific
disciplines warn us that life on the Planet is becoming more complicated due to inadequate
and unplanned use of resources on the Earth (Simic, 2025:1).

Unfortunately, it is estimated that the phenomenon of climate change, the transformation of
land from one category to another, demographic migrations caused by the threat to the
constituents of the natural environment, the multiplication of waste materials, the discovery of
"covert" applications of genetically modified organisms, the destruction of biological diversity
will affect phenomena and processes in the natural and social environment.

The World Meteorological Organization estimates:

U 80% chance that at least one of the next five years will exceed 2024 as the warmest in
history;

U 86% chance that at least one of the next five years will be more than 1.5°C above the
average for the period 1850-1900;

U 70% chance that the five-year average warming for the period 2025-2029 will be more
than 1.5°C;

U Long-term warming (averaged over decades) remains below 1.5°C;
U Arctic warming is projected to continue to exceed the global average;

U Precipitation patterns have large regional variations (https://wmao.int/news/media-
centre/global-climate-predictions-show-temperatures-expected-remain-or-near-record-
levels-coming-5-years).

These prognostic categories unfortunately represent only the basis that will trigger a series of
cause-and-effect activities that will make life on Earth very difficult with the necessary needs
of adaptation. Lack of resources, constant social confrontations, irresponsible attitude towards
nature only complicate the already burdened status of environmental constituents. However,
civilization, through technical and technological inventions, is trying to reduce its impact on
the natural environment with various innovations:

- "Vacuum cleaners" for carbon dioxide from water and air are being introduced,;

165


https://wmo.int/news/media-centre/global-climate-predictions-show-temperatures-expected-remain-or-near-record-levels-coming-5-years
https://wmo.int/news/media-centre/global-climate-predictions-show-temperatures-expected-remain-or-near-record-levels-coming-5-years
https://wmo.int/news/media-centre/global-climate-predictions-show-temperatures-expected-remain-or-near-record-levels-coming-5-years

- Plastic is used for various purposes according to biological and chemical processes that
enable its reversible use;

- Shipping containers are used for vegetable planting in urban areas;
- Various marine plants are used to make packaging;

- Development of software applications for multiple modular uses that can also be used as
multipurpose;

- Development of communication systems for monitoring and processing data in the field of
environmental safety;

- The Japanese government is subsidizing the development of 20 types of robots that assist in
agricultural work;

- Vertical farming has become a trend, especially in urban areas;

- Automated farms have become imperative for livestock farming due to labor shortages,
environmental protection requirements, etc.;

- Reports from Russian institutes indicate that robots could already take over 58% of
agricultural work.

It is evident that environmental security as a scientific discipline needs to adapt its oeuvre and
its characteristics in the modern era should include:

- Development of an environmental security culture;

- Interdisciplinarity;

- Multidimensionality;

- Being part of the general security system and the larger social system;

- The need for continuous qualitative improvement in the structure and mode of operation of
environmental security measures;

- Basis on technical and technological achievements.

It is difficult for the human mind to comprehend the enormous amount of information that just
one animal and plant habitat can contain. Microregional, regional or planetary opus not only
has an enormous amount of information but is also characterized by many variables, variations,
plants and animals of the same species, but which develop in different climatic conditions. The
protection of animal habitats in different continental conditions is not the same, and the need
for the engagement of technology and personnel increases the more severe the conditions are.

Accordingly, there is an evident need to base environmental information that would be
available in certain domains for the needs of the research and scientific sector and practical
application in order to protect the constituents of the natural environment in a systematic and
positive way.

3. ARTIFICIAL INTELLIGENCE AS AN IMPERATIVE FOR MONITORING
ENVIRONMENTAL SAFETY SEGMENTS

The useful implementation of different functions and perspectives of environmental
monitoring also implies a compatible information and communication system as an essential
factor of monitoring based on mathematical models and analyses. Modern observation has
reached unimaginable possibilities, but artificial intelligence has added multivariate solutions
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in many aspects. Based on the fact that environmental monitoring represents a collection of
information on biological, chemical and physical characteristics of the environment,
purposeful data processing and analysis implies achieving certain goals that can be achieved
through artificial intelligence:

- Collection of certain data (sensors, drones, etc.);
- Necessary primary data processing (if necessary);
- Transfer of data from the natural environment to the artificial intelligence platform and

- Processing of the obtained information in a form that is understandable and organized for
observing processes and phenomena in the natural environment.

The huge amount of information to be processed would be difficult to understand and difficult
to process in a short period of time by a human being. Consequently, artificial intelligence can,
based on the obtained parameters from the natural environment, present multidimensional
diagrams, presentations, applications, variables, as well as multi-criteria analysis of the
obtained results.

For specific segments of environmental security such as environmental crime, artificial
intelligence enables continuous monitoring and, by following changes in the natural
environment, can connect cause-and-effect relationships that may indicate different forms of
environmental crime. This can provide guidelines for environmental forensics to detect
possible disruption of the stability of an ecological area based on the basic state of the process
and the occurrence of a microregion.

By constructing such models supported by artificial intelligence, not only in the case of
discovering ecological delicate issues, it is possible to observe and define possible regularities
in the development of certain processes in the environment and, based on that, determine
tendencies (Boskovic, 2010:20).

A simplified representation of the model of using artificial intelligence in environmental
security can be shown in Fig. 1: Simplified representation of the application of artificial
intelligence in the field of environmental security. It is evident that the basic basis is the
constituents of the environment, and the collection and processing of their state and
presentation to a logically reasoning human being is taken over by artificial intelligence.

Based on the use of artificial intelligence to predict climate change, Kyungmee and Boulanin
(2023) list several key points:

- Understanding and forecasting the impact of climate hazards;

- Managing vulnerabilities and exposure to climate change;

- Entry points for artificial intelligence in response to climate change security risks;
- Tools for mapping climate hazards and socio-economic stressors;

- Managing climate change-related disaster risks;

- Examples of policy interventions addressing climate change-related security risks;

- Challenges associated with artificial intelligence.
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Figure 1. Simplified representation of the application of artificial intelligence in the field of
environmental safety

Typical examples of the use of artificial intelligence are in agriculture and forestry. Spiric,
Zrnic and Zagar (Spiric, Zrnic, Zagar, 2024:37) believe that the Internet of Things, which is a
set of networked devices with the ability to communicate with each other, and their use enables
advanced collection of agrometeorological data vital for analyzing the state of crops in the
field. Data such as temperature, humidity, atmospheric pressure, etc. give us a precise
description of past and present weather conditions that have a positive or negative impact on
plants depending on the time of consideration. Consistent data collection enables the
application of analysis using machine learning or artificial intelligence.

Maksimovic and Porojevic (Maksimovic, Porojevic, 2024:240) prefer the use of drones to
collect certain data on the state of forest potential and data processing through artificial
intelligence. They cite enormous benefits in terms of "...valuable information on the state of
biological reclamation through afforestation...", but also data on forest fires, forest mapping,
forest inventories, determining the height of the forest canopy, determining the time and need
for tree pruning, etc.

A typical example of the use of artificial intelligence is the program X NATURA
(https://www.xnatura.com/environmental-platform).

The program provides real-world data on nature, climate change and biodiversity by:
integrating Al as well as data from 10T (Internet of Things) and CLOUD infrastructure to
provide impact assessments on environmental constituents and environmental analysis. The
program is divided into program units: Advanced Satellite Monitoring, Real Time Data from
Nature, Biodiversity and Nature Strategist, Al Algorithms and Predictive Models and VIA-
Environmental Impact Assessments.

For users of this platform, direct and indirect decision-making is enabled based on monitoring
and reporting, maps and real-time situational awareness, and the establishment of strategies
and courses of action.
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Accordingly, the platform monitors, for example, patterns of animal migration (e.g., to monitor
a specific mammal that is born, grows, reproduces, and dies, and points out risks and threats
to it and suggests certain levels of protection) and plants, and provides assessments and trends
for the future.

The sectors that the X NATURA platform basically considers are: industry, urbanism,
agriculture, the energy sector, infrastructure, finance, pharmacology. Here, Al serves as a
processing organ in the system, a sublimator, and an integrator.

It is not too much to expect that in the coming period we will obtain: exact parameters of
resource consumption, pollution depending on the type of environment, formation of an
ecological index, more information and better assessment (because the current Al model learns
and provides information for the next model), potential recommendations for improving
environmental protection, legislative steps, etc.

Platforms of this type have a humanitarian basis, but are essentially commercial. Regardless
of the genetic basis of the emergence of artificial intelligence platforms that serve this purpose,
the positive effects are visible and purposeful. However, one should also bear in mind the
negative consequences that exist due to the nature of the software and hardware components
of information and communication equipment.

Most large Al systems are housed in data centers, including those operated by cloud service
providers. These data centers can have a major impact on the planet. The electronics they are
embedded in rely on a staggering amount of energy, with 800 kg of raw materials required to
make a 2 kg computer. Also, the microchips that power Al require elements that are rare on
Earth and are often mined in environmentally harmful ways.

Another problem is that data centers produce electronic waste, which often contains hazardous
substances such as mercury and lead.

Third, data centers use water during construction and, once operational, to cool electrical
components. Globally, Al-related infrastructure could soon consume six times more water than
Denmark, a country of 6 million people. This is a problem when a quarter of humanity already
lacks access to clean water and sanitation.

Finally, data centers that power Al technology require a lot of energy, which in most places
still comes from burning fossil fuels, which produces greenhouse gases that warm the planet.
A request made through ChatGPT, an Al-powered virtual assistant, uses 10 times more
electricity than a Google search, the International Energy Agency reported. While global data
is scarce, the agency estimates that in the tech hub of Ireland, the rise of Al could lead to data
centers accounting for almost 35% of the world’s energy consumption by 2026
(https://www.unep.org/news-and-stories/story/ai-has-environmental-problem-heres-what-
world-can-do-about).

Also, Mary Francisco (Francisco, 2023:61) believes that the use of artificial intelligence for
the purpose of environmental security segments can cause problems in international climate
security due to distrust, failure to provide information about the state of the environment due
to the method of collection and processing by artificial intelligence, and the possibility that
software applications used for the purpose of environmental security can also be used to collect
other data about the parties to the conflict.
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4. CONCLUSION

In line with the increasing application of artificial intelligence in all spheres of life, it is evident
that the new era will also bring its increasing application in the segments of environmental
safety. The ability of artificial intelligence to collect, process and present the obtained
information in a short period of time and in different natural environments in different ways,
and store it in databases that serve it for further processing and improvement of the system
will significantly contribute to its increasing participation in making decisions on
environmental protection. This will be especially important in direct monitoring of the natural
environment, where environmental protection measures will be used multiple times on
different grounds.

Data collection, processing, analysis and delivery according to the requirements of different
users require not only the possession of a huge amount of information on the state of the
environment, but also the need to develop communication systems, improve software and
hardware, and improve environmental legislation. This would ultimately contribute to the
systemic solution of environmental safety problems.

The upgrade of artificial intelligence platforms in this area will certainly imply even greater
integration of information and communication systems, but also the increasing use of multi-
layer advanced neural networks and evolutionary algorithms.
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Abstract: Nations have a range sftrategies at their disposal to shape their relations
with other nations and nestate actors in international relations, including
cooperation, deterrence, coercion, and control. Deterrence, or in other words,
discouraging states from taking unwanted awsi, especially military aggression, has
once again become an important theme in the defense and security policies of many
countries in the second decade of the 21st century. On the other hand, changes in the
international security environment have changfeelcontext of deterrence. The idea of

a total defense concept is based on a combination of armed forces capabilities with
developed civil defense and an attempt to link economic and political infrastructure
into defense planning. The aim of the papetoisexamine the compatibility of the
concept of total defense with modern concepts of deterrence, especially its contribution
to strengthening the resilience of the state and society, which should contribute to the
effectiveness of deterrence based on tireciples of denial and aimed at raising the
costs of possible aggression by a potential adversary.

Keywords strategy, deterrence, total defense, resilience, denial.

1. INTRODUCTION

Nations have a range of strategies and measures at their disposal to shape their relationships
with other nations and non-state actors in international relations.

Deterrence strategy encompasses all forms of persuasion, including reassurance and
inducement, that would lead an adversary not to pursue a particular course of action.
Reassurance involves measures to alleviate the adversary’s concerns by convincing the
adversary that the situation is less dangerous or more benign than initially thought. Inducement
involves “sweetening,” providing incentives to achieve an outcome (Freedman, 2004).

The idea of the concept of total defense is based on the combination of armed forces
capabilities with developed civil defense and the attempt to link economic and political
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infrastructure into defense planning. The aim of the paper is to examine the compatibility of
the concept of total defense with modern concepts of deterrence, especially its contribution to
strengthening the resilience of the state and society, which should contribute to the
effectiveness of deterrence based on the principles of denial and aimed at raising the costs of
possible aggression by a potential adversary.

2. DETERRENCE - BASIC THEORETICAL PROVISIONS AND
STRATEGIES

Deterrence — or, in other words, discouraging states from taking unwanted actions, especially
military aggression — has once again become an important theme in the defense and security
policies of many countries. In Europe, the United States and its allies are seeking to deter what
they describe as “potential Russian engagement in the Baltic states,” as well as activities within
the “gray zone,” i.e. offensive activities that fall below the threshold of a classic war (Mazarr,
2018).

On the other hand, much of the scholarly discussion on the concept of deterrence continues to
be characterized by unsubstantiated claims, which are at odds with empirical data and provide
little guidance on the analysis of concrete events. Meanwhile, changes in the international
security environment have changed the context of deterrence, which may have challenged
earlier theoretical assumptions and created new demands (Vytautas 2020) This article draws
on an analysis of a number of recent and earlier studies to reexamine the basic concepts and
principles of deterrence (Freedman, 2004; Black Michelle, Obradovic Lana, 2022; Milkovski,
Bozic, 2023).

The research suggests that a broader perspective on deterrence must encompass the intentions
and perspectives of potential aggressors, the variables that play into their cost-benefit
calculations of war, and the steps that are likely to make aggression appear more dangerous
and less necessary, especially relative to other options. Thus, to understand what will make an
aggressor abandon its aggressive plans, one must think in terms of what is defined as
deterrence strategies, that is, a set of efforts to reduce the perceived utility or necessity of
aggression.

The literature on deterrence makes a number of key distinctions in terms of the types and
classifications of deterrence strategies (Miljkovic, Marjanovic, 2023). In this sense, the
classical literature distinguishes two basic approaches to deterrence.

The strategy of deterrence by denial seeks to deter an adversary's action by making it infeasible
or unlikely to succeed, thereby reducing the potential aggressor's confidence in achieving its
goals—for example, by deploying sufficient military forces to prevent and defeat an invasion
by the aggressor. Ultimately, this strategy can expose the potential aggressor to the risk of
catastrophic loss. Deterrence by denial is, in effect, simply the application of efforts to defend
some commitment by the aggressor. Deterrence and defense are analytically distinct, but in
practice closely related concepts. The most common way to measure the actual capacity of
deterrence through the method of deterrence is the immediate balance of forces in a given
territory - but, as will be explained, the local balance of forces is not the only and most
important factor. In this regard, deterrence through deterrence should not be equated solely
with the balance of military forces (Morgan, 1983).

The strategy of deterrence through punishment, on the other hand, threatens to lead to serious
consequences if a preemptive attack is actually launched, such as nuclear escalation or severe
economic sanctions. These consequences or punishments come from local actors in the conflict
or from the wider international community. The focus of deterrence through punishment is not
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direct defense, but the threat of the possible use of broader punishment that would increase the
cost of the aggressor's attack. (Snyder, 1959,)

Most classical studies and theories suggest that deterrence strategies through deterrence are
inherently more reliable than punitive strategies. They argue that the measures taken in a
deterrence strategy, such as the engagement and deployment of significant military capabilities
directly against the effective aggressor, send clear and loud messages. On the other hand, the
aggressor may doubt the defender's willingness to implement the punitive strategy. The
aggressor may also convince himself that the defender will hesitate to implement punitive
measures because of the attendant risks, such as further escalation of the conflict, and that the
deterring state may not be willing to implement the punitive measures when the critical
moment arrives. As Thomas Schelling noted, there are threats that a state would rather not
carry out, and a weakness in deterrence can arise when the aggressor believes that the defender
will ultimately prove to be unwilling to carry out his threats (Schelling, 1980).

3. DETERRENCE CHALLENGES FOR “SMALL STATES”

The categorisation of a state as “small” was considered in the context of international relations,
foreign policy and security as a country that has no influence on the security of other states in
the environment. Small states are seen as fragile entities in the turbulent sea of international
relations. However, is this always and truly the case? There are many factors that influence the
position of small states in international relations.

Given that the current literature currently does not have a generally accepted definition of a
“small state”, mainly due to the difficulty of harmonising the criteria by which it would be
possible to do this precisely, freedom has been left in the interpretation of this term, which for
now relies on the perception of size that can be formulated based on the topic we want to deal
with. In the field of security, according to some authors, small states are considered to be those
that have: 1) a lack of autonomy in relation to more powerful states; 2) a limited scope of
performing tasks; 3) they do not participate in creating the goals and methods of implementing
international politics and security and 4) they have little importance in the system to which
they belong and cannot represent it individually (Wivel, A., Archer, C., Bailes J.K.A., 2014).

Domestic authors, such as Misa Stojadinovic, believe that: “One of the greatest characteristics
that makes small states interesting to study is precisely their limited power, which is best
manifested in the context of stronger states. Great powers simply have more capacity to more
easily implement their interests.” (Stojadinovic, 2019.)

Therefore, the concept of a small state is a relative term, and the qualification of a state can
only be done by comparing it with another large state.

In the past practice, four models of strategic options and actions of small states in relations
with large actors have been established: 1) voluntary coordination (balancing); 2) compliance
due to external pressure (association); 3) counter-dependence, as a measure to reduce
dependence (neutrality) and 4) compensation, as a method of quasi-opposition to large actors,
but also cooperation with everyone ("wandering"). (Vaicekauskaité, Z. M., 2017)

Research in the domain of theoretical and practical applications of deterrence of small states
is topical. Recent reports on the Baltic states’ defense models suggest considering “innovative,
low-cost approaches to defense” and that the Baltic states should look beyond conventional
warfare to devise more creative and cost-effective approaches to defeating their enemies.
These approaches have been dubbed the “hedgehog strategy” and point to the applicability of
unconventional options, such as those that were part of the Swiss National Defense Strategy
during the Cold War. Researchers at the American nonprofit global policy think tank The
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RAND Corporation (RAND) conclude that unconventional warfare can significantly support
the Baltics’ deterrence and defense efforts (RAND, 2023).

From a small-state perspective, asymmetric deterrence theories arise from wars in which
relatively smaller states win more. Asymmetric deterrence is also referred to in academic
literature as unconventional or unorthodox. Simply put, asymmetric deterrence occurs when a
weak actor deters a strong actor. This can be achieved by convincing the aggressor that any
action will be met with an unconventional defense, for example, guerrilla warfare.

Common to the above theoretical frameworks is the consideration of an asymmetric approach
to the use of military forces by using military forces in a guerrilla manner of warfare. In this
way, there is a possibility that, in order to successfully deter aggression, the fear of a potential
aggressor against a long-term and expensive engagement with large human and financial losses
can be created and exploited. The theoretical framework suggests that the weaker side can win
a conflict if it bases its strategy on a combination of the existence of broad social support, the
conditions for conducting guerrilla actions, and the idea that can make sacrifices seem both
necessary and noble in defending national interests. Essentially, this approach emphasizes the
potential use of a small state's military forces in an unconventional manner to meet the
credibility and verisimilitude of the threat as basic requirements for deterrence.

4. CONCEPT OF TOTAL DEFENSE

The idea of the concept of total defense originated, according to some authors, in Sweden
during World War I1. A total war, such as World War 11, showed that armed forces no longer
operated in a separate environment and that all segments of society were affected by war, so
some states, in an attempt to find a response to possible external pressures and threats, came
to the conclusion that it was necessary to organize an increasing number of participants in
modern society for an integrated defense effort. Thus, the concept of total defense became the
defining way of organizing and using forces in non-aligned and neutral states, such as
Switzerland, Finland, Sweden, Austria, the SFRY, and Singapore in the period from World
War Il until the end of the Cold War. Total defense was based on a combination of the
capabilities of the armed forces with a developed civil defense and an attempt to connect the
economic and political infrastructure into defense planning. (Milkovski, Bozic, 2023.)

Total defense took on various forms of organization, and defense components such as military,
economic, psychological, and civil defense in Sweden or military, economic, social, civil,
psychological, and digital defense in Singapore were recognized. The Yugoslav concept of
national defense and social self-protection from the mid-1970s represented the
operationalization of the idea of total defense of that time in our region. The concept was based
on the organized engagement of all available potentials of society based on the experience of
World War 1l and the Marxist idea of an armed people. The most important definitions of the
concept, excluding those that are ideologically colored, are its deterrent function in peace, state
of emergency and war, as well as reliance on its own capacities.

In the post-Cold War period, the need for a comprehensive approach to the defense and
protection of national interests is observed because it corresponds to the changes in the
perception of the entire security paradigm in a globally connected world and the physiognomy
of the current and future conflict in all dimensions of the environment. (Miljkovic, Jevtic,
2022)

Therefore, based on the previous discussion, the framework for defining and implementing the
deterrence strategy of small states should be based on the developed capabilities of military
forces for an asymmetric approach in use and the capabilities of other state forces to act in all
dimensions of the environment against state and non-state actors.
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Defining and using forces capable of operating in different 5 dimensions of the environment
ensures the comprehensiveness of the response, which "together with developed capabilities
for a credible and credible threat, represents a necessary prerequisite for strategic deterrence."
(Blagojevic, Radanovic. 2022.)

5. CONSIDERATIONS ON DETERRENCE FOR SMALL STATES

With the development of technology, states can act against each other below the threshold of
warfare and affect the entire society of the adversary, and not just their military power. (
Bowers, 1., 2018) This change has also required a rethinking of theories of deterrence.
Although classical deterrence theory includes the idea of force not used, such thinking is not
optimal when it comes to, for example, the use of cyber capabilities. On the contrary, to
increase the deterrence effect, it may actually be more beneficial to conduct cyber operations
than to refrain from action. Cyber operations represent a strategic weapon with relatively low
costs and allow for asymmetric moves, so that even a small state with fewer resources has, at
least in theory, the potential to create credible deterrence. (Faesen, L., Sweijs, T., Klimburg,
A., & Tesauro, G. 2022)

From a small state perspective, deterrence theories are approached from a broad perspective,
examining alternatives. Two assumptions are made, based on the academic literature:

(1) due to today's complex global relations and threat environment, it is not useful to draw a
strict line between deterrence strategies and other strategies that protect state sovereignty.

(2) small states should use all possible means to protect their sovereignty, even if the possibility
of their success is uncertain.

According to the first assumption, the literature review is not limited to the strict framework
of classical deterrence theory, but rather seeks alternatives that would meet the demands of the
contemporary threat environment and world politics. The second assumption directs the focus
of research on deterrence options for a small state and the opportunities and limits that must
be considered when creating deterrence.

How states see themselves as part of the global world order is also important. Finland, for
example, defines itself as a small country and seeks to act as an active member of the EU and
as a member of NATO, just as Russia considers itself one of the great powers of the world
(Ministry for Foreign Affairs of Finland, 2020). When considering the stated goals of Finland
and Russia in international politics, as well as the opportunities for influence and autonomy,
Finland appears as a small country compared to Russia.

The main strategy guiding Finland's national security is based on the principles of deterrence
through denial and aims to raise the threshold of costs of possible military aggression by a
potential adversary. It achieves this through the Comprehensive Security and Comprehensive
National Defence Concept, which is a counterpart to the concept of total defence. The concept
of comprehensive security, i.e. total defence, aims to build and maintain resilience in Finnish
society. The vital functions of society are safeguarded by authorities, enterprises, organisations
and citizens in accordance with their respective powers. Comprehensive national defence
encompasses all national and international military and civilian efforts that provide the
necessary conditions for military defence in times of crisis.

The results of the research conducted by Finnish experts have provided new insights into how
a small state can be positioned in modern theories of deterrence, by introducing enabling and
preventive national and international factors. These factors can be used in future analyses when
investigating the status of a small state in international politics. The key finding of the study
is that if a small state has a credible ability to defend its own territory with strong societal
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resilience, deterrence strategies that aim to minimize the impact of an attack on its own
territory are the most suitable option. These national factors are suitable for signaling
deterrence even when the state is militarily non-aligned.

It can be concluded that there are only limited options available to a small state in terms of
building deterrence, but these options can be expanded by international factors that enable
better deterrence, such as military and political alliances. Deficiencies in available military
resources and international status can become negative factors affecting the success of
deterrence because they create an image of weakness in the eyes of the aggressor. Also, the
political intentions and history of the aggressor can appear as international factors, if they
adversely affect decision-making. (Maria Keinonen, 2024).

The results of this study can be used in strategic research targeting small states, especially their
means of deterrence and instruments of power. Since the behavior and goals of a state in
international politics are influenced by its history, geopolitical position and national culture,
there are differences in the deterrence strategies of small states. Therefore, research on several
small countries could complement the factors presented in this study and further deepen our
understanding of the realistic deterrence strategy options available to a small state.

6. CONCLUSION

It can be concluded that the position of small states in a dynamic, unpredictable and uncertain
international environment requires continuous adjustment of the chosen strategic option to
geopolitical factors. Taking into account, first of all, the change in the configuration of the
international system and the relatively rapid transition from bipolar to unipolar, and then the
expected multipolar world order, small and medium-sized states must be sensitive to changes
in the immediate environment that are the consequences of the clash of interests of great
powers, but also to changes in the strategy and potential of states in the immediate
environment. With good strategic thinking and timely foresight, it is necessary to project one's
own image in the future and, accordingly, be prepared to correctly choose a strategic option,
on the basis of which it will be possible to make a good choice of strategic goals, but also of
the optimal way and effective means for their achievement.

In a changing strategic environment (global and regional), and in the face of diverse security
threats, it is unlikely that single deterrence will remain the central type of strategy and will
have an advantage over other strategies as it did during the Cold War. At the same time, the
continued existence of security threats, such as military ones, has made it unlikely that
deterrence will disappear completely. On the contrary, the complex nature of the modern
security environment makes deterrence desirable in order to avoid conflict and prevent the
enormous losses and setbacks in development that, for example, war brings. At the same time,
the unpredictability of the security environment requires us to broaden our understanding of
deterrence and consider its new forms that could prove more effective than traditional
strategies.
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Abstract: This paper examines evolving trends in security crisis management within an
increasingly interconnected global environment. The study identifies three primary
areas of transformation: technolagl advancements, collaborative governance
frameworks, and emerging threat landscapes. The research highlights the integration
of artificial intelligence for threat detection, big data analytics for predictive modeling,
and social media monitoring for redéime situational awareness. The analysis
demonstrates a paradigm shift toward msltikeholder engagement, emphasizing
public-private partnerships, international cooperation, and commubiged
resilience building. Contemporary security challengéscluding cyber threats,
climateinduced displacement, hybrid warfare tactics, and misinformation
campaigns-demand adaptive management strategies that address interconnected
risks. Key findings reveal the importance of inclusive governance models that engage
diverse stakeholders while maintaining democratic values. The research concludes that
effective crisis management requires organizations to prioritize adaptability,
collaboration, and proactive engagement over traditional reactive approaches to build
resilient communities capable of addressing complex, multifaceted security challenges.
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1. INTRODUCTION

The evolution of security crisis management has become increasingly relevant in today’s
global landscape, characterized by complex interdependencies and rapid technological
advancements. As governments grapple with the challenges of a multifaceted security
environment, new trends have emerged that fundamentally redefine the dynamics of crisis
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response. Among these trends, the integration of innovative governance models is paramount.
For instance, the concept of new state management emphasizes the necessity for administrative
reform that aligns state activities with contemporary expectations (Britchenko et al., 2017).
Such frameworks not only enhance state accountability but also encourage citizen participation
in the governance process. Additionally, the adoption of organic farming principles highlights
a sustainable approach to resource management that addresses disparities exacerbated by
traditional methods (Vaarst et al., 2010). These emerging paradigms underscore the critical
need for adaptable strategies in security crisis management, capable of addressing both
immediate threats and long-term societal needs.

The concept of security crisis management encompasses a strategic framework designed to
address and mitigate various threats to national and organizational security. This multifaceted
process involves preparedness, response, and recovery efforts aimed at minimizing the impact
of crises, whether they stem from natural disasters, economic downturns, or geopolitical
conflicts. In recent years, the integration of global perspectives into security crisis management
has become increasingly critical, as crises often transcend national boundaries and require
coordinated responses across diverse actors (Wells et al., 2001). Moreover, the influence of
financial systems on security vulnerabilities cannot be overlooked; the disproportionate impact
of financial crises on small and medium-sized enterprises has underscored the need for robust
crisis management frameworks that account for economic stability (Bank AD et al., 2014). As
new trends emerge, security crisis management must evolve to incorporate innovative
solutions that address both traditional and emerging threats in a continually changing global
landscape. The significance of addressing security crises cannot be overstated, particularly in
an increasingly interconnected and volatile global landscape. Timely intervention in security-
related issues not only mitigates potential threats but also preserves social stability and fosters
resilience within communities. The ramifications of neglecting these crises are profound, as
evidenced by the escalation of violence and social unrest in regions where governmental
responses are inadequate. For instance, the COVID-19 pandemic has underscored the necessity
of adaptive crisis management strategies, revealing emergent changes in work practices that
demand immediate attention (Kevin M Kniffin et al., 2020). The role of civil protection units
is priceless in all emergencies, and experience from this epidemic has shown us the necessity
of establishing and improve civil protection management. (Strbac&Tomic, 2021) Furthermore,
addressing security crises effectively serves to build trust between authorities and citizens,
promoting collaboration and compliance with security measures (Gatta PP, 2022).
Consequently, proactive engagement in security crisis management not only protects lives and
property but also lays the groundwork for a more secure and harmonious society.

2. OVERVIEW OF NEW TRENDS IN THE FIELD

In contemporary security crisis management, emerging trends reflect a paradigm shift towards
comprehensive, multi-sectoral approaches that address complex challenges. The integration of
technology, notably through data analytics and artificial intelligence, is transforming the
landscape, allowing for more precise risk assessments and proactive measures. Additionally,
there is a growing recognition of the role that civil society plays in peacebuilding and conflict
prevention, as highlighted by (Lemay-Hebert et al., 2011). This participatory approach fosters
collaboration between governmental and non-governmental actors, enhancing the resilience of
communities affected by crises. Furthermore, European trends indicate a concerning
intertwining of migration issues with national security, signifying what has been termed
crimmigration. This phenomenon illustrates the increasing criminalization of migration within
EU policies, reflecting broader societal anxieties about security and public order, as discussed
in (Parkin et al., 2013). Such trends necessitate a re-evaluation of traditional security measures
to include humanitarian perspectives and community engagement.
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As global security dynamics evolve, understanding the purpose and scope of new trends in
security crisis management becomes paramount. This investigation seeks to critically evaluate
contemporary challenges in security management, particularly in light of recent financial crises
that have disrupted stability across various regions. By analyzing trends such as the regulatory
responses that emerged from these crises, the discussion will highlight the implications for
security frameworks, particularly in how they adapt to financial uncertainties that affect sectors
like small and medium-sized enterprises (SMEs) which are vital for economic resilience.
Moreover, the research will delve into the complexities of legal transactions within crisis
management, drawing on insights regarding in-house counsels’ role when navigating these
intricate issues (Barnes et al., 2012). Ultimately, it aims to provide practical policy solutions
that enhance crisis preparedness and response mechanisms, especially relevant amidst the
evolving patterns of global risk (Asian Development Bank and Organization for Economic
Cooperation and Development, 2014).

3. TECHNOLOGICAL ADVANCEMENTS IN CRISIS MANAGEMENT

As crises become increasingly complex in a globalized world, technological advancements
play a pivotal role in enhancing management strategies. The integration of real-time data
analytics, artificial intelligence, and advanced communication systems facilitates more
effective decision-making during crises. For instance, the utilization of social media platforms
for information dissemination has revolutionized the way organizations engage with the
public, allowing for swift updates and crowd-sourced insights. In addition, geographic
information systems (GIS) enable responders to visualize data spatially, improving situational
awareness and resource allocation. As outlined in recent studies, the expanding networks of
global interdependence necessitate a comprehensive understanding of how policy decisions
can reverberate across these frameworks, sometimes yielding unintended consequences (Wells
et al., 2001). Furthermore, adopting low-carbon technologies is critical in crisis scenarios,
particularly regarding energy security and environmental sustainability (Staley BC et al.,
2009). Collectively, these advancements underscore the need for an adaptable approach to
contemporary security crisis management.

The integration of Artificial Intelligence (Al) in threat detection signifies a transformative shift
in security crisis management. By employing advanced machine learning algorithms, Al
systems enhance the ability to identify and respond to potential security threats in real-time.
These cognitive computing platforms can analyze vast datasets, mitigating the risk of oversight
that often accompanies manual threat assessment processes. Moreover, as noted in recent
literature, Al technologies are designed to emulate human cognitive functions, enabling them
to learn from environmental data and autonomously predict anomalous situations, thereby
fostering a proactive defense mechanism against threats (Nazir et al., 2017). This predictive
capability is crucial, particularly in a landscape where cyber threats continually evolve.
Additionally, the establishment of robust infrastructural safeguards and targeted actions for
risk management enhances Als effectiveness in cyber defense, aligning with current
recommendations for improving national security strategies (Anglano et al., 2018). Thus,
leveraging Al in threat detection exemplifies a vital trend in the ongoing evolution of security
management practices.

4. USE OF BIG DATA ANALYTICS FOR PREDICTIVE MODELING

In the realm of security crisis management, the utilization of Big Data analytics for predictive
modeling has emerged as an indispensable tool for enhancing situational awareness and
decision-making processes. By harnessing vast amounts of data generated from various
sources, organizations can identify patterns and trends that inform proactive measures against
potential threats. Big Data analytics enables a sophisticated approach to risk assessment by
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integrating computational intelligence techniques, facilitating the development of models that
can predict crisis scenarios effectively. For instance, the application of novel data modeling
methodologies, such as the Hierarchical Spatial-Temporal State Machine (HSTSM), allows
for more precise forecasting in dynamic environments (Doctor et al., 2020). As organizations
strive for operational efficiency, the transformation of massive data sets into actionable
insights becomes imperative for optimizing decision support systems, ultimately improving
their competitive edge in crisis management (Dargam et al., 2015).

5. INTEGRATION OF SOCIAL MEDIA MONITORING FOR REAL-TIME
UPDATES

In recent years, the integration of social media monitoring for real-time updates has emerged
as a pivotal trend in security crisis management. The increasing abundance of user-generated
content on platforms like X and Facebook provides government agencies and emergency
responders with immediate access to crucial information during crises. This capability enables
the swift identification of emerging issues and community sentiments that traditional methods,
often limited by time and cost constraints, fail to capture (Fox et al., 2011). However, the
challenge lies in filtering through the vast volume of data to extract meaningful insights, which
can significantly enhance decision-making processes (Ng et al., 2011). By leveraging these
social media updates, emergency management teams can harness real-time feedback, improve
communication strategies and foster public trust during critical situations. Ultimately, this
integration represents a transformative shift that empowers agencies to anticipate needs and
respond more effectively in the face of adversities.

The emergence of mobile applications for crisis communication has significantly transformed
the landscape of security crisis management. Leveraging advancements in technology, these
applications facilitate real-time information dissemination during emergencies, enhancing the
effectiveness of response efforts. As reported, the ability to analyze vast amounts of crisis-
related data, particularly user-generated content, allows for a more nuanced understanding of
rapidly evolving situations, thus informing decision-making processes (Ali et al., 2016).
Furthermore, applications designed specifically for crisis communication serve not only to
relay critical information but also to foster collaboration among stakeholders, including
emergency responders, governmental agencies, and the public. Initiatives like Technology for
Good exemplify how mobile applications can be harnessed for social good, providing
innovative solutions that bolster crisis preparedness and response (Technology for Good,
2013). This intersection of technology and crisis management underscores a pivotal shift
toward more robust and versatile communication strategies in today’s dynamic Security
environment.

6. COLLABORATIVE APPROACHES TO SECURITY

In the realm of security crisis management, collaborative approaches have emerged as vital
strategies for addressing complex challenges that transcend traditional boundaries. Increasing
interconnectivity necessitates the pooling of resources and expertise among diverse
stakeholders, including governments, private sectors, and civil society. Such collaboration
fosters the development of a distributed data mining infrastructure, which is crucial for
understanding socio-economic issues like financial instability and resource shortages, as
highlighted in (Barabasi et al., 2011). Moreover, the importance of resilience building is
underscored by emerging global risks, which compel different entities to work together in
creating proactive measures against the unpredictable nature of modern threats, as noted in
World Economic Forum (2016). This synergy not only enhances situational awareness but also
allows for tailored responses that uphold privacy rights and human dignity, ultimately
reinforcing democratic values amidst evolving security landscapes.
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The increasing complexity and interconnectedness of global crises necessitate innovative
approaches to crisis management, prominently featuring public-private partnerships (PPPs) as
a viable strategy. Such collaborations leverage the strengths of both sectors, enabling a more
agile and comprehensive response to disasters and security incidents. For instance, the growing
prevalence of cyber threats underscores the importance of PPPs in enhancing resilience
through shared knowledge and resources. As outlined in The Global Risks Report, emerging
global risks—such as climate change and cyber dependence—intensify the urgency for
coordinated efforts between public agencies and private entities to address these challenges
effectively (World Economic Forum, 2016). Additionally, the interconnected nature of these
risks demands a reevaluation of traditional management frameworks, advocating for adaptive
strategies that integrate diverse stakeholder perspectives (World Economic Forum, 2014).
Thus, the evolution of crisis response mechanisms underlines the critical role of PPPs in
ensuring societal resilience amidst escalating threats.

The evolving landscape of international security management underscores the vital importance
of cooperation among nations. As threats transcend borders, collaborative strategies are
essential to address emerging crises effectively. Recent developments in global governance
highlight how nations are compelled to work together to enhance economic security against
external influences, necessitating a redefined approach to crisis management that aligns with
globalization trends (Ortina et al., 2015). Security frameworks increasingly prioritize joint
operations and shared intelligence, reflecting the military transformations initiated after the
Cold War, particularly within NATO and European Union directives aimed at conflict
prevention and crisis intervention (Deitelhoff et al.). This shift not only strengthens collective
security but also elevates the need for democratic accountability in military reform and
deployment. Thus, international cooperation in security management embodies a proactive
response to the complexities of modern threats, fostering resilience and stability across nations.

7. COMMUNITY ENGAGEMENT AND LOCAL RESILIENCE BUILDING

In the realm of security crisis management, community engagement emerges as a pivotal factor
in fostering local resilience. The ability of communities to anticipate and respond to crises
hinges significantly on their involvement in preparedness initiatives. By actively participating
in risk assessment and response planning, local populations gain the capacity to better manage
disasters, whether they be natural calamities or health emergencies. The insights from
initiatives aimed at enhancing local resilience underscore the necessity of building trust and
collaboration among community members and leaders, as emphasized in Future-Proofing the
State, which advocates for cultivating astute leadership and reducing future vulnerability
through community-centric strategies (Wanna J et al.). The Global Risks Report further
highlights this “resilience imperative,” urging stakeholders at all levels to analyze emerging
global risks while fostering local partnerships that enhance adaptive capacities, ultimately
enabling communities to thrive amidst increasing uncertainties (World Economic Forum,
2016).

Multi-agency coordination is essential for effective response during security crises, as it
leverages the diverse capabilities of various governmental and non-governmental actors to
address complex emergencies. The intricacies of modern crisis situations demand not only
specialized skills but also strong interpersonal relationships and shared objectives among
agencies involved. Practitioners emphasize that trust, situational awareness, and an
understanding of a whole-of-government approach are critical components of successful
collaboration (Centre AC-M). Moreover, as evidenced by developments in cyber security
networks, there is an increasing need for governmental entities to adopt horizontal
coordination mechanisms that facilitate collaborative responses to emerging threats, including
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those posed by technology (Rondelez et al., 2015). This shift underscores the importance of
fostering adaptive and resilient operational frameworks that can effectively integrate varied
competencies, thereby enhancing overall crisis management outcomes. Thus, successful multi-
agency coordination not only improves response efficiency but also fortifies the collective
resilience of security systems.

The landscape of threats facing global security is rapidly evolving, underscoring the need for
adaptive crisis management strategies. Increasing uncertainty is driven by interconnected
challenges, such as climate change, socioeconomic disparities, and geopolitical instability. As
highlighted in recent analyses, food systems have notably evolved, now posing risks that
threaten their own sustainability while amplifying existing inequalities (Bendjebbar et al.,
2019). Furthermore, the World Economic Forums report sheds light on the need to consider
the interrelated nature of global risks, which can culminate in catastrophic outcomes if not
adequately addressed (World Economic Forum, 2012). This multidimensional threat
environment necessitates innovative approaches to crisis management that prioritize resilience
and adaptability across sectors. Leaders must foster collaborative efforts among stakeholders,
ensuring inclusive strategies that not only mitigate immediate threats but also build a
foundation for long-term security and stability in the face of unpredictable challenges.

8. RISE OF CYBER THREATS AND THEIR IMPLICATIONS

In recent years, the rise of cyber threats has emerged as a critical concern within the broader
discourse of security crisis management. Cyber-attacks have transitioned from isolated
incidents to pervasive threats, impacting various sectors, including finance, healthcare, and
national security. The Global Risks Report illustrates this alarming trend, noting that
cybercrimes have incurred costs to the global economy amounting to an estimated US$445
billion, exceeding the GDP of many nations (World Economic Forum, 2016). This escalation
not only underscores the vulnerabilities inherent in our increasing dependence on digital
infrastructures but also highlights the interconnectedness of risks as cyber threats can trigger
broader societal and economic ramifications (World Economic Forum, 2015). Consequently,
there is an urgent need for organizations to adopt proactive security measures, foster cross-
sector collaboration, and enhance resilience against these evolving threats to mitigate their
potentially devastating implications.

9. IMPACT OF CLIMATE CHANGE ON SECURITY CRISES

The intricate relationship between climate change and security crises has emerged as a critical
focus in contemporary security crisis management. As global temperatures rise, the
ramifications extend beyond environmental degradation to encompass significant socio-
economic challenges, which inevitably destabilize regions. For instance, the Global Risks
Report underscores that climate change is a driving force behind forced displacement,
affecting nearly 60 million people worldwide, and amplifying existing tensions in vulnerable
societies (World Economic Forum, 2016). Furthermore, the interconnected nature of global
risks, including financial uncertainty and resource scarcity, heightens the potential for conflict,
as highlighted in the Global Risks 2014 report, which calls for a comprehensive understanding
of these interdependencies to foster resilience (World Economic Forum, 2014). The current
political and demographic reality, combined with climate change and the uncertainty of
providing the necessary amounts of food and water, suggests that many countries will be
threatened by conflicts over resources. At the same time, it is estimated that the modern world
will increasingly face non-military challenges, risks and security threats and their
consequences, especially the consequences of climate disturbances and large-scale natural
disasters. (Strbac&Milosavljevic, 2021)
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Addressing climate-induced security crises thus necessitates a multifaceted approach that
integrates traditional risk management with innovative strategies aimed at bolstering societal
resilience in an increasingly volatile world.

10. EMERGENCE OF HYBRID WARFARE TACTICS

The emergence of hybrid warfare tactics represents a significant evolution in the landscape of
modern conflicts, challenging traditional military doctrines that classify war into distinct
categories. This shift reflects the complexity of contemporary combat scenarios, where state
and non-state actors utilize a blend of conventional and irregular strategies to exploit
vulnerabilities within their adversaries. As highlighted by (Taranu et al., 2015), the notion of
a clear separation between “big and conventional” versus “small and irregular” warfare is
increasingly seen as simplistic, particularly in a post-Cold War context marked by fluidity in
the nature of conflict. Additionally, (Antczak et al., 2018) notes that the transformation in
warfare reflects broader political, economic, and social developments, emphasizing the
growing role of non-state actors and the privatization of military operations. Understanding
these hybrid tactics is crucial for effective security crisis management, as they necessitate a
reevaluation of conventional responses to emerging threats.

The proliferation of misinformation and disinformation presents significant challenges in the
realm of security crisis management, complicating the ability of governments to maintain
public trust and democratic integrity. As highlighted by recent OECD meetings, the increasing
prevalence of these deceptive narratives has led to heightened political polarization and
declining confidence in traditional democratic processes (N/A, 2023). This environment
fosters chaos during crises, as misleading information can exacerbate public panic, undermine
informed decision-making, and obstruct effective responses. Moreover, the advent of
advanced Al tools, such as ChatGPT, illustrates the dual-edged nature of technology; while
they can enhance communication efficiency, they also pose risks of generating misleading
content that further clutters the information landscape (Yogesh K Dwivedi et al., 2023).
Therefore, addressing these challenges requires concerted efforts from government entities to
combat the spread of false information and reinforce public trust in governance, ultimately
safeguarding democratic resilience during turbulent times.

11. CONCLUSION

In conclusion, the evolving landscape of security crisis management necessitates a huanced
understanding of contemporary challenges, particularly those posed by climate change and
migration. As highlighted, the intricate connection between environmental degradation and
human displacement underscores the need for adaptive policy frameworks that enhance
resilience at national and local levels. Moreover, the phenomenon of crimmigration
exemplifies how migration policies have increasingly intersected with national security
discourse, leading to a criminalization of migrants and an expansion of punitive measures
against them (Parkin et al., 2013). This shift indicates a pressing need for a comprehensive
approach that balances security interests with the safeguarding of human rights and
environmental concerns. Ultimately, integrating these perspectives will be vital in developing
sustainable strategies that not only address immediate security threats but also foster long-term
stability and cooperation in crisis management (Conley L et al., 2012).

In recent discourse surrounding security crisis management, several key trends have emerged
that warrant close examination. Central to these trends is the rising interconnectedness of
global risks, as highlighted in The Global Risks Report 2016, which emphasizes the increasing
impact of cybersecurity threats, climate change, and socio-economic disparities on global
stability (World Economic Forum, 2016). This interconnectedness complicates the traditional
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approaches to crisis management by necessitating a more nuanced understanding of how
disparate risks can converge to exacerbate societal vulnerabilities. Additionally, the integration
of gender perspectives into crisis management strategies is becoming increasingly recognized
as crucial for fostering resilience and promoting societal equity. As demonstrated in the World
Bank Groups action plan on Gender Equality as Smart Economics, addressing gender in
development initiatives is essential to enhance performance and build sustainable frameworks
for crisis response (World Bank Group, 2010). Collectively, these trends underscore the need
for adaptive, inclusive frameworks in security crisis management.

The evolving landscape of global risks necessitates a reevaluation of security crisis
management strategies to enhance resilience and effectiveness in addressing future challenges.
As evidenced by the findings in The Global Risks Report 2016, climate change, cyber threats,
and social inequality are not just abstract concerns but tangible risks that increasingly manifest,
requiring urgent action from policymakers and practitioners alike (World Economic Forum,
2016). In particular, the intersection of climate change and food security, particularly in
vulnerable areas like Southern Africa, underscores the implications of integrating
environmental factors into crisis management approaches (Frayne et al., 2011). As urban
populations in these regions face heightened food insecurity due to climate variability, the need
for adaptive strategies becomes paramount. By understanding these interconnections, future
security crisis management can be better tailored to not only mitigate immediate threats but
also foster long-term societal resilience and stability.

Effective security crisis management necessitates a proactive approach, urging practitioners to
adopt innovative strategies rooted in collaboration and adaptability. First, it is imperative for
professionals in the field to engage civil society in discussions about peacebuilding and
conflict resolution, thereby harnessing local insights and fostering community ownership of
security initiatives (Lemay-Hebert et al., 2011). Additionally, strategies should prioritize the
integration of gender perspectives to enhance development outcomes, as research has shown
that inclusive policies significantly bolster resilience in crisis situations (World Bank Group,
2010). Training programs need to focus on equipping practitioners with skills that facilitate
rapid response and adaptability, ensuring that security measures are not only reactive but also
preventive. Furthermore, practitioners should leverage technology to streamline
communication and improve coordination among agencies, thereby creating a more cohesive
and effective response framework. By embracing these recommendations, security crisis
management can become more dynamic and responsive to evolving threats.

As organizations navigate the complexities of modern crises, adaptability emerges as a critical
competence essential for effective management. The ability to respond fluidly to unforeseen
challenges not only mitigates immediate threats but also fosters long-term resilience within
institutions. Studies underscore that fostering adaptability helps organizations maintain
performance during crises by enhancing their capability to withstand and recover from shocks
((Britt et al., 1988)). This notion of resilience is increasingly integral to policy-making, as
frameworks that prioritize adaptability can preemptively address vulnerabilities rather than
merely reacting to crises when they emerge ((Jakola et al., 2015)). Moreover, organizations
that acknowledge adaptability as a dynamic process tend to build stronger community ties,
further reinforcing their capacity to navigate disruptions. In an era marked by constant change,
integrating adaptability within crisis management frameworks is not merely beneficial but
essential for lasting security and stability.
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Abstract: The paper presents a bibliometric analysis of publications from 2014 to 2024
dealing with the application of multriteria decisionmaking methods (MCDM) in

flood assessment and management. The most commonly used methods are identified,
as well as theréend towards the development of hybrid models that integrate MCDM
with statistical techniques, theories that handle uncertainties well, and machine
learning algorithms. The analysis shows a global representation of authors, with
dominant contributions frorAsia, and a focus of the most cited papers on vulnerability
assessment, urban development and Geographic Information System (GIS) integration.
The variety of methods indicates the absence of a universal approach, which
encourages the development of contaky adapted models. The paper concludes that
further research should strive for greater transparency, participation and
standardization, in order to increase the applicability of MCDM methods in the
complex conditions of modern risk management.

Keywords:MCDM; flood; review.
1. INTRODUCTION

In the past decades, flood frequency and intensity have increased significantly due to climate
change, urbanization, and deterioration of natural systems, making floods one of the most
devastating natural disasters with serious consequences on human life, infrastructure, and the
economy. Flood assessment and management is becoming more complex and requires the
integration of different disciplines and decision support systems. In this context, multi-criteria
decision-making (MCDM) represents an appropriate solution, and their application has been
noted in numerous areas (Bozanic and Pamucar, 2010; Pamucar et al., 2011a; Mishra and Rani,
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2025; Razak et al., 2025; Monzeli et al., 2025; Petrovic et al., 2025; Tesic et al., 2025; etc).
MCDM methods is increasingly used as a methodological framework that enables a structured
consideration of various criteria: technical, economic, environmental and social — and thus
assists the making of well-informed and transparent decisions (Pamucar et al., 2011b; Bozanic
et al., 2016; Bozanic et al, 2024; Hadian et al., 2022; Yilmaz and Alemdar, 2025; etc.). Its
application includes risk assessment, selection of locations for protection measures,
prioritization of measures and resilience planning of urban systems. The aim of this review is
to systematically synthesize the literature on the application of MCDM techniques in flood
risk management, uncover dominant approaches, methodological trends and research gaps.
Special attention is paid to the joint application of MCDM techniques with modern
technologies such as GIS, remote sensing and artificial intelligence, and to their application in
spatial decision-making. For the purposes of this research, a systematic literature review was
conducted in Scopus databases for the 2014-2024 period , on the basis of combined searches
comprising terms alluding to floods and MCDM methods. Retrieved articles were thematically
and bibliometrically examined, with the aim of identifying leading authors, journals, methods
and areas of application.

2. BIBLIOMETRIC AND METHODOLOGICAL ANALYSIS

The search was carried out using combined key terms, with the application of logical operators
and filters specific to Scopus databases (Scopus, 2025): ( TITLE-ABS-KEY ( mcdm OR mcda
OR multicriteria ) AND TITLE-ABS-KEY ( flood OR floods ) ) AND PUBYEAR > 2013
AND PUBYEAR < 2025.

The time period covered is from 2014 to 2024, which makes it possible to follow the evolution
of approaches and methodological trends in the last decade. All identified papers were
exported in csv format for further bibliometric analysis, including evaluation of citations,
distribution by year and identification of key authors and sources, as well as other important
parameters. After the analysis, a total of 835 papers were identified. An overview of the
number of papers by year is given in Figure 1.
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Figure 1. The number of papers by year
Source: Adapted by the Authors according to (Scopus, 2025)

The number of publications shows an upward trend during the observed period. The lowest
number of publications was recorded in 2014 with 19 publications, while the highest number
of publications was recorded in 2024 with 183 publications, which indicates a significant
increase. The average annual number of publications is 76.

Most authors have one to two publications, while only a small number of authors are extremely
productive. The most productive authors identified were Marcelo Hazin Alencar with 9
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publications, Adiel Teixeira de Almeida with 8 publications, as well as Romulus Costache,
Lucas Borges Leal da Silva and Feilin Zhu with 7 publications each.

When it comes to journals in which research has been published, analysis shows that journals
focused on water, natural hazards and the environment are the most common sources of
publication of research papers. The journal "Water (Switzerland)" significantly leads in the
number of publications, which indicates its prominent role in the field of water-related
research. The presence of different journals with topics such as sustainability and general
environmental science shows that research is published in a diverse but thematically related
spectrum of publications. Figure 2 shows 10 journals in which papers from this field are most
often published.

Environmental Science and Pollution Research —m—————— 14
Journal of Flood Risk Management ~=e— 14

Science of the Total Environment m———— 17

Environmental Earth Sciences e ———— 17

International Journal of Disaster Risk Reduction m———— 15
Journal of Hydrology —=e———— 19
Sustainability (Switzerland) 22
Water Resources Management 28
Natural Hazards 36
Water (Switzerland) 46

0 5 10 15 20 25 30 35 40 45 50

Figure 2. Journals in which papers were most frequently published
Source: Adapted by the Authors according to (Scopus, 2025)

The presence of different journals with topics such as sustainability and general environmental
science shows that research is published in a diverse but thematically related spectrum of
publications.

Articles are by far the most common type of document (702 publications), which suggests a
focus on publication in journals, while the distribution of other types of publications is as
follows: conference papers (91), book chapters (24), reviews (14) and erratums and books 2
each. The English language is dominant in the publications, and only a small part of them is
in another language, while the analysis also indicates that the most common publications are
open access. When it comes to author distribution, the analysis shows a wide geographical
spread of authors, with contributions from over a hundred different countries (Figure 3).

Number of authors
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Figure 3. Author prevalence
Source: Adapted by the Authors according to (Scopus, 2025)
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There is a clear dominance of authors from Asian countries (India -275, China-236, Iran-190)
and a significant contribution from North and South America (USA-119, Brazil-87). Although
there are a few countries with very high number of authors, many countries contribute with a
smaller number of authors, indicating the global nature of the research.

There are many different affiliations, with most having only one or two publications. The most
frequent affiliations are School of Civil Engineering, University of Tehran, Tehran, Iran and
College of Hydrology and Water Resources, Hohai University, Nanjing, China with five
publications. In addition to the above, each with four publications, there are also Faculty of
Natural Resources, Yazd University, Yazd, Iran; Iran University of Science and Technology,
Tehran, Iran, as well as Colorado State University, Fort Collins, United States.

The total number of 20720 citations showed an upward trend from 2014 to 2019, reaching a
peak of 3590 citations in 2019 (Figure 4). After that, there is a noticeable decline until 2024,
with 815 citations.
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Figure 4. Number of publications by year
Source: Adapted by the Authors according to (ScopQ®5)

It is important to note that newer publications (after 2019) have a lower average number of
citations, which is expected because they need more time to accumulate citations. The type of
document significantly affects the average citation rate, with review papers and articles being
the most cited. There are specific journals that consistently achieve a significantly higher
average number of citations (journal "Geomorphology" has the highest average number of
citations with 167, followed by "Journal of Hydrology" with 118 and "Knowledge-Based
Systems" with 114 citations), indicating their influence in relevant fields. Publishers differ
significantly in terms of average citations, with some publishers publishing works that are cited
significantly more on average. The most cited publishers are "MDPI Multidisciplinary Digital
Publishing Institute” which has the highest average number of citations with 87, as well as
"Elsevier B.V." with 77 and "Copernicus GmbH" with 70 citations. Pradhan B. stands out as
the most cited author with a significantly higher number of citations (1333) compared to
other authors. An overview of the 10 most cited authors in this field is given in Figure 5.
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Figure 5. The most cited authors
Source: Adapted by the Authors accordindScopus, 2025)

An analysis of the publications found that Grey Relational Analysis (GRA), Analytic
Hierarchy Process (AHP) and Technique for Order Preference by Similarity to Ideal Solution
(TOPSIS) were by far the most used methods compared to others. Although the mentioned
methods are extremely represented, the presence of a wide range of MCDM methods, from
Data Envelopment Analysis (DEA), Analytic Network Process (ANP), VI-criteria
Optimization and Compromise Decision (VIKOR) and Preference Ranking Organization
Method for Enrichment of Evaluations (PROMETHEE) to less represented ones such as
Simple Additive Weighting (SAW), ELimination Et Choix Traduisant la REalite (ELECTRE),
Decision Making Trial and Evaluation Laboratory (DEMATEL) and other methods indicates
the diversity of research approaches and applications in the field of MCDM. Also, this area is
clearly abundant with a large amount of imprecise, indefinite, and incomplete information
under conditions of uncertainty, given that many papers have applied some of the theories that
treat these situations well, such as Fuzzy, Grey, and Rough theories. In addition to the
individual application of methods, both for determining the weights of criteria and for selecting
the optimal alternative, there is also the application of hybrid models, i.e. a combination of two
or more methods for solving decision-making problems. The diversity of hybrid MCDM
models suggests that there is no universal solution, but that the methods are adapted to specific
problems and contexts, which leads to the creation of unique combinations.

Highly cited research is predominantly focused on flood vulnerability mapping, flood risk
assessment and urban planning in the context of flood hazards. Many of these papers integrate
MCDM methods with Geographic Information System (GIS) and mashine learning methods.
Below is a brief analysis of the ten most influential papers.

Khosravi et al. (2019) use three MCDM methods VIKOR, TOPSIS, and SAW to assess flood
vulnerability in the Ningdu area of China, using 12 environmental criteria. In addition to the
mentioned methods, two machine learning methods were also applied: Naive Bayes (NB) and
Naive Bayes Tree (NBT), to compare predictive capabilities. The validation showed that the
NBT model has the highest accuracy in prediction, which makes it stand out as the most
effective tool for flood risk management. The authors in (Bathrellos et al., 2017) synthesize
individual risk maps of landslides, floods and earthquakes into a single multi-risk map by
applying the AHP method in a GIS environment. The combined map is used to identify suitable
zones for urban development in the Xerias river basin in Greece. The results show that the
most suitable areas are located in the south of the region, where all the risks analyzed are at a
low level. A review paper (De Brito and Evers, 2016) analyzes 128 papers on the application
of MCDM methods in flood risk management, with AHP, TOPSIS and SAW methods
identified as the most used. Most papers focus on the ranking of flood mitigation measures,
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while risk, hazard and vulnerability assessments are also represented. It was found that
uncertainty analysis and the inclusion of multiple stakeholders in the decision-making process
remain insufficiently developed aspects that need to be improved. In this study (Nachappa et
al., 2020), two MCDM methods AHP and ANP and two machine learning methods Random
Forest (RF) and Support Vector Machine (SVM) were used to create flood susceptibility maps
in the province of Salzburg, Austria, with optimization through the Dempster-Shafer theory.
The evaluation shows that machine learning methods have slightly better accuracy compared
to MCDM methods, but that the highest accuracy is achieved by combining both approaches.
Bertilsson et al. (2019) introduce the Spatialized Urban Flood Resilience Index (S-FRESI) as
an MCDM tool for the quantification and spatial analysis of urban flood resilience, taking into
account hazard, exposure, recovery capacity and drainage system functionality. S-FRESI
integrates data on flood duration, income and infrastructure capacity to map resilience across
time and scenarios. The method was tested on the Dona Eugénia river basin in Rio de Janeiro
through four scenarios, showing consistent results in assessing the effects of control measures
and urbanization. This study (Ali et al., 2020) developed a multi-method framework for flood
vulnerability mapping in the Topla river basin in Slovakia, using GIS, MCDM approach
(DEMATEL-ANP), bivariate statistics (Frequency Ratio (FR) and Statistical Index (SI)) and
machine learning (NBT, Logistic Regression (LR)). The DEMATEL-ANP model was used to
determine interdependencies and criterion weights, while the hybrid NBT-FR and NBT-SI
models integrated statistical weights into the machine learning algorithm. The validation
showed that the DEMATEL-ANP approach has the highest accuracy, thus it stands out as a
reliable model for updating the risk assessment in accordance with the European Union flood
directive. The authors in (Skilodimou et al., 2019) apply the AHP method in a GIS
environment to produce individual landslide, flood and earthquake risk maps, which were then
combined into a multi-risk map for the Peneus River basin in Greece. The reliability of the
model was assessed by uncertainty analysis, which showed a stable spatial distribution of
zones of convenience for urban development. Event inventory validation showed that most
landslides and all floods are in moderate or lower amenity zones, confirming the good
predictive ability of the model. Gigovic et al. (2017) present a GIS-MCDM methodology for
mapping urban flood-prone zones, in which they apply three different variants of the AHP
method: Interval Rough AHP, Fuzzy AHP and classic AHP. The AHP approach, which uses
interval rough numbers to manage uncertainty, showed the best agreement with historical flood
data in the municipality of Palilula in Belgrade, Serbia. Using six criteria (height, slope,
distance from sewers and water surface, groundwater level, land use), a reliable risk map was
created that can serve as a basis for spatial planning and flood risk management. The authors
in (Arabameri et al., 2019) in the Kiasar basin in Iran test four methods for mapping flood
susceptibility: evidential belief function (EBF) and FR (statistical), and TOPSIS and VIKOR
(MCDM approaches), while comparing their effectiveness through the Area Under Receiver
Operating Characteristic (AUROC) curve, Seed Cell Area Index (SCAI) and FR values. AHP
analysis identified slope, distance from watercourses and land use as key risk factors. The
validation results showed that EBF has the highest predictive accuracy, while the other
methods, except VIKOR, showed satisfactory classification accuracy. This study (Danumah
et al., 2016) applied the AHP method in an ArcGIS environment to assess flood risk in the
Abidjan district of C6te d'lvoire, using criteria such as slope data, drainage density, soil type,
isohyets, population density, land use and sewerage network. AHP enabled the integration of
risk and vulnerability factors, with more than a third of areas classified as high risk, requiring
urgent strategic interventions.
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3. CONCLUSION AND FUTURE DIRECTIONS

In the period from 2014 to 2024, there was a significant increase in publications dealing with
the application of multi-criteria decision-making methods in the flood assessment and
management, which indicates an active and dynamic research field. The analysis of the papers
revealed that the most commonly used methods are AHP, TOPSIS and GRA, while hybrid
models that combine multiple MCDM approaches with statistical techniques, uncertainty
theories (Fuzzy, Gray, Rough) and machine learning algorithms (e.g. RF, SVM, NB, NBT)
are increasingly being applied. This kind of integration enables greater precision in
vulnerability mapping, better interpretation of complex data and decision-making in spatio-
temporal complex contexts. Bibliometric analysis shows a global representation of authors,
with dominant contributions from Asia (India, China, Iran), but also significant participation
from North and South America. The most cited works are focused on vulnerability assessment,
urban development and improvement of risk management methodology, emphasizing the
importance of integrating MCDM methods with GIS tools and open data. The variety of
methods used (DEA, ANP, VIKOR, PROMETHEE, SAW, ELECTRE, DEMATEL) indicates
the absence of a universal solution, which encourages the development of contextually adapted
decision models.

Future research directions include: improving participatory decision-making through the
inclusion of multiple actors and interest groups, developing transparent models for uncertainty
management, automating the process of determining criteria weights, evaluating the long-term
effects of decisions through scenario modeling, and standardizing methodological frameworks
for comparing different MCDM approaches. These directions can contribute to greater
applicability and reliability of MCDM models in real conditions, especially in the context of
climate change and urbanization.
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Abstract: The security threat of terrorism and terrorist acts has been present since
ancient times. Today, the world is afraid of cyber terrorism, which is a frequent form
of endangering the safety of people and society as a whole. The consequences of this
criminal and illegal act are very large and cause great concern for everyone, from
citizens, businessmen to state institutions. Attacks by cyber terrorism on the state
apparatus and its institutions are of particular concern, creating a feeling of insecurity
amongcitizens, but also mistrust in the institutions and authorities that can protect
them. In this paper, the theoretical approach to the phenomenon of cyber terrorism, i.e.
its conceptual definition, and the motive for its execution will be pointed out.thAéso
targets of the attack will be pointed out, as well as the structure of the terrorists and
their training.

Keywords:security threat, terrorism, cyber terrorism, cyber space, modern society.
1. INTRODUCTION

Each period in the development of human society is associated with a certain progress and
improvement of the quality of human life. It is natural that man strives to develop and improve
in all spheres of socio-political life. All this development of society is directly related to the
development of security, because the state of security is a prerequisite for any other
development and progress. We have witnessed that throughout the ages, security has been
threatened by various forms of threats, from tribal conflicts, fighting for food and territory,
through war and other types of conflict, to today's era, which is a product of globalization and
the emergence of the Internet. Increasingly, today, due to the rapid development of science
and technology, security is threatened by various cyber attacks. Cyber attacks, i.e. criminal
activities in cyber space, are on the rise today. This new form of criminal activity is directly
related to technological innovations and uses various tools that threaten security. From the
aspect of endangering security by cybercriminal activities in cyberspace, there are many
different threats, among which cyberterrorism stands out in particular. Cyber terrorism today
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is a serious security threat and a global problem of modern society. A particular concern of
cyber terrorism is reflected in its unpredictability and the selection of attack targets. The targets
of attacks are diverse, from individuals and their property to state institutions and the state and
its values. In the context of the damage caused by this criminal act, i.e. cybercrime basically,
as well as the difficulties in its prosecution, the opinion of Antonovic is valuable. According
to this author, "only in the last few years, the economic damage of cybercrime is measured in
billions of US dollars. The number of cyberattacks on critical infrastructure has increased
dramatically. Almost five billion Internet users are potential victims of cybercriminal attacks.
The development of information technologies and the increasing dependence of society on
new forms of communication based on the Internet increase the danger of cybercrime. Most
cyberattacks remain undetected or unreported, which further complicates the prosecution of
perpetrators” (Antonovic, 2023: 7-8). Attacks in cyberspace today are the subject of interest
for many, especially the security services. In the focus of interest today is especially cyber
terrorism, as a phenomenon that is still not sufficiently researched and defined. Today, special
emphasis is placed on terrorist activities in cyberspace. Regarding the above, Putnik is of the
opinion that "after the terrorist attack on the Twin Towers in 2001, security analyzes put special
emphasis on terrorists and issues related to the transmission of terrorism into cyberspace, i.e.
its misuse for terrorist communication, propaganda and psychological warfare, financing of
terrorist activities and other purposes™ (Putnik, 2009: 12). The very development of society,
and therefore of new technologies, should be mutually connected with the security system, that
is, new technologies, as well as new threats to security resulting from the development of new
technologies and the Internet itself, must be the starting point for building a security strategy
and defense. In the context of the above, the view of Sanja Klisaric is valuable, who states the
following "namely, it is logical to consider that the development of technologies must also
follow the development of security systems and defense against threats that threaten the
Internet. The task of security systems and security services is not only to monitor the
development of new technologies, but also to implement adequate defense” (Klisaric, 2021:
248). When talking about the very outcome of cyber terrorism as a serious security threat,
many agree that the outcome is disastrous and disturbing. Thus, speaking about the very
scenario of cyber terrorism, Votel believes that "scenarios with threats of cyber terrorism
include paralyzing large urban areas, the health system or disrupting the financial sector "by
changing a few units and zeros"" (Votel, in Klopfer et al., 2000:15).

2. CYBER TERRORISM - TERMINAL DISCOURSE

Cyber terrorism is a form of terrorism that is more recent and belongs to a new security threat
about which little is known and which, at least for now, has not been sufficiently investigated.
With the process of globalization, and especially with the emergence of the Internet and new
technologies in use, the issue of cyber terrorism is becoming more and more topical and is
receiving more and more attention, both from the professional public and from the public in
general. According to Luknar, "cyber terrorism is a specific form of terrorism, not only because
of the means used by cyber terrorists, but also because it takes place in a specific environment
- a virtual one, where there are online means and principles, where events and dangers in
cyberspace remain imperceptible in the real physical world, and its consequences and the
damage caused can directly affect people's daily lives, the media, public opinion, infrastructure
and security" (Luknar, 2022: 47). With the emergence of cyber terrorism, new questions about
security itself appear. According to Antonovic, "cyber terrorism was first mentioned at the end
of the 20th century. The cyber revolution has raised the issue of cyber warfare and information
security. This is where the idea that terrorists can use the cyber environment for their activities
came from. Already in 1991, the American National Research Council warned that future
terrorists could do more damage with a keyboard than with a bomb. The security services
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singled out cyber terrorism as a threat to national security and defined it as a planned,
deliberate, politically motivated attack on information, computer systems and data with the
aim of causing fear and the threat of violence to civilians" (Antonovic, 2023: 44). Like security
itself, cyber terrorism is very difficult to define, and the difficulty is whether it can be brought
under a separate phenomenon or whether it can be linked to information and the war for it.
The fact that with the passage of time the definition of cyber terrorism is being expanded and
supplemented, but it should be emphasized that there is still no single and unified definition.
Nevertheless, regardless of its non-unification, it is worth seeing its determination from the
point of view of individual authors. Thus, according to Wilson, cyber terrorism is "the use of
computers, as a weapon and as a target, by groups, international or subnational perpetrators or
perpetrators with political motivation, who threaten violence or commit violence and cause
fear with with the aim of influencing the public or imposing a policy change on a particular
government"” (Wilson, 2005:7). A somewhat different definition of cyber terrorism is given by
Antonovic, who believes that “cyber terrorism implies cyber attacks on critical systems and
their control systems, with the aim of causing damage and spreading fear among people. Cyber
terrorism aims to create both at the national and international level and represents a new form
of terrorist opportunities that are available through the use of new technology and networks.
This, among other things, allows terrorists to carry out attacks almost without any physical
risk to themselves" (Antonovic, 2023: 44-45). A more extensive definition of cyber terrorism
was offered by Dorothy Denning, according to which cyber terrorism is linked to cyber space.
According to her view, cyber terrorism means "attacks or threats of attacks against computers,
networks or information stored in them, in order to intimidate and force governments and
society to fulfill political, religious or ideological demands" (Denning, 2001). In the context
of a terrorist goal, the definition of cyber terrorism is somewhat different. Thus, according to
Petrovic, cyber "an act of computer (cyber) terrorism could be defined as the use of information
resources in the form of a threat or blackmail in order to achieve a certain terrorist goal. What
is missing from the act defined in this way is one element of terrorism: the use or threat of use
of physical violence, so the mentioned definition is based on the assumption that in the
information environment, putting the public in a state of fear is no longer necessary, nor is it
necessary to destroy property and use violence against people in order to achieve certain
terrorist goals. therefore, the main goal is disruption instead of destruction, although it is not
excluded either, because in societies highly dependent on information technology, disruption
of information systems can cause short-term problems of varying scope and intensity, but also
much more significant, long-term loss of confidence in the ability and reliability of these
systems" (Petrovic, 2001:345). It is evident that cyber terrorism is closely related to
cyberspace. According to Tepsic and Tanjga, "cyberspace is understood as either a type of
"community" made up of a network of computers in which elements of traditional society are
found in the form of bytes or bits, or "the space created by computer networks™" (Tepsic,
Tanjga, 2011: 268-269).

3. MOTIVATING FACTORS FOR THE EXECUTION AND TARGET OF
THE ATTACK

There are many reasons why individuals and groups decide to commit cyber terrorism in order
to achieve certain goals. Some of the most common and common motives are primarily of a
political, ideological, religious and financial nature. The process of globalization and the
emergence of the Internet gave birth to other motives related to the virtual space. There are
certain factors that influence individuals or groups to decide to commit cyber terrorism, but
there are also factors that can deter individuals and groups from committing it. Thus, according
to Putnik, and as indicated by the analysis of the Center for the Study of Terrorism and
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Unconventional Warfare, "it identifies four determining factors for the motives for which a
terrorist group may opt for a strategy of cyber terrorism:

- Global networking increases the number of goals that can be reached through cyberspace.

- The dependence of a developed society on information technologies, on the one hand, brings
new vulnerabilities, and on the other, it maximizes the possible effects of cyber terrorist
actions.

- Insufficient cooperation at the international level and inconsistency of national codes in the
field of cybercrime give potential aggressors immunity. In cases where it is possible to identify
the perpetrators, the issue of jurisdiction over the tort remains open - whether the jurisdiction
is the state from which the attack was committed or the state where the consequences of the
attack manifested themselves.

- Expenditures for the preparation and execution of a cyber terrorist attack, compared to other
strategies, are significantly lower" (Putnik, 2009:156-157).

Unlike the motivational factors that make individuals or groups opt for cyber terrorism, there
are factors that dissuade them from the idea. According to the same author, and according to
the Center of the same name, there are "arguments that can dissuade terrorists from the strategy
of cyber terrorism:

- Terrorists have many strategic options at their disposal. Seen from that perspective, the
usefulness of cyber terrorism might be marginal.

- Cyber attacks can cause interruptions of certain services, but they do not have the ability to
cause destruction on a wider, global level.

- The main consequences of cyber attacks can be financial losses, losses of confidential or
private information, losses of reputation and trust, but in most cases the consequences of
attacks do not endanger human life. Of course, one can imagine a scenario in which a general
interruption of vital services indirectly leads to human casualties. However, even in that case,
the question remains open to what extent the physical and psychological damage caused by
cyber terrorism attacks is comparable to the effects of traditional terrorist methods.

- Growing awareness of the vulnerability of cyber infrastructure leads users of information and
communication technologies to continuously improve their own defense systems. This means
that the potential victim's readiness for attacks and his ability to defend himself in the future
require greater expenditures for the aggressor.

- The effects of a cyber terrorist attack are difficult to predict, not only in terms of physical
damage but also in terms of its impact on public opinion. The idea that one can put pressure
on an opponent just by threatening to break serve seems, at least in most conceivable scenarios,
frivolous. Interruption of services seems an inadequate alternative to destruction. Given such
circumstances, terrorist organizations, especially those with limited resources in terms of
knowledge and finances, would probably not choose a strategy of cyber terrorism™ (Ibidem,
pp. 157-158).

It is evident that cyber terrorists have both motivational factors and factors that deter them
from committing cyber terrorism. From the aspect of preventing and detecting cyber terrorism,
it is necessary to point out the targets of cyber terrorist attacks. According to Antonovic,
"targets of cyber terrorists can be:
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- the integrity of information, for example, unauthorized deletion, unauthorized data changes
and the like, resulting in a loss of trust in information and communication technologies and
state institutions.

- targets can be databases that are critical to society, such as personal records, vehicle
registration, property ownership and financial statements and accounts.

- confidentiality of information, breaches of privacy and theft of confidential information on a
large scale can create disruptions in the provision of services. For example, the release of health
records of people infected with HIV could trigger a series of harassment and suicides. The
government's response may further violate citizens' privacy and result in increased fear and
mistrust of citizens in state institutions.

- availability of services based on information and communication technologies. For example,
a long-term attack, an unauthorized interruption of systems and networks, or a physical or
electromagnetic attack on databases and critical components of information and
communication systems can slow down or disable the delivery of services to the population”
(Antonovic, 2023: 45-46).

Comparing the targets of standard and cyber terrorism attacks, there are evidently certain
differences. Thus, according to Nelson et al. "the number of potential targets is much higher
than in standard terrorism, and thus the audience is larger. The financial and time costs are
much lower, and the possibility of controlling and spreading ideology is much more
widespread. Second, there is an increasing dependence on computer technology. Terrorists can
find or acquire their financial support to a greater extent than ever before, and the consequences
of attacks are more widespread. Although there are conventions on cyber terrorism, the lack
of legal consensus allows attackers a safe haven. Also, complications arise when the identity
of the attacker in cyberspace needs to be determined space, which contributes to the turn to
cyber terrorism™ (Nelson et al., 1999: 24-30).

4. STRUCTURE AND QUALIFICATIONS OF TERRORISTS

From the aspect of the fight against cyber terrorism, it is necessary to know the structure and
their perpetrators. Perpetrators of cyber terrorism can be individuals as well as groups. In
cyberspace there are several structures, that is, organizational forms, most often we talk about
some four forms. According to Putnik, "in the first place, we are talking about individual cyber
terrorists. Many of the known viruses spread in cyberspace were created by individuals.
Individuals who create malicious programs usually do so for the sake of adventure and
intellectual challenge, and not for the purpose of causing physical violence. However, it is
redundant to assume that there can be a combination of hacking abilities and
psychopathological traits in one person. In destructive individuals, there is a pathological
desire to cause death, material damage and fear among population. The combination of
knowledge and pathology would, metaphorically speaking, correspond to the psychological
profile of a terrorist like McVeigh. The threat of an individual terrorist attack cannot be
assessed as extremely high, since there is a lack of empirical evidence to support it. Theoretical
considerations of cyber terrorism pay special attention to information terrorist groups
composed of technical well trained members.

By grouping together, pooling knowledge and skills, extremists would be able to carry out
well-coordinated cyber terrorist organizations. Such groups can be considered a more serious
threat compared to individual cyber terrorists, because they have proven their capacity to carry
out criminal actions. The ability of small terrorist groups to independently develop software
applications causes fear in security circles that these groups could move on to more destructive
goals. Large terrorist organizations such as Al Qaeda, with a documented history of physical
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aggression, represent the third category of potential actors on the cyber terrorist track. As we
have shown before, most of them are present in cyberspace, where they carry out various
activities. In the last category we can classify groups that are sponsored or supported by
governments to conduct information warfare against enemy states. A distinction can be made
between these groups on the basis of their origin and competence. Certain countries are
forming, at the official level, units for cyber warfare, with the aim of executing offensive and
defensive data. Strictly speaking, they should not be classified as cyber-terrorist groups, but
they are extremely similar on the scale of gradation of potential damage. It can be stated that,
in the field circumstances, the activities of these military units are implicitly hindered by the
publicity brought about by frequent international discussions about this phenomenon. Thanks
to this, attacks on the opponent's systems are not carried out, at least not publicly” (Putnik,
2009:159-161). The very success of the terrorist action against the chosen target depends on
the training and competence of the persons who carry out cyber attacks. In addition to
individual, personal characteristics and skills, cyber terrorists must master new techniques and
technologies in cyber space, as well as have an obligation to constantly monitor innovations
in this area. On the other hand, the way to detect cyber terrorists and their activities in cyber
space, depends on the training and special knowledge and skills of members of the security
system, who deal with this problem. Also, the success of the security service in preventing
cyber terrorism as a modern threat to security depends to a significant extent on international
connectivity, data exchange, education, and compliance with legal regulations in this area.

5. CONCLUSION

Today, cyberspace has become a place where everyone works, both individuals and legal
entities, as well as state and governmental institutions, so the possibility of threats is becoming
more certain and more frequent. Frequent threats to individuals, legal entities and institutions
also come from cyber terrorism. The targets of cyber terrorism are diverse and very often
unpredictable. Cyber terrorists are constantly improving and showing their creativity in
cyberspace. The vulnerability of cyberspace is evident, which is especially contributed to by a
kind of irresponsible attitude of modern man towards this security threat. What particularly
favors cyber terrorists is the lack of clear rules and procedures related to information security,
but equally, no less important is the lack of awareness among citizens about the threat of cyber
terrorists, insufficient and inadequate training of citizens, as well as the lack of digital hygiene
in cyberspace. The fight against cyber terrorism should be reflected in the very risk assessment
and the very threat to citizens, society and its values. Based on the assessment, look at the
shortcomings in the security system itself, and based on that, adopt preventive and proactive
measures. Successful activity in preventing cyber terrorism implies active international
cooperation of specialized bodies and organizations, as well as high-quality cooperation and
coordination of the state and private sectors. Investment in cyber security is a need of today's
society, especially investment in human resources and means of work. Constant monitoring
and analysis of cyber terrorism should serve the purpose of training professional staff in the
fight against this security threat, as well as be the basis for building an adequate cyber
protection program. Attacks in cyber space, especially on state institutions and authorities,
create special concern among citizens, fear and mistrust. The process of globalization, as well
as the accompanying activities related to globalization, are also reflected in threats to
cyberspace. Protecting cyber space from various forms of threat, including cyber terrorism, is
everyone's obligation, but also a condition on which the functioning of today's modern society
depends. The time ahead of us will continue to be marked by the accelerated development of
science and technology, the emergence of new sophisticated methods and tools for working in
cyber space, and the logical conclusion is that some new forms of threats will appear in cyber
space, above all innovations in the execution and realization of cyber terrorist activities. In
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step with the development of technology and society in general, it is necessary to develop the
security sector itself, contributing to the needs of modern man.
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"If you want peace, you must prepare for war”
Roman Dictum

1. INTRODUCTION

In the book, The Better Angels of Our Nature (Pinker, 2011), Harvard Professor Steven Pinker
argues convincingly that violence on all levels has reduced dramatically and consistently over
the preceding centuries. Yet, the most accurate data shows that in the 21% century there has
been an overall rise in military spending worldwide. Over the 20 years from 1998 to 2018,
global military expenditure increased by 75%, culminating in a collective figure of 1.7 trillion
USD annually* (European Commission, 2020). Statistics provided by the Swedish Peace
Research Institute put this number at 1.9 trillion as of 2019. Recent events like the Russia-
Ukraine war, the Ethiopian civil war centered in Tigray, and the most recent Israel-Hamas
confrontation have arguably reasserted justifications for such high expenditures. However, in

! See European Commission’s publication on World military expenditure and weapons trade
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line with Pinker's historical analysis and his overarching analytical line, it can be contended
that these occurrences may be a temporary regression within a much broader macro trend,
which, whilst clustered, are interruptions within a broader decline in inter-State violence.? In
this context of reduced inter-State war, do militaries and defence forces, historically purposed
for such conflicts, require a shift in raison d'etre? This argument remains inconclusive as the
global power structure is increasingly in flux. Notwithstanding, at the bare minimum an
argument can be made for a dual-purposed military in which preparation for traditional State
threats are high, and preparedness for non-traditional threats remains critical. Whilst inter-
State conflicts and threats are likely to persist, pandemics and climate change are existential
in nature, thus requiring responses which are holistic and expansive in scope, illustrating the
intense importance of the issues at hand. The central question of this article is: How does
traditional military preparedness translate in dealing with the planet’s existential threats? The
author advances that militaries must become more competent in disaster relief, humanitarian
aid distribution, and post-conflict rebuilding. Such will require improved capacity in areas
such as logistics for coordination, service delivery and the provision of basic security for aid
personnel. A fundamental shift in the raison detre of military establishments is being
advanced.

2. ASHIFT AWAY FROM COLD WAR PREPAREDNESS

Contemporary international relations is one marked by turbulence, uncertainty and a high
degree of interdependence. These forces are in continuous flux and tension, further heightened
by technological developments internationally. These new technologies are compounding
historical threats, further threatening international stability. Historical military preparedness
centered on the threat of inter-State conflict rooted in the possible dire consequences of a
nuclear war. Nuclear weapon acquisition therefore, and the risk of its use ranked as one of the
primary concerns fo State actors and decision makers. Understanding the rationale for nuclear
weapon acquisition was, and still remains a critical question in this regard.

Historically, only thirteen states (13) states® would have possessed nuclear weapons (with
some caveats*) and currently nine (9) are known or assumed to maintain nuclear weapons,
these are: the US, Russia, UK, France, China, Israel, India, Pakistan, and North Korea. The
Non-proliferation treaty of 1968-1970, acknowledges only five (5) of these nations as nuclear
weapon powers, these are: the US, Russia, UK, France, China. This small number of nuclear
weapon countries represent only a minute subset of countries which would have explored or
pursued nuclear weapons, as a much larger number of States would have engaged the question
of nuclear weapon acquisition, with varying levels of success. A much larger grouping of
countries exist which illustrate the extent of which nuclear weapons have been considered
since 1945.

2 1t is noted here that there has been other intermittent diversions away from this otherwise
downward trajectory within the 20" century including the Korean War (1950), the Vietnam
War (1955), the wars around the dissolution of Yugoslavia (1992-2000) etc.

3 These States are: The United States of America (US), Russia (formerly the USSR), the United Kingdom
(UK), France, China, Israel, India, South Africa, Pakistan, Ukraine, Belarus, Kazakhstan, and North
Korea.

4 Note Ukraine, Belarus, and Kazakhstan possessed nuclear weapons as independent republics after the
dissolution of the USSR but it is uncertain whether they maintained operational control over these
weapons. These weapons were returned to Russia under the supervision of the International Atomic
Energy Agency (IAEA). South Africa would have dismantled its nuclear weapon program in anticipation
of the democratically elected African National Congress - government led by Nelson Mandela.
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Many international relations theorists, thinkers, and practitioners see the potential for another
Great Power conflict brewing (Allison, 2017). Arguably, whilst there continues to be much
space for a ratcheting up of tensions between Great Powers, the potential for an actual outbreak
of hostilities is minimal in the short term. Structural realists like Mearsheimer (1993) argue
firmly in favor of strong deterrents in avoiding conflicts. The apparent intention of some state
actors to focus on traditional realist considerations (on what is becoming an evident trend
among some emerging powers) can be viewed as problematic. The allocation of resources to
an irrelevant threat framework wastes hard-earned capacities. Today's world in the medium to
long term will continue to be more at risk of asymmetric and non-conventional threats than
conventional military conflict, thus requiring resource allocation in line with such a reality.

When States have pursued major military projects such as the building of nuclear weapons —
an illustration of major undertakings in the military realm, - these decisions have been deeply
rooted in theoretical foundations. For a major shift in approach to be undertaken, first directed
by policy makers and then filtered down to the level of military leaders and decision-makers,
an understanding of these theoretical foundations are critical. For nuclear weapon acquisition
in particular, theorists divide this question into two separate ‘sides’: the supply side and the
demand side (Sagan, 2011). The supply side refers to the technical capability to develop
nuclear weapons while the demand side speaks to a government’s motives to develop a nuclear
weapon. A similar demarcation of the question is provided by Jo and Gartze (2007) in their
study of nuclear proliferation, where they articulate two primary determinants in the pursuit of
nuclear weapons: opportunity vis-a-vis willingness, which can roughly be compared to the
supply-side and the demand side aspects of the proliferation question respectively (Sagan,
2011). Reiss (1988) applies a similar label in the form of technological capability and political
motivation, all describing the opposing sides of the proliferation question. Within these two
broad categorizations exist other sub-categories, which on the more granular level speak to the
specific variables involved in nuclearisation. Meyer’s (1984) presents a useful array of these
widely used categorizations for these variables, for example, within the supply side or
opportunity category rests knowledge, materials for the creation of a weapon (nuclear fissile
materials), and economic capacity. Alternatively the demand or willingness category variables
include: security considerations, domestic dynamics, and norms, arguing that these represent
the motivational aspects of the proliferation decision (Jo & Gartze, 2007; Sagan, 2011). These
categorizations provide a broad idea of the variables for consideration regarding the
proliferation question. However, there are some limitations particularly regarding proper
definitions of these categories and reliable and consistent measurements of these variables
across research in the field.

Theoretically, two broad camps are of note when engaging the topic of nuclear proliferation:
(1) the realist camp, and (2) the idealist camp (Hymans, 2006). These two broad categories
within the proliferation literature emphasize respective sides of the proliferation equation, with
realists focusing primarily on security considerations and the threat environment, in addition
to the supply or availability of technology and equipment for weapon’s creation or acquisition.
Idealists on the other hand emphasize the demand side or motivations for pursuing nuclear
weapons, utilizing the three levels of analysis including the international, domestic and
individual levels in assessing incentives and constraints concerning proliferation (Hymans,
2006; Sagan 2011). The idealist viewpoint, as one of the broad theoretical camps of
proliferation theory, coincides well with the concept of strategic culture. The primary criticism
of strategic culture as a tool to interpreting the actions of a State falls within the much broader
debate regarding the value of rationalistic approaches (Khalil, 2018), otherwise described as a
divide between traditionalists and behaviouralists. Whether concepts like strategic culture
could be used in application to understanding the pursuit of nuclear weapons, its
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“operationalization” as Lantis, Howlett, (2019, p.93) calls it, has been debated.
Notwithstanding it does introduce the idea, similar to Hymans’ (2006) notion of national
identity conceptions (NIC), that States and their leaders maintain uniquely distinct approaches
to assessing and interpreting the world.

Theoretically, realism’s emphasis on core security considerations has dominated the
understanding of nuclear weapons and Sate motivations for their pursuit, thus establishing its
importance as a core point of reference (Sagan, 1996). Applying this approach to the question
of nuclear pursuit and even more broadly to the diverse array of elements within the
contemporary threat environment has historically been done through its structural or neorealist
variant of the theory. This particular strand gives priority to balance of power considerations
and security dilemmas as the underlying drivers and primary lenses through which threat
perception is understood (Mearsheimer, 1990). Interestingly Waltz (1981) argues that this
approach is predicated on two core foundations: (1) the structure of the international political
system and (2) past events and patterns, from which expectations can be inferred. This
approach would therefore contend that states will pursue nuclear weapons primarily for
security reasons, as the international environment is intrinsically competitive, presenting
dangers which a State must consider and prepare for (Sagan, 2011).

An argument can be made that there are direct threats to the security interests of States by the
nature of the existential threats existing currently in the international landscape. Utilizing a
realist understanding of the nature of the threat environment would dictate that States ought to
be prepared to protect their interests via the mechanisms available to them - such as the
military. Military preparedness may prove difficult however as shifting priorities, leadership
changes, domestic instability, and unforeseen events are some of the oscillating variables
which can affect the direction State policy and the allocation of resources critical to preparing
nations for the threats of today.

3. COVID-19 AND THE LACK OF PREPAREDNESS: SCIENCE-FICTION
MADE A REALITY

The novel Coronavirus-COVID-19 pandemic has disrupted modern-day society on a scale not
witnessed since World War I1. Many warnings have been articulated about the capacity for the
virus' impact to worsen, with models produced assessing the upside of specific responses. Two
things are certain, however: 1) The global response was disjointed and incoherent at best and
2) Militaries the world over were arguably not sufficiently mobilised. These two assertions
form the foundation for the following arguments in this article.

Before the coronavirus pandemic took hold, assessments were made about the potential
damage likely to be caused by widespread diseases and/or pandemics. For example, the John
Hopkins Centre for Health Security war-gamed scenarios of potential pandemic fallouts,
highlighting the transmissibility of a virus in a "community setting by people with mild
symptoms" (Center for Health Security, John Hopkins Bloomberg School of Public Health,
2019). According to many experts across various fields — especially those engrossed in the
knots and bolts of public health and safety- a global pandemic was all but inevitable in the
early part of the 21% century. Unfortunately, the lack of global preparedness left much to be
desired, resulting in widespread death, economic disruption, and social displacement. The
Global Health Security Index, which provides a comprehensive index on countries' pandemic
preparedness, provided a dismal picture, with the average preparedness score being 40 out of
100 (Pearce, 2019). The frank reality is that internationally the world was unprepared, and it
may be possible that it is continuing along this trajectory even in the aftermath of these
catastrophic developments. A strong argument can be made that the mobilization of State
resources, particularly military capacity, was left almost untapped, indicating the need for

208



greater preparedness and mechanisms for military mobilization on relatively short notice. In
any emergency, it ought to be natural that all of the military's capacities are engaged, or at least
at the disposal of democratically elected civilian decision makers in solving problems - even
in public health. Indeed, in most countries, in their strategic documents, epidemics are
part of security threats. Also, public health is part of a country's critical infrastructure; in this
sense, engaging all capacities to protect components at risk is necessary and must become the
norm. Keeping this in mind, it should also be emphasized that emergencies are not only a
source of significant human and material loss, they are moments of possible change for the
better, including militarily.

4. THE NECESSARY REALIGNMENT: A PRACTITIONER'S GUIDE TO A
PROPOSED SOLUTION

The COVID-19 pandemic did illustrate, in some limited instances, the utility of a re-purposed
military. Using tools such as the Defense Production Act in the U.S, the Biden Administration
illustrated a starting point in opening up more policy options to governments in need of
industrial capacity on a massive scale for substantial impact on short notice. This was also
evident in many countries across the world, including Serbia and Trinidad and Tobago.
Military personnel were utilized in some capacity for administering vaccines, preparing
medical sites, managing and monitoring hospitals and quarantine facilities and even
transporting essential medical supplies. Much of this capacity it was understood, was
temporary and developed in an ad hoc fashion. Therefore, it is advanced that militaries across
the world must be restructured to accommodating more of these capacities. The traditional
threats are not entirely non-existent, but they are increasingly becoming relatively of less
importance compared to existential issues of food security, water security, climate change and
pandemics. Even the North Atlantic Treaty Organization's (NATO) General Secretary recently
conceded the importance of militaries in addressing these non-traditional threats. He notes,
concerning military capabilities during the COVID-19 pandemic, that increased defence
spending can be used to "support the civil society, dealing with crises like the coronavirus
crisis" (Stoltenberg, 2020). For Collins (2004), "Military preparedness demands personnel,
weapons, equipment, and supplies of adequate quality in the proper mix and sufficient
quantities to accomplish assigned missions wherever and whenever directed." This ought to
include global threats like international pandemics, refugee crises, mass migration, and border
security, among others — non-traditional threats requiring diverse skills sets outside of
traditional combat zones. A broadening of the military mandate, instituted with the necessary
legal checks and balances, will activate necessary resources hitherto untapped. The extreme
pressure resulting from modern-day disasters in terms of severe shortages of resources, mass
casualties, infrastructure breakdown, large-scale damages to civilian property, and their
impacts, necessitate coordination between all the agencies involved in disaster response. Better
coordination in international disaster response operations will make them more effective in
organising the different relief, rehabilitation and recovery phases. Militaries of the 21% century
should be at the center of this.
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1. INTRODUCTION

In the contemporary world, emergencies and disasters, whether caused by natural or human
factors, require rapid and effective response to mitigate their impact. Interventions often
involve operations in inaccessible or dangerous environments where human teams have
limited reach or are at high risk. Traditional emergency management systems often struggle
with speed, coordination, and decision-making, which can lead to delays and inefficiencies in
responding to crises. In this context, autonomous systems such as unmanned systems are
becoming an increasingly important resource.

The unpredictability and often danger of the environment for people who intervene in
emergency situations requires the increasingly massive use of unmanned systems, which
reduces the level of risk for engaged people. In parallel with the development of robotics and
artificial intelligence, innovative methods of managing these systems are emerging, among
which the brain-computer interface (BCI - Brain-Computer Interface) technology is
particularly interesting. BCI enables direct communication between the user's brain and an
external device, bypassing conventional control methods such as a keyboard, mouse or
joystick.

This paper aims to theoreticaly explore the potential application of BCI technology in the area
of control of unmanned systems within emergency response tasks. It will focus on the technical
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aspects of brain-machine interaction, the advantages that such systems could bring in real
emergency scenarios, as well as the challenges that stand in the way of their practical
application

2. UNMANNED SYSTEMS APLICATION IN EMERGENCIES

Emergency situations are as old as mankind. Hazards are present from all sides and only those
who had the ability to foresee them and prepare adequately survived. Precisely, from those
first attempts to coexist with the environment, over the centuries, a whole science has
developed, which aims to improve, predict and protect man from possible dangers, and if they
happen, to successfully organize the proper manage use of resources in order to carry out a
quick recovery, as well as to provide a mechanism to prevent them from happening again

An emergency situation is always preceded by hazard. A hazard is an event, phenomenon or
human activity that appears at a sudden moment. If we are not able to react correctly at that
moment, an emergency situation could easily turn into a disaster. Summarizing, if emergency
situations are not foreseen in time and system not adequately prepared, a crisis occurs. If there
are no clearly defined processes and procedures, unfathomable consequences are suffered and
the emergency turns into a disaster, which needs to be dealt with.

A state of emergency is a state that is declared by the competent authority when the risks and
threats or the resulting consequences for the population, the environment and material and
cultural assets are of such scope and intensity that their occurrence or consequences cannot be
prevented or eliminated by the regular action of the competent authorities and services (such
as pandemics, epidemics, major floods or earthquakes). Therefore, for their mitigation and
elimination, it is necessary to use special measures, forces and means with a strengthened
regime of state bodies, public agencies, civil protection units, humanitarian organizations and
other subjects

Emergencies and disasters, whether natural or man-made, pose significant challenges to
human safety, infrastructure, and economic stability. The need for rapid, coordinated, and
efficient responses has never been more crucial, as the frequency and severity of such events
increase globally due to factors like climate change, population growth, and technological
advancement. Traditional emergency response systems, though valuable, often face limitations
in speed, scalability, and real-time decision-making, hindering the effectiveness of the
responses.

An emergency situation is any event that can cause loss of life, damage to property and material
goods, changes in the environment and disruptions in the normal functioning of a certain entity,
whose action and consequences cannot be prevented, mitigated or remedied by the available
resources and capacities of the community, but it is necessary to use special measures, forces
and means with an increased activity regime (Maksimovic & Jurisic, 2019).

Unmanned systems (US) have become a necessary tool in the emergency management process
and especially their role is increasing in the response phase. This is particularly significant
given their ability to quickly search large areas, access hard-to-reach terrain, carry thermal
scanning sensors, high-resolution cameras, and even medical supplies, and send data in real
time. The use of US significantly increases the safety of operations, reduces the number of
people needed in the field and enables faster identification of victims

US are vechicles that can be remotely controlled autonomously using sensors and software
algorithms, without the need for the immediate presence of people in the vehicle. This includes
vehicles moving by air, land, sea or under the sea alike. The possibilities of US are extremely
wide and are constantly expanding as technology advances. It is a complex system composed
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of several functional components that together enable management, control, communication
and mission execution. The main elements are the vehicle, the communication system and the
ground control station. Management of US is possible in several ways: manual control, through
GCS, fully autonomous or through the application of BCI technology.

3. BRAIN-COMPUTER INTERFACE (BCI), THE BASICS AND
INTEGRATION

Brain-Computer Interface (BCI) emerged as a technology that integrates computer systems
with the human brain (Bernal, et al., 2020) quantifying central nervous system (CNS) activity
and translating it into new artificial outputs that replace, restore, enhance, supplement, or
improve the natural CNS outputs (Wolpaw et al., 2020). Such information can be used to
control devices, artificial limbs, or obtain knowledge of intentions. The history of research in
sphere of BCI began in early 70s although increasing interest to researchers continues today
because of the progressive understanding of human brain function (Brocal, 2023). Bonaci et
al. consider that BCIs are a particular type of exocortex (Bonaci et al., 2015). Advances in
machine learning have substantially improved the reliability of BCI applications, enhancing
their applicability in everyday life.

The current technological revolution combined with the Internet of Things (IoT) is facilitating
the development of specific BCIs, such as direct communications between brains known as
Brain-to-Brain or Brainets and brains connected to the Internet (Bernal et al., 2021). From an
engineering perspective, a BCI is a communication system between the brain and the external
environment that is configured by inputs (neuronal signal from the user), outputs (signal for
the execution of commands towards the external environment), and intermediate components
for acquisition and signal processing (Bonaci et al., 2015). Thus, from this engineering
perspective that will be maintained throughout this work, the effective usage of a BCI device
entails a closed-loop configured for three specific processes: sensing, processing, and
actuation. In the sensing process, the bio-electric signals are sensed through several
technologies that can be classified as invasive and non-invasive

Brain-Computer Interface is a technology that enables a direct connection between brain
activity and a computer system, without the need for muscle or verbal inputs. The main purpose
of a BCI system is to detect, decode and convert brain signals into command instructions that
can control external devices. They are divided into invasive (electrodes are surgically
implanted in the brain (high precision, but also high risk), semi-invasive (electrodes are placed
on the surface of the brain (e.g. ECoG) and non-invasive — they use EEG
(electroencephalography) to detect brain waves via electrodes on the surface of the head. In
the context of application in emergency response operations, non-invasive BCI systems are
preferred due to their safety, mobility and relative availability (Pekas & Mamchur, 2023).

BCI systems work through the following steps: recording of brain signals - usually via an EEG
device, preprocessing - removing noise and artifacts (eg eye movements, blinks), feature
extraction - extracting specific patterns of brain activity, classification - identifying the
intended commands (eg move left/right) and output command - controlling the device (in this
case, a drone). (Pekas & Mamchur, 2023). The most commonly used paradigms are: P300,
which is based on the detection of responses to visual stimuli, SSVEP (Steady-State Visual
Evoked Potentials), which is based on focusing attention on frequent visual stimuli, and Motor
Imagery (MI), a mental simulation of movement, without physical activity.

Management of US using the BCI system is a combination of neurotechnology, robotics and
artificial intelligence. Such a system allows the user to control the US exclusively through
thought commands, thus eliminating the need for conventional control devices. This
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technology has a special importance in the response to emergency situations, where speed,
efficiency and availability of information can decide life and death and the situations are often
characterized by an extremely dangerous environment for people.

Brain-Computer Interface (BCI)

Signal Processing

Preprocessing)—)CFeature Extractior‘D—)( Classification )
¥
Signal Collection (Application Interface)

Jd L

: Feedback
< Application

Picture 1: BCI
(Source: Pekas & Mamchur, 2023)

N

The architecture of the BCI-US system can be described through the a couple of functional
components. The Sensor system (EEG device) measures brain waves, providing non-invasive
recording of brain activity. Signal decoding software uses algorithms to recognize brain
activity patterns that enable real-time signal processing and command detection. Command
transmission system converts mental signals into concrete commands that are sent to the US
via a communication protocol. Vehicle with adaptive autopilot commands from the BCI system
can control the basic as well as advanced functions of US.

Given the complexity of emergency situations, modern BCI systems are often hybrid,
combining brain signals with other types of input, such as eye movements (EOG), eye-tracking
or muscle activity (EMG), to increase accuracy and reduce error in the interpretation of
commands (Zhang et.al., 2023).

Depending on the chosen BCI paradigm and the complexity of the system, the US control can
be realized in several ways (Wolpow, 2012, Nam, 2018):

9 Visual target selection (P300 or SSVEP) — the user focuses his gaze on a specific command
displayed on the screen and the system detects visually induced brain activity.

9 Mental simulation of movement (Motor Imagery) — the user imagines the movement of the
left or right limb, which is interpreted as a command to move in a given direction.

1 Attentional state and emotional response — more advanced systems can use the user's level
of attention or stress to adjust the US's behavior, e.g. to automatically take over when cognitive
fatigue is detected.

The integration of BCI and US aims to enhance decision-making and operational capabilities

in emergency management. BCIs allow human operators to control drones or communicate
commands using neural signals, bypassing conventional manual controls. This combination is
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particularly valuable in emergencies, natural disaster response, firefighting, and hazardous
environments where rapid, hands-free control and situational awareness are critical. Typical
integration involves: EEG Headset / BCI Device, Signal Processing & Al Algorithms, US
Control Interface and Feedback Loop. Integration is usually done in EEG, recognition software
and GCS/communication link.

User
BClI interface Recognition Driving
software command
GCS Feedbacck video
Data sensor
Vechicle
Controller
Navigation
Sensor
Communication
Engine

Graph 1. BCI integration in US

4. ADVANTAGES, CHALLENGES AND FUTURE DEVELOPMENT OF BCI
APLICATION

Potential Applications of BCI technology in US management in Emergency Scenarios: Search
and Rescue (SAR) Missions, Disaster Site Monitoring, Medical Supply Delivery Applications
in Emergency Managemen, Fire and Hazard Monitoring, Floods and Natural Disasters
Hazardous Material Incidents (HAZMAT). Despite the early stage of development, BCI
technology in the context of US management shows significant advantages, but also certain
technical, ethical and operational challenges. This part of the paper provides a critical overview
of key aspects.

The advantages of the BCI system are multiple. The biggest advantage of the BCI system is
the possibility of control without a physical interface. (Nam, Nijholt, & Lotte, 2018) In
emergency situations where operators may be under heavy cognitive load, this capability
allows greater efficiency and reduced manual work, performing multiple tasks in a physically
limited environment. BCI opens the door to include people with motor limitations in
monitoring, planning and management operations. People who cannot use standard devices
can thus become part of emergency response teams. (Wolpaw & Wolpaw, 2012)

If the system is sufficiently trained and precise, it is possible to make a decision quickly
without the need for physical movement, that is, the reaction time between perception and
action is significantly shortened. BCI, especially in combination with artificial intelligence,
enables the monitoring of multiple autonomous aircraft simultaneously. The operator can issue
basic instructions with the focus of attention and thought commands, while the system takes
over detailed management (Jeong et al., 2020; Lee et al., 2020). BCI can be combined with
virtual and augmented reality (VR/AR) systems, thereby increasing situational awareness and
enabling advanced real-time terrain visualization as well as artificial intelligence systems.
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Table 1: ,Clasic v 8CI management

Characteristics Conventional/clasic BCI control/management
control/management
Equipment Dem?;(iifzilzsmal Fully hands-free
Mobility Limited High

Reaction tempo Medium High (experienced users)
Training needs Low—medium Medium—High

Precision High Low—Medium
Physical effort High Low
Cognitive load Low High

Accessibility Limited High (specific groups)

Of course, in the application of BCI technology there are also certain limitations and
application challenges.

Non-invasive EEG systems have limited resolution and are easily susceptible to external
interference (electrical noise, head movements, blinks). This may cause false positive
commands and compromise the safety of US operation. (Wolpaw & Wolpaw, 2012). Although
technological progress is being made, processing EEG signals and translating them into
commands still requires a certain amount of time (often 1-2 seconds), which can be crucial in
emergency situations. Most BCI systems require a training period for the user to learn to stably
generate appropriate brain patterns. In the motor imagination paradigm, the training time can
be several weeks. Controlling the US through thought requires high concentration. Long
periods of work can lead to fatigue, errors and loss of focus, especially in the stressful
conditions typical of emergencies (Zander & Kothe, 2011). Although the prices of EEG
devices are falling, quality and reliable systems are still relatively expensive and require
technical support, which limits their application in less well-equipped rescue teams. Brain data
is extremely personal information, which inevitably raises issues of access to information, the
possibility of misuse, and the protection of personal privacy and the transfer of information
(Nijboer et al., 2011).

In order to overcome the current technical and operational obstacles, it is necessary to further
improve both the hardware and software components of the BCI system. Potential solutions
and development directions that could enable the widespread and reliable application of BCI
technology in the control of US for emergency situations are noted.

The improvement of EEG sensors means that modern non-invasive EEG devices are developed
in the direction of increasing: the number of electrodes (for better spatial resolution), resistance
to noise and movements and comfort (light and wireless equipment suitable for carrying in
field conditions). The integration of a dry electrode (without gel) and lightweight, portable
systems increases the practicality of application.

Furthermore, the optimization and development of sophisticated algorithms for EEG signal
processing (eg deep learning, CNN, RNN) can significantly improve the accuracy and speed
of interpretation of thought commands. Also, adaptive algorithms that learn through user
behavior can increase the personalization and reliability of the system (Zhang et.al. 2021).

Hybrid interfaces are also an area of further consideration. Combining EEG signals with: gaze
(eye-tracking), body movements (IMU sensors), emotional states (EDA, pulse, stress),
increases precision and reduces the number of false commands. Hybrid systems can
automatically adjust the level of control between the user and the autonomy of the US.
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In the field of operational and technical innovations, the issue of integration with Al and
autonomous systems arises. BCI can function as a “high-level signaling”, while artificial
intelligence performs specific tasks: identifying people, avoiding obstacles, analyzing terrain.
This relieves the user, and the system becomes more robust. Then, the integration of BCI with
AR/VR to increase situational awareness. By combining augmented reality with BCI systems,
the user can mentally control the US while viewing the image from its camera in real time
through AR glasses. This can improve orientation and decision-making speed. In the field of
training and standardization, the development of specialized training protocols for operators
(similar to pilot training) would significantly improve the usability of BCI systems in
emergency response. Also, the introduction of standardized tests and procedures for checking
user readiness is necessary (He,et.al.2020).

The issue of ethics, legislation and security is ever-present. Regulating the privacy of brain
data requires the development of legal frameworks that regulate access to raw EEG data,
storage and analysis of such data and the regulation of requests for data deletion by users. Like
all digital systems, BCI-US interfaces are also susceptible to hacker attacks. A particular
challenge is the possibility of sabotage of thought commands. Therefore, work is being done
to develop secure communication protocols, verify the source of the command and
authenticate the user based on EEG signatures. The spread of BCI technology requires a
change in public perception. Education and transparency of development will contribute to
greater trust in the technology, especially in sensitive humanitarian missions such as
emergencies. (Maiseli et.al., 2023)

In the coming years, advances are expected in several areas. First, the use of BCI technology
will be enabled through lighter and more accessible devices that could be used outside of
laboratory conditions with significant integration with Al technology in terms of decision-
making. Progress is also expected in the development of equipment in the domain of BCI
technology as well as integration with AR/VR. Autonomous US for emergency situations with
BCI supervision where the user will not directly control the US, but will select targets, search
zones and priorities through thought commands. This will be enabled through multimodal
interfaces for more precise control (hybrid BCI + Voice/Gesture control). The near future also
represents BCI command centers where one operator with a BCI system controls the entire
network of US, sensors and vehicles.

5. CONCLUSION

The application of Brain-Computer Interface (BCI) technology in US control represents a
pioneering step towards the development of new ways of human-machine interaction. In the
context of emergency situation management, this technology offers a number of advantages
including control without physical contact, accessibility for operators with physical limitations
and the ability to control multiple US simultaneously.

Integrating BCI and US in emergency management opens a new paradigm of intuitive, rapid-
response control systems. While still in early stages, this technology promises significant
benefits in environments where time, safety, and hands-free control are critical. With continued
development, it could become a valuable asset in both civilian and military emergency
operations.

However, despite significant research successes, the use of BCI systems in real emergencies is
still limited by technical challenges, such as low accuracy, high latency and the need for long-
term user training. Also, ethical and security issues related to the privacy of brain data require
additional attention.
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The future development of the BCI system must go in the direction of hybridization with other
sensor and control systems, strengthening software support through the use of artificial
intelligence, and ensuring socially responsible and legally regulated application. Only through
multidisciplinary collaboration — between neuroengineers, roboticists, rescue teams and
legislators — is it possible to fully exploit the life-saving potential of this technology.
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1. UNDERSTANDING THE CONCEPT OF SUPPLY CHAIN RESILIENCE

Dynamism is a defining characteristic of the global market and our world today. Modern
supply chains operate within these dynamic conditions, often involving instability, uncertainty,
and disruptions. Current geopolitical events, unforeseen incidents, natural disasters, and
pandemics are examples of disruptions varying in intensity that impact supply chain
operations. To respond effectively to such disruptions, companies are encouraged to reassess
their supply chain strategies, network structures, and geographical distribution (Wang and
Pettit, 2022).

According to Wang and Pettit (2022), the key characteristics of the next generation of supply
chains are resilience, sustainability, customer -centricity, security, connectivity, and
intelligence. Resilience, therefore, stands as the fundamental attribute of future supply chain
generations, with its development supported by the synergistic effect of the other five
characteristics.

To highlight the importance of the resilience concept, Ivanov (2024) parallels the human
immune system, which protects the body and ensures its uninterrupted functioning. Resilience
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represents the immune system of the supply chain, aiming to maintain the continuity of supply
chain performance. A key aspect of developing resilience is understanding its origin, which
involves the creation of proactive strategies and results in success measured by the number of
disruptions proactively mitigated before they can threaten the system.

Since resilience functions as the immune system of the supply chain (Ivanov, 2024), it is clear
why resilience occupies a central role in the design of future supply chains. The
multidimensional nature of the resilience concept (Torabi et al., 2015) offers the opportunity
to develop various theoretical perspectives for observing and analysing resilience (Zhao et al.,
2023).

The concept of resilience has significantly evolved since its inception. Review studies
addressing the definition of resilience confirm this statement (Zavala-Alcivar et al., 2023; Ali
et al., 2017; Tukamuhabwa et al., 2015; Pettit et al., 2010). Drawing on existing literature that
focused on the conceptualisation and definition of supply chain resilience, Zavala-Alcivar et
al. (2023) proposed a comprehensive definition of this multidimensional concept, which states
"ability of the supply chain to prevent the occurrence and minimise the consequences of
disruptive events, resist the spread of disruptions, respond quickly and recover from them,
maintaining continuity of operations, adapting to new market scenarios, generating cumulative
learning, continuous improvement and gaining competitive advantage."

A significant number of researchers (Zavala-Alcivar et al., 2023; Zhao et al., 2023; Yu et al.,
2019; Hosseini et al., 2019; Ali et al., 2017; Ponomarov and Holcomb, 2009) have analysed
supply chain resilience management through three distinct phases: before disruption, during
disruption, and after disruption. Viewing supply chain vulnerability across these three phases
of disruption enables the development of appropriate strategies and building key capabilities
for managing supply chain resilience. This approach implies a better understanding of the role
of each dimension within the supply chain (Zhao et al., 2023).

2. DIMENSIONS OF RESILIENCE

Each dimension of resilience corresponds to a specific phase of disruption and requires the
development of appropriate strategies to build key capabilities necessary to address potential
disruptions at that phase. Strategies for developing supply chain resilience are classified into
three main categories (Hollnagel, 2011): proactive, concurrent, and reactive. Each of these
strategies aligns with a particular phase of disruption and involves the development of specific
capabilities essential for achieving supply chain resilience.

The pre-disruption phase provides an opportunity to develop proactive strategies and build
anticipatory capabilities that identify and monitor potential events, environmental changes,
and performance issues before the supply chain’s operation is threatened. Such strategies
include situational awareness, robustness, increased visibility, building security, and
knowledge management prior to disruption (Ali et al., 2017). These strategies represent the
first defence for supply chains against disruption risks (Hosseini et al., 2019).

The disruption phase requires the development of concurrent strategies and the building of
response and adaptation capabilities. These strategies enable timely and effective reactions to
events to ensure continuous management and adjustment of key supply chain resources during
the disruption, aiming to mitigate its impact and achieve desired objectives. Strategies during
disruption include elements such as increasing flexibility, building redundancy, collaboration,
and agility (Ali et al., 2017). Strategies developed for the disruption phase represent the second
line of defence of the supply chain against disruption risks (Hosseini et al., 2019).
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The post-disruption phase is the domain for developing reactive strategies and building
recovery and learning capabilities. These strategies are essential for restoring operations to
normal after a disruption, understanding the preceding disruption, and learning from the
experience to improve future performance. Elements encompassed by post-disruption
strategies include contingency planning, market positioning, knowledge management after
disruption, and building social capital (Ali et al., 2017). Strategies related to the post-disruption
phase represent the final line of defence for the supply chain against disruption risks (Hosseini
etal., 2019).

Measuring the capabilities that represent the degree of resilience within each of the three
phases allows for an effective assessment of supply chain resilience (Yang et al., 2025). Such
measurement provides valuable insights that support informed decision-making and guide the
development of resilience strategies in supply chains.

3. CONCLUSION

Supply chain resilience is a complex, multidimensional concept that requires a holistic
approach to understanding, analysing, and managing it. Different dimensions of resilience help
strengthen the supply chain at every stage, making it better able to withstand potential
disruptions. It is important to understand that resilience is built through developing and
applying strategies that cover the period before a disruption, during the disruption, and the
recovery phase. This process develops a range of capabilities essential for the supply chain’s
resilience, stability, and sustainability.

This paper provides a concise and gentle introduction to supply chain resilience management,
aiming to clarify the concept of resilience and its dimensions and demonstrate how resilience
— viewed as the supply chain’s immune system — is built through specific strategies. It is
important to emphasise that effective management of supply chain resilience relies on a deep
understanding of this multidimensional concept, which requires a comprehensive study of
theoretical and practical perspectives on its development and application. Therefore, we
highlight the need for further and more in-depth research to understand better the mechanisms
behind building resilience and promote its more successful implementation in practice.
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1. INTRODUCTION

Artificial intelligence (AI) has shown enormous potential in the transformation of society,
bringing economic growth and progress, but also numerous new and unknown risks. In
addition, these risks and their emergence, in practice, have shown that they are unique in their
various characteristics, which makes the application of these technologies challenging for the
entire society and for organizations. A special challenge is the use of Al technology in security
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systems, which implies the necessity of responsible risk management when integrating and
using Al technologies. In modern security systems, the integration of artificial intelligence (AI)
is becoming a standard practice and defines processes in these systems, which consequently
have many new risks that are not yet well defined or adequately identified and therefore require
a methodological framework for risk assessment that will enable this. However, the existing
regulatory framework for risk assessment was mainly developed before the mass application
of Al technologies and does not include Al risks, so there is a need for a methodological
upgrade in this area in accordance with international and national normative frameworks.

Current methodologies such as ISO 31000, EN 17640 and the national framework SRPS
AL.2.003:2025 must be adapted to the modern development of Al technology to enable
effective risk management. It is necessary to offer a framework for risk assessment in the
application of Al technologies in the security system that will enable organizations to approach
risk management that guarantees reliability and responsibility.

The framework for risk assessment in the use of artificial intelligence should be practical,
adaptable to the development of AI and applicable to most security systems. Al risk
management should lead to minimizing the potential negative consequences of using Al
technology, while at the same time providing opportunities to increase all its positive impacts.
Effective management of Al risks should lead to the creation of more reliable security systems.

The aim of this paper is to analyze the existing framework for risk assessment regarding the
use of Al technologies in the security system, to look at the challenges and opportunities in the
methodology of assessing these risks and to propose finding an adapted methodology in
accordance with the international and national legislative framework and standards.

2. REGULATORY FRAMEWORK OF APPLICATION OF Al TECHNOLOGY

After the expansion of artificial intelligence and its mass use, the need for its normative
regulation was expressed in practice, given that it brought with it many new risks and threats.
The necessity of its normative regulation is a constant need, and the normative framework
must be constantly developed in accordance with the development of Al

The first comprehensive law regulating the use of Al - the EU Al Act (EU Artificial
Intelligence Act) was adopted in July 2024. The aim of the Act is to ensure the use of Al
systems in a safe and ethical manner. This law classifies all risks in Al systems into 4 categories
(EU Artificial intelligence Act, 2024):

1. Prohibited risks — systems that are completely prohibited:

- Al for manipulating human behavior (e.g. subconscious)

- Credit rating system by governments

- Real-time biometric identification in public spaces (except in exceptional cases)

2. High-risk Al - allowed, but under strict conditions:

- Al in critical infrastructure (traffic, energy...)

- Al in education (e.g. automatic grading)

- Al for recruitment (e.g. automatic selection of candidates)

- Biometric identification (under strictly controlled conditions)

3. Limited risk — basic transparency is required:
- Chatbot must clearly inform the user that it is not human
- Al that generates images, video or text must indicate that the content was generated

4. Minimal risk - no special restrictions:
- Al in video games, spam filters...
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The EU Al Act mandated manufacturers to establish, implement, document and maintain a risk
assessment system for high-risk Al systems as a process that must last throughout the entire
life cycle of the system — from development, testing, commissioning, and beyond — with
regular and systematic upgrades. The assessment should be regularly reviewed and updated as
new information or changes in system use become available.

Article 9.2 a—d of the EU AI Act defines the stages of Risk Assessment (EU Artificial
intelligence Act, 2024):

- Identification and analysis: Disclosure of all known and foreseeable risks, considering
intended use and possible misuse.

- Assessment and evaluation: Quantifying the probability and level of risk, by analyzing the
occurrence of risk in different scenarios.

- Assessment based on post-market monitoring: Risk analysis after system commissioning,
using data from post-market monitoring.

- Application of risk management measures: Defining measures to reduce/eliminate risk, in
accordance with user requirements and system functionalities, which means that risk should
be eliminated or reduced as much as possible through technical design and development. If a
residual (remaining) risk occurs, it must be acceptable for each hazard, and information about
it must be communicated to all users.

The EU AI Act represents the first step towards the responsible use of Al It does not prohibit
the use of Al but sets rules to prevent abuses. The Republic of Serbia, as a candidate country
for EU membership, should coordinate its regulations with this law as soon as possible.

The UNESCO Recommendations on the Ethics of Artificial Intelligence (2021) represent the
first global framework that addresses ethical principles and values in the development and use
of artificial intelligence. The recommendations were adopted with the aim of promoting ethical
principles in Al systems: human rights, sustainability, privacy, diversity and transparency. One
of the basic rules and principles in these recommendations is Security and Protection, which
emphasizes that Al systems must be secure and protected from misuse, cyberattacks and errors
(UNESCO Recommendation on the Ethics of Al, 2021)

The UNESCO recommendations on the ethics of artificial intelligence contain guidelines for
assessing the ethical risks of Al systems - Ethical Impact Assessment (EIA) - which include
the following stages (UNESCO Recommendation on the Ethics of AI, 2021):

- Scoping and preliminary analysis,

- Risk assessment,

- Verification and testing in real conditions,
- Monitoring during the life cycle,

- Mitigation and control measures.

EIA is a comprehensive instrument aimed at assessing and managing risks before and after the
implementation of an Al system supported by the RAM (Readiness Assessment Methodology),
which measures how states are ready to implement the recommendation of the methodology
and encourages public transparency, human oversight and a multidisciplinary approach
(UNESCO Recommendation on the Ethics of Al, 2021).

Within the framework of national legislation, various normative acts were adopted with the
aim of regulating the use of Al technologies. The Law on the Protection of Personal Data of
the Republic of Serbia (Official Gazette of RS", No. 87/2018) is harmonized with the General
Data Protection Regulation (GDPR)) of the EU and sets rules on how to collect, store, process
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and protect personal data of citizens and contains certain provisions related to the application
of Al technologies in security systems, especially those that use automatic decision-making,
profiling, biometrics or processing of large amounts of data. According to Article 54, a Data
Protection Risk Assessment (DPIA) is mandatory before starting data processing if the Al
system uses new technologies, uses biometric systems in public spaces, includes profiling or
processing large amounts of data.

The Republic of Serbia also adopted the Conclusion on the Adoption of Ethical Guidelines for
the Development, Application and Use of Reliable and Responsible Artificial Intelligence
(Official Gazette of RS, No. 23/2023). The new Strategy for the Development of Artificial
Intelligence in the Republic of Serbia 2025-2030, adopted by the Government on January 10,
2025, represents a continuation and specifies the institutional, legal, educational and
infrastructural framework for the reliable and responsible application of Al technologies.

In the Republic of Serbia, as in most countries, there is no specific law on Al, but its adoption
is expected, given the speed of development of these technologies, alignment with the EU Al
Act and the growing need for comprehensive regulation of this area.

3. AI RISKS IN EXISTING RISK ASSESSMENT MODELS

Globally, all countries are considering how best to regulate the use of Al technology without
impeding the innovation it needs. Therefore, a responsible and precise normative framework
becomes even more important, because the way in which these technologies are approached
will play a decisive role in shaping regulations and standards.

In modern security systems, different risk assessment models are applied depending on the
specifics required by each area. Just as artificial intelligence is a very dynamic field, which is
constantly evolving, the regulations on artificial intelligence must reflect this phenomenon.

Methodologies for risk assessment in security systems are most often found in different groups
of ISO standards, and taking into account the sensitivity of the area itself, some assessment
methods require updating such as ISO 31000:2018 - Principles of risk management, EN
17640:22, SRPS AL.2.003:2025, while 23894:2023 - Artificial Intelligence - Guidance on risk
management is currently the only comprehensive standard that provides basic guidelines on
risk management in Al systems.

ISO 31000:2018 - Principles of risk management include guidelines for risk management that
organizations face. The standard provides a common approach for managing any type of risk
and is not specific to any industry or sector and is used throughout the entire life cycle of an
organization. This standard is applicable to any activity, including decision-making at all levels
(ISO 31000:2018). According to this standard, the risk assessment process includes:

- Identifying risks
- Risk analysis

- Risk evaluation.
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Figure 1. Risk management process
SourlcSeO: 31000: 2018

The standard itself allows organizations to see and assess the risks they face but does not
provide specific instructions (methodology) for risk assessment in Al systems.

EN 17640:2022 - Fixed-time cybersecurity evaluation methodology for ICT products includes
the evaluation of security measures of ICT products which is carried out through different
scenarios that are focused on vulnerabilities, development, testing and resilience of the system
(EN 17640:2022), but its applicability is limited in relation to Al systems, because it deals with
classic ICT products, does not follow the entire life cycle of Al models and does not contain a
methodology applicable in the field of Al

ISO/IEC 38507:2022 Information technology — Governance of IT — Governance
implications of the use of artificial intelligence by organizations and the national counterpart
SRPS ISO/IEC 38507:2023 emphasize management, which is carried out by people using Al,
and not on the Al systems themselves (Rakovic, 2024). In addition, the standards ISO/IEC
24028:2020 Information technology — Aurtificial intelligence — Overview of trustworthiness
in artificial intelligence, ISO/IEC TR 24027:2021, Bias in Al systems and Al aided decision
making, ISO/IEC 22989:2022 - Artificial intelligence concepts and terminology contain
different types of guidelines for risk assessment in Al systems, but do not propose a
methodology for these assessments.

ISO/IEC 42001:2023 - "Artificial intelligence — Management system" is a standard for the
management of Al systems that includes provisions on risk management as part of mandatory
policies and processes, defines requirements for the assessment and treatment of risks
associated with the use of Al and emphasizes the need to comply with ethical principles,
security and data protection in Al systems.

The national standard for risk assessment in the protection of persons, property and business
SRPS AL.2.003:2025 - Security and resilience - Risk assessment - Requirements and guidance
for conformity assessment in the Republic of Serbia contains a methodology for assessing
different types of risks in the field of security (SRPS AL.2.003:2025). According to this
standard, the risk assessment process includes:
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Risk identification
Risk analysis

- Risk evaluation,
but it does not contain provisions related to the application of Al technologies or data
management in the field of Al systems but only addresses risks in the field of ICT
infrastructure, without defining the requirements regarding artificial intelligence and its
application.

Figure 2. Risk assessment process
SourScReP:S AL. 2.003: 2025

In the last few years, due to the expansion of Al systems, international standards specific to
risk assessments in this area have been adopted. ISO/IEC 23894:2023 - Artificial Intelligence
- Guidance on risk management is a comprehensive standard that provides basic guidance on
risk management in Al systems. The standard enables the assessment of specific Al risks
during the life cycle of the Al model in compliance with prescribed ethical principles. Risk
assessment according to this standard includes:

- Context of organization and system,

- Risk identification,

- Risk analysis,

- Risk validation,

- Risk treatment,

- Supervision and audit,

- Communication and consultation.

230



Infographics — -P /Q% = v e 4. Principles of Al Risk

MGS 23894 § = | 1000 @ Ma"a‘""e’“)
e || 150/1EC 23894:2023 1S0 31000:2018 q-o @%

Information technology — Artificial Risk management — ~o

@ ) Atpemi intelligence — Guidance on risk — Guidelines

ting management)

5. Framework

CSiGanerai @ S Leadorshipand 3% 1 S3imtegration 483 1| 54 besign WP |
= | Commitment =~ | | T - S & J
5 Implementation M f | 5.6 Evaluation [ ST improvement ,-}
i A i N & 118 |

.3 Scope, context - B
nd criteria PR

Do

| 6.1 General @ |1 6.2 Communication @
1 1n . A
! i E and Consultation _2

_________________________________________________________

1 T n - 2. 4
i 6.5 Risk 0 i1 6.6 Monitoring 6.7 Recording
E treatment é} @ Es and Review and reporting

"

Annex A Objectives Annex B Risk sources Annex C Risk management
) 1, ) and Al system life cycle

=1©) & & R L

o l o o Ko J

Figure 3. Risk management process
SourlcSex/ | EC 23894: 2023

Risk assessment is an iterative process focused on risks in an Al system:
- Technical risks

- Data risks

- Risks of bias and discrimination

- Risks of non-transparency and inexplicability

- Ethical risks

- Legal and regulatory risks

- Privacy and data protection risks

- Security risks

- Risks of model degradation (concept drift)

- Risks of improper use

- Risks of social and societal impact

- Risks of human supervision and interaction

- Risks of system trust and acceptability

- Risks related to interoperability and compatibility

- Risks related to the sustainability and resilience of the system. (ISO/IEC 23894:2023)

This standard is the first international standard solely dedicated to risk assessment in Al
systems and provides guidance on how organizations that develop, produce, implement or use
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products, systems and services that use artificial intelligence (Al) can manage risks specifically
related to these systems. The guidelines also aim to help organizations integrate risk
management into their Al-related activities and functions and describe processes for the
effective implementation and integration of Al risk management (Radovic, 2024). The
application of these guidelines is adaptable to any organization and its context.

On the basis of the presented standards, it can be concluded that there are a small number of
developed methodologies for risk assessment in Al systems, but the risks that these systems
carry are multiplying every day, so the existing regulations and standards can serve as a basis
on which to further develop a methodology for assessing risks arising as a consequence of the
development of artificial intelligence, especially in security systems.

4. CHALLENGES AND OPPORTUNITIES OF AI RISK ASSESSMENT IN
THE SECURITY SYSTEM

The challenges that Al technologies bring with them in security systems are numerous, given
that these systems can make decisions without human control that are often inexplicable and
there is no accountability for them. In addition, these systems are learning-based and rapidly
changing, requiring constant adaptation. Opportunities for problems with data integrity,
privacy and security are constantly present, as well as the potential risk for errors and violations
of various rights. Cyber-attacks on these systems are another risk they introduce into everyday
life. The risks faced by the security system due to the use of Al technologies can be numerous,
such as organizational, ethical, legal and technical, and therefore an appropriate risk
assessment model in this area is necessary. Understanding and quantifying the risks due to the
use of Al technologies in security systems is one of the key challenges. Understanding all the
risks associated with artificial intelligence is not just a matter of regulatory compliance, but of
strategic importance, as it can have a lasting financial, operational and reputational impact.

Looking at future trends in the proliferation of Al technologies, it is becoming increasingly
important for security system organizations to conduct regular and comprehensive risk
assessments to ensure the safe use of these technologies, while ensuring compliance with
national and international Al regulations.

Given that in the Republic of Serbia there is no special normative act in risk assessment in the
application of Al technologies in security systems, it is necessary to formulate a methodology
that would be adapted to the assessment of these risks. One of the possibilities is certainly the
adaptation of the national standard SRPS AL.2.003:2025 for risk assessment in the field of
using Al technologies, because the standard is intended to protect persons, property and
business. This would entail integrating specific Al risks into the standard and adjusting the
criteria for their assessment. Al risks in the security system require a much higher level of
complexity and required control, thus highlighting the need to adapt the standards.

5. CONCLUSION

Artificial intelligence leads to rapid system changes, especially security ones. Such changes
have numerous benefits but also create new risks that traditional assessment methods do not
recognize or cannot comprehensively process, which leads to the need to adapt existing
assessment methodologies to new risks or to find new ones that will enable the identification
of all the risks that the use of these technologies’ entails. Al technologies require a revision of
traditional risk assessment models, including international and national standards. Risk
management of the use of Al technologies in security systems must follow the speed of their
development, to minimize all negative impacts and make the most of all positive performances
of Al technologies, with the application of all ethical principles and without consequences for
human rights and freedoms.
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The Republic of Serbia, as a candidate country for EU membership, must proactively approach
the construction of a normative and methodological framework that will enable a
comprehensive, efficient and ethically responsible risk assessment in the application of Al
technologies in security systems. The proposed amendment to the national standard SRPS
AL.2.003:2025 can be the first step towards establishing a unique methodology that includes
the specific risks of Al. Alignment with international regulation is an opportunity to develop
a proactive and responsible approach to risk assessment in Al systems within the security
system. Further development of the normative framework, international and national standards
contribute to raising the capacity of organizations to recognize, assess and manage Al risks in
an adequate manner. The sustainable and safe integration of artificial intelligence into the
security system requires continuous monitoring of risks, adjustment of policies and
commitment to ethical and professional standards. Only in this way is it possible to realize the
full potential of Al technology while preserving security, trust and basic human rights.

Future research should be focused on a deeper understanding of the nature of artificial
intelligence, the sources of risk in the systems themselves and in their application, and the
dynamics of risk development during the entire life cycle of the system. Special focus should
be directed at mapping new and unforeseen risks arising from the interaction of Al with the
environment and users. This would create prerequisites for the development of new, adaptable
platforms for risk analysis, capable of quickly reacting to changes and improving the safety
and reliability of Al systems.
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Abstract The article provides a comprehensive overview of occupational accidents in
the Republic of Slovenia between 2013 and 2022,dbaseofficial statistical data.
Special attention is given to fatal accidents, their frequency, causes, and trends over
the observed period. The study examines the key factors contributing to workplace
accidents and identifies higfisk sectors where sucdincidents are most prevalent.
Furthermore, the article highlights the importance of compliance with occupational
safety and health regulations, presenting the current normative framework governing
this area in Slovenia. Comparative analysis with previ@asyis conducted to identify
progress or persistent challenges. The findings emphasize the need for continuous
monitoring and improvement of safety measures in the workplace. Recommendations
for preventive strategies and policy development are also disduaiming to reduce

the number of serious and fatal injuries in the future. The article presents statistics on
occupational accidents in the Republic of Slovenia from 2014 to 2023 according to
official statistical records with an emphasis on fatal acoide It also discusses the
normative regulations in the field. The findings based on the statistical data and
conclusions on occupational accidents are presented.

Keywords:fatal injuries at work, occupational safety and health, Slovenia
1. INTRODUCTION

Occupational injuries constitute a critical public health and socio-economic concern both
globally and within the Republic of Slovenia. Consequently, systematic monitoring of work-
related health has become an urgent priority, receiving increasing attention from policymakers,
employers, and regulatory bodies. Such injuries serve as a fundamental indicator of
occupational safety and health (OSH), reflecting not only the level of workplace protection but
also the broader health status of the employed population. Empirical studies indicate that
economic fluctuations—whether characterised by growth or recession—significantly
influence the incidence of occupational injuries and contribute to substantial direct and indirect
£conomic Costs.
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A workplace accident is defined as an unforeseen or unexpected event occurring during the
performance of work or arising directly from work-related activities, resulting in physical harm
to a worker. Slovenian legislation mandates that employers report fatal accidents, incidents
resulting in more than three days of employee absence, and collective accidents involving
multiple injured workers, regardless of absence duration, to the Labour Inspectorate of the
Republic of Slovenia (IRSD). These reports ensure comprehensive statistical monitoring,
facilitate investigation of causal factors, and support the formulation of preventive strategies.

Furthermore, employers and self-employed persons are obligated to report injuries sustained
during work duties, business travel, or employer-organised commuting. An injury must be
recorded if it results in at least one day of work absence. Once verified by a medical
practitioner, such reporting entitles the injured worker to full compensation for sick leave.
Reporting of fatal injuries is particularly significant, as it ensures the protection of insured
persons' rights and provides critical data for the development of national occupational safety
measures.

In addition to accidents, work processes may also lead to hazardous occurrences and
occupational diseases, both of which represent serious threats to employee health and
organisational performance. The frequency and nature of such events serve as key indicators
of the prevailing safety conditions within enterprises and highlight the necessity of periodic
reassessment and enhancement of OSH management systems.

In 2023, a total of 14,350 occupational injuries were reported in Slovenia, corresponding to
approximately 15 injuries per 1,000 employees. Among these, 21 incidents resulted in fatal
outcomes. The increase in reported cases relative to the previous year was partly attributable
to the inclusion of workplace-related Covid-19 infections in official statistics. At the European
Union level, the magnitude of the issue is considerably greater, with approximately 2.5 million
occupational injuries requiring more than three days of work absence and an estimated 3,000
fatal accidents reported annually.

2. REGULATORY FRAMEWORK

The concept of occupational safety and health includes the rights and obligations of employers
and workers to ensure, in accordance with the law and other regulations, and by establishing
and taking into account safety precautions, a level of occupational safety and health which, in
the light of the nature of the work, gives the worker the greatest possible degree of health and
psycho-physical safety. The legislation governing this area is part of the European legal order
and follows the conventions of the International Labour Organisation. It lays down measures
to ensure the safety and health of workers, including the prevention, elimination and control
of hazards and injuries at work, the information and training of workers, and the appropriate
organisation and necessary material resources. Workplace health promotion programmes are
also covered by the legislation, and the identification of occupational diseases is an important
priority. Ensuring health and safety at work must not entail financial obligations for the worker.

The Occupational Safety and Health Act defines an occupational accident as an unforeseen or
unexpected occurrence at the workplace or in the work environment, which happens in the
course of work or arises out of work, and which causes injury to a worker.

The Regulations on the Reporting of Accidents and Injuries at Work state that an accident at
work is an accident as defined under the Occupational Safety and Health Regulations. An
occupational injury is an injury as defined by the law governing pension and invalidity
insurance or other sectoral laws and resulting in at least one day's absence from work or death
of the injured person.
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The Law on Pension and Disability Insurance in 66. Article 66 provides, inter alia, that an
occupational injury shall be deemed to be an injury resulting from a direct and short-lasting
mechanical, physical or chemical effect, as well as an injury resulting from a rapid change in
the position of the body, a sudden strain on the body or other changes in the physiological state
of the organism, if such injury is causally related to the performance of the work or activity on
the basis of which the injured person is insured, an injury, an injury caused in the manner
referred to in the preceding indent which is sustained by the insured person on a regular journey
from his home to his place of work or vice versa, if the transport is organized by the employer,
and an injury caused in the manner referred to in the preceding indent which is sustained by
the insured person on a business trip and an illness which is the direct and exclusive result of
an accident or force majeure in the course of the work or activity in respect of which the person
concerned is an insured person.

3. THE LABOUR INSPECTORATE OF THE REPUBLIC OF SLOVENIA

The Labour Inspectorate of the Republic of Slovenia received a total of 6,695 reports in 2024.
Of these, 1,300 were in the field of Safety and Health, 5,169 were in the field Employment
Relationship, and the Social Affairs Inspection received 226 reports.

During the reporting period, the IRSD carried out nine targeted or intensified year-round
monitoring campaigns focusing on the implementation of legislation in the areas of
Employment Relationship and Safety and Health. The supervision targeted activities where
violations occur most frequently or where the risk of violations is highest, including the
verification of the implementation of key legal institutes.

In 2024, Inspectors carried out 11,535 inspections, including 6,816 in the field of Employment
Relationship, 4,569 in the field of Safety and Health, and 150 Social Affairs inspections. The
inspections were carried out as regular, exceptional and control inspections, the latter to verify
the implementation of the measures imposed.

A total of 17,129 infringements of the law were detected in 2024. As a result, the IRSD issued
8,084 administrative and infrigement measures and 20 notices of suspicion or criminal
denunciations. In addition, the IRSD issued 358 child labour permits, 17 consents for the
exclusion of special protection under Article 115 of the Labour Code and one decision to
suspend the effect of the termination of the employment relationship on the basis of Article
215(2) of the Labour Code.

As of 31 December 2024, the IRSD employed 132 workers according to the staff establishment
plan, including 100 inspectors (in addition to the Chief Inspector). Of these, 62 inspectors were
employed in the field of Employment Relationship, 32 in the field of Safety and Health and 6
in Social Afairs inspectors.

According to Agency of the Republic of Slovenia for Public Legal Records and Related
Services, 245,819 business entities or employers or control entities were registered in the
Slovenian Business Register at the end of 2024. Despite the gradual increase in the number of
inspectors, the number of inspectors has not kept pace with the growth in the number of
supervised entities.

In the field of Safety and Health, 9,396 infringements were detected. The most frequently
detected infringements related to risk assessment and the production of a safety declaration
with risk assessment (2,289); providing healthcare for workers (1,362); providing personal
protective equipment (1,117); training workers to work safely (815); the cleanliness and safety
of outdoor workplaces (779).
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The following activities were found to have the highest number of Safety and Health
infringements construction: 30.9%; manufacturing: 13.5%; trade: 8.8%; catering: 9.5% and
professional, scientific and technical activities: 5.6%.

In 2024, inspectors investigated 47 accidents at work, including 5 fatal, 30 serious, 10 minor
and 2 collective accidents. In 2024, 16 fatal accidents at work were reported. The most
common causes were falls from a height (5), the burden falls on the worker (2), road accidents
(3) and accidents involving work machinery (2).

4. FATAL ACCIDENTS AT WORK

Fatal accidents at work represent the most severe outcome of workplace hazards, leading to
the irreversible loss of human life. They are not only a personal and family tragedy but also a
significant social and economic burden for organisations and society. These incidents are
defined as unexpected events arising from work activities that directly or indirectly result in
death. In Slovenia, such accidents must be reported without delay to the Labour Inspectorate
of the Republic of Slovenia, which ensures proper investigation and statistical recording.
Reporting allows authorities to analyse the causes, identify high-risk industries, and propose
measures to prevent similar events in the future.

The highest incidence of fatal accidents is observed in sectors such as construction,
manufacturing, forestry, transport, and mining. Typical causes include falls from height, heavy
machinery accidents, electrocution, exposure to hazardous substances, explosions, and traffic-
related incidents during work. Investigations frequently reveal inadequate training, non-
compliance with safety protocols, poor maintenance of equipment, or neglect of risk
assessment. Each case provides valuable insight into improving workplace safety and helps
develop strategies for effective prevention.

Statistical monitoring plays a key role in understanding trends and assessing the effectiveness
of safety measures. In 2023, Slovenia recorded 14,350 occupational injuries, of which 21 were
fatal. Although the number of fatal accidents is relatively small compared to all injuries, its
human and financial impact is disproportionately high. Across EU Member States, around
3,000 fatal work accidents occur annually, showing that this is a wider European issue.
Countries with stricter occupational safety and health regulations and better enforcement
generally report lower fatality rates.

Preventing fatal accidents requires a comprehensive approach. Employers must ensure proper
training, enforce safety protocols, and provide adequate protective equipment. Promoting a
strong safety culture, where both management and employees actively participate in risk
prevention, is essential. Advanced technologies such as monitoring systems and automation
can further reduce exposure to high-risk tasks. However, human factors such as fatigue and
negligence still contribute significantly to accidents and must be addressed through continuous
awareness and education.

Ultimately, fatal accidents at work should never be regarded as inevitable. They highlight the
need for constant evaluation of occupational safety standards, implementation of preventive
measures, and effective collaboration between employers, workers, and regulatory authorities.
By learning from past incidents and fostering a proactive safety culture, it is possible to
minimise risks and protect the most valuable resource — human life.

4.1 Statistics of fatal injury at work

In 2024, The Labour Inspectorate of the Republic of Slovenia was informed of 16 fatal
accidents that occurred at the workplace or in the work environment during regular work or on
a business trip. In addition, The Labour Inspectorate of the Republic of Slovenia was informed
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of 10 fatal accidents that were caused by the poor health of workers, suicide at the workplace,
or a citizen was fatally injured. The trend in the number of reported fatal accidents at work
from 2013 to 2022 is shown in the following graph 1.

1: Number of workers fatally injured at work, 2013 — 2022
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As we can see from the graph 1, the number of injuries at work in 2022 is again slightly higher
than the year before. The highest number of fatalities was in 2015 (24 cases), followed by 2014
(23) and 2013 (22). In the period 2016-2021, the number of deaths is noticeably lower, between
15 and 17 cases annually, indicating a certain stabilization. In 2022, there is a noticeable
increase in 21 deaths, which is the highest value after 2015. The general trend indicates a
decrease after 2015, but without a permanent decline, as the values of 2016 move without a
clear falling pattern.

Graph 2: Fatal injuries at work, Slovenia and EU, 2013-2022
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According to the National Institute of Public Health of the Republic of Slovenia can be seen
that the standardized incidence of fatal injuries at 100,000 employees in Slovenia is just above
the average of statistics by Eurostat (Graph 2).
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5. CONCLUSION

A modern occupational safety and health system is not only a legal requirement but also a
fundamental pillar of sustainable economic and social development. It relies on the promotion
of a strong culture of safety and health at work, one that emphasises prevention over reaction.
Such a system aims to eliminate or minimise occupational accidents, diseases, and work-
related illnesses through proactive measures, continuous monitoring, and systematic
improvement of working conditions. In doing so, it safeguards workers' well-being, reduces
economic losses, and enhances the overall productivity and competitiveness of the economy.

In Slovenia, progress in occupational safety and health has been evident in recent years, but
the persistence of workplace accidents highlights that challenges remain. Fatal and serious
injuries represent a profound human tragedy and a significant burden on employees, their
families, employers, insurance funds, and society as a whole. Beyond the immediate physical
and emotional toll, these incidents generate long-term financial costs related to medical care,
compensation, and lost productivity. Moreover, occupational diseases and work-related
illnesses impose an additional and often hidden burden, as their effects can persist long after
exposure to harmful conditions has ended.

The well-being of workers must therefore be recognised as a strategic priority for enterprises
and a moral obligation for employers. Safer workplaces contribute to greater employee
satisfaction, higher engagement, and improved efficiency, ultimately strengthening the
resilience and sustainability of the economy. Programmes that promote both physical and
mental health in the workplace, together with regular risk assessments and training, play a key
role in achieving these goals.

However, no single stakeholder can achieve a significant reduction in workplace accidents
alone. A high level of safety culture requires coordinated action between the Government of
the Republic of Slovenia, social partners, employers, and employees. Public authorities must
provide clear regulations and ensure their enforcement, while companies must integrate safety
into their core management strategies. Workers, for their part, must actively participate in
maintaining and improving safety practices through awareness, responsibility, and
compliance.

Looking ahead, continuous improvement of occupational safety and health must remain an
ongoing process rather than a one-time achievement. Investment in new technologies,
automation, and safety innovations will be essential in reducing exposure to high-risk tasks.
Likewise, the systematic collection of data, transparent reporting of accidents, and
dissemination of lessons learned will support evidence-based policy-making. Only through
joint commitment and sustained effort can Slovenia move towards a future where fatal
accidents and serious injuries become rare exceptions rather than recurring realities.
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Abstract Theubiquity and ambivalence of events and circumstances in the business
environment are of exceptional importance for ensuring the realization of business
objectives. Identifying hazards and analyzing risks arising from such events represent
key elements fgerevention and for proper and timely responses aimed at avoiding or
mitigating consequences.

Risk management is an imperative of business operations, serving the function of
identifying and addressing all environmental factors that have the potential to
negatively impact protected values. Since risk management incorporates all the key
elements of the management process (planning, organizing, execution, coordination,
and control), it must remain fully compatible with the overall management process in
all required aspects.

This paper presents a new risk assessment method that integrates theoretical postulates
of risk theory with the practical need for a systematic approach, while enabling simple
and rapid calculation of risk levels. The method combines egpaltiation, scenario
analysis, and matribased risk assessment methods grounded in the prediction of
management process elements. Sections of the platform (BIMP) are also presented,
which enable the digitalization of the risk assessment process in subporporate
security management within organizations. The presented segments of the platform are
shown in Serbian, in accordance with the original solution.
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1. INTRODUCTION

Information, especially in conditions of uncertainty, represents the foundation for making
rapid and high-quality decisions. It is accepted as a resource on which, directly or indirectly,
the quality of decisions depends. A decision made in the process of risk assessment during
hazardous situations (a general term for all situations with the potential to generate
consequences for protected values) is characterized by lack of time for decision-making, lack
of information, confusion, dependence on teamwork, etc.

Even when adequate information exists, delays occur within the management system due to
unreliability, inertia of the information system, verification of information credibility, and
psychological characteristics of individuals.

Considering these factors, the need emerged to explore the possibility of defining a method
that, under conditions of uncertainty, would enable rapid assessment, continuous monitoring
of conditions, simple information sharing among risk owners, and clarity of results for team
analysis—without diminishing the quality of conclusions.

The results of this research were obtained during the development of a doctoral dissertation
and represent the outcome of the author’s independent and long-term work in the theory and
practice of risk assessment..

2. INFORMATION

The quality of risk assessment is based on the quality of information. Since risk is a property
of the system, risk assessment is connected to systemic processes (Komazec, Milic, 2016). The
connections between system elements, as well as the connections of the system with its
environment, can by their nature be material, energy-related, or informational.

BOTABAI, Y

f
AKTUBHOCT, 5 FUNKCIONISANJE
WHTEPAKLIMIA, Py X ORGANIZACIJE U PLANSKIM-
MOJABA & < \ ZEUENIM OKVIRIMA
& & ! 3
L& v
& Y0 } 4
S
SF &
S &
&
Q0 ORGANIZACUA
g ¢ s
S
S
&
é;\ f MERE ]
& OMACHOCT U
&

MPETHA NARUSAVANJE BEZBEDNOSTI
, YIPOXABAHE ORGANIZACUE

Figure 1. Relationship between events and processes in an organization in the process of
generating hazards

In cybernetics, informational connections—or, more precisely, the information they contain—
occupy a central place. Information can be defined in several ways, for example:

1 Information is new knowledge about an event (a fact or a decision) communicated to the
recipient in order to trigger a reaction directed toward a goal.

1 Information is a part of knowledge that reduces or completely eliminates system
indeterminacy and uncertainty of changes.

1 Information is the content of what we exchange with the external world as we adapt to it
and influence it—adjusting it to our needs.
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The common element of the above definitions is that information should increase knowledge
used in carrying out a specific activity or solving a specific task. One cannot speak of
information if the communicated content does not provide the recipient with new knowledge,
and specifically knowledge that contributes to solving a concrete task.

The recipient must, based on the cognitive content of the information, adopt a particular
position or solve a problem. Information represents a notice, a message, a communication, or
data about the state, changes, and trends of an event or system. Information is the semantic
meaning of signs that bring us new insights. From this it follows that:

1 not every piece of data or news contains the same information value for everyone;

1 information does not depend on the type of signs through which knowledge is delivered,
as long as those signs are understandable to us;

9 information must not be equated with the signs or data it consists of—data form
information, which represents their semantic meaning; and

9 information will be perceived differently by different recipients, regardless of the
uniformity of the content, which means that the reception of information depends on
environmental conditions.

Taking all this into account, it can be concluded that information is a set of data, concepts, or
signs that reduces or eliminates uncertainty and indeterminacy for the recipient, while enabling
a choice among probable events and the undertaking of specific actions. The transformation
of data into information is the fundamental purpose of data processing.

Communication is the exchange of information between at least two systems, one of which is
the source of information and the other the recipient. The connection through which
information is transmitted is called a communication channel.

Nivo 2

Figure 2. Information flow in an organization

Disturbances in communication are phenomena that distort information during transmission.
Two types of disturbances can be distinguished:

1 semantic disturbances — resulting from unequal knowledge of participants in
communication, and

1 pragmatic disturbances — arising from unequal interests and positions of participants.
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The nature of disturbances in communication channels lies in the reception of information
whose form does not correspond to the transmitted form, caused by the recipient’s perception.
Consequently, the received information exerts different influences on the recipient’s actions.

When it comes to risk assessment, the importance of the best possible information is of great
value. Namely, all events can occur in three states (Figure 1):

1 state of certainty — in which the realization of the event is beyond doubt, and both V and
P are known. It is characterized by the existence of the possibility to choose a concrete
alternative that leads to a specific, known (expected) outcome. This state is also referred to as
a state of determinacy and definiteness.
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Figure 3. Representation of the relationship between information and environmental states

Source: Author’s elaboration ((+) indicates knowledge of information, (=) indicates lack of
knowledge of information)
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state of risk — in which an event may or may not occur, with V and P either unknown
or only partially known, or where one of the values is unknown or poorly known. It
is characterized by the possibility that choosing a specific alternative may lead to any
outcome from the set of possible outcomes (certain outcomes), while the probabilities
of occurrence for each outcome are known (each alternative is defined by a finite set
of outcome probabilities). This state is also known as a state of stochastic uncertainty.

state of uncertainty — in which an event will undoubtedly not occur or will not occur
in the expected form, with both V and P unknown. What is characteristic of the state
of uncertainty is that a certain number of events can still be assessed from a risk
perspective, since only complete lack of knowledge of the state implies the absence
of information. In all other cases, some degree of knowledge and form of information
exists. It is characterized by the possibility of choosing a specific alternative that may
lead to any outcome (due to the absence of adequate statistical data, as well as the
impossibility of subjective or objective probability assessment).

Since risk is a function of the probability and the consequences of an event, Figure 3 presents
the interrelations while taking into account the quality of information about the event. At the
intersection of the axes lies the smallest value, which increases in the direction of the arrow.
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3. RISK: NATURE AND ESSENCE

Risks are present in all forms of social activity: administrative, economic, political, security-
related, etc. The aspects and scope of modern societal development contribute to an increase
in the number of events and activities potentially dangerous to human life, as well as to the
working and living environment. Threatened are the individual, society, the entire human
community, and the environment. Contemporary global challenges have become the
achievement of sustainable development and the protection of societal values from natural,
technological, and social sources of hazards.

Technology has taken a central position in the world of risk, particularly in terms of organizing,
improving, and harmonizing systemic links among different social structures, conducting
systemic analyses of alternative options at various management levels, and choosing optimal
technologies (Komazec et al., 2018). The emergence of information systems, introduced under
the term “artificial intelligence,” implies the standardization of numerous functions in business
systems based on algorithmic reasoning. In this context, predicting system behavior through
expert knowledge of system conditions enables more effective prevention, grounded in risk
assessment.

3.1. Concept and elements of the risk assessment process

Risk represents a measure of deviation from the desired outcome, that is, the possibility that a
certain event will occur and result in negative consequences. Accordingly, to assess risk means
to evaluate the likelihood of a harmful event occurring and producing negative consequences.

In hazardous situations, the degree of uncertainty varies in intensity, depending on the lack of
information, understanding, and knowledge related to the event, its consequences, and its
probability.

The elements of risk are the probability of an extraordinary event occurring and the
consequences it may cause. Data on the probability of occurrence and potential consequences
are the output results of the risk assessment process. The risk assessment process (Figure 4)
consists of several phases (Standard 1SO 31000, 2022 edition): risk identification, risk
analysis, and risk evaluation.

Figure 4. Risk assessment process
Source: Aut hor’'s el aboration
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Risk assessment is process-oriented and focused on the quantification of risk by determining
the probability and consequences of the occurrence and impact of a given set of circumstances.
The process of risk assessment of hazardous events begins with the identification and
understanding of the nature of the event. The mere presence of a hazardous event does not
necessarily imply direct negative consequences but rather its potential existence. By analyzing
the elements of a hazardous event, such as the probability of occurrence and the consequences
of realization, the level of risk is determined.

The complexity of the risk assessment process is defined by the complexity of hazardous
events as phenomena. No hazardous situation is composed of a single simple element, nor does
it have a simple effect on protected values. Accordingly, the risk assessment process itself is a
complex and multidimensional process, with various approaches to problem-solving.

4. METHOD OF RISK ASSESSMENT BY PREDICTIVE DEFINITION OF
CRITERIA FOR HAZARD IDENTIFICATION AND RISK ANALYSIS

The complexity of the risk assessment process requires highly rational decisions, which makes
decision-making increasingly difficult in crisis situations. Due to the advancement of decision
theory and the study of decision support systems, new systems, methods, and tools have been
developed and are widely used, with a tendency of continuous improvement. However, the
design and tools for decision support cannot assist the decision-maker in solving all problems
when dealing with complex issues related to hazardous situations (Pamucar et al., 2016). The
complexity of this subject matter implies the need for the development of simpler methods of
risk assessment, enabling thorough and rapid monitoring as well as proposing decision-making
options.

4.1. Prediction of criteria for risk identification

Humans and business systems exist in an environment in which they are constantly exposed
to a variety of more or less hazardous situations generated by numerous factors. Different
phenomena such as storms, floods, droughts, earthquakes, landslides, and others, in addition
to technological accidents and conflict situations, can directly affect the life of the individual
and society as a whole. These phenomena, referred to as hazards, must be precisely—or at
least as well as possible—understood for the purpose of prevention or rapid response.

The reduction and mitigation of the effects of such hazards require an interdisciplinary study
of hazards, vulnerabilities, and risks, as well as proper communication of information.
Information systems play a crucial role in this field. Theoretical postulates of risk and hazard
make it possible to generate certain regularities in the occurrence and recurrence of specific
phenomena in the environment.

In addition to this, an important segment of hazard prevention is knowledge of the
environment, both internal and external, in which a physical or legal entity lives and operates
(Figure 5).
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Figure 5. llustration of the connection between organizational factors and process functions
(one approach)

The pragmatism of risk assessment is of exceptional importance because of its adaptability to
real conditions. It avoids standardization, that is, the application of other practices in
inappropriate circumstances. Under such conditions, it becomes possible to define criteria on
the basis of which the state of risk from certain hazards can be assessed quickly and effectively.
Considering that it is not possible to generate universal criteria that do not change, it can be
concluded that the criteria should represent an overview of the best possible state in a given
process, from temporal, spatial, and qualitative aspects.

Hazard identification implies the process of recognizing and listing events, processes, and
activities that have the potential to cause negative consequences for protected values.
Logically, the best recognition will be carried out by individuals who possess knowledge and
experience in the processes where risk assessment is conducted.
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Figure 6. lllustration of the de{/elopment of criteria according to defined processes
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Criteria are generated so that they are concise and clear, and fully connected with real
processes in the organization (Figure 6). A team of experienced individuals with fundamental
knowledge of the required process is formed to develop the criteria. The members of this team
must hold the level of experts in that field.

4.2. Prediction of Criteria for Risk Analysis and Evaluation

Risk analysis involves the process of assessing the states described by the generated criteria
and assigning specific probability and consequence values to the resulting states.

Considering that, in organizations, decisions are made by managers and other professionals
appointed to positions based on specific qualifications, it can be concluded that their judgment
of events is based on experience and knowledge of certain phenomena, and their opinions can
therefore be regarded as expert opinions. In this respect, it is possible to optimally apply a
qualitative method of describing the probability of occurrence of a risky event through five
levels of criteria for defining the likelihood of such an event (Figure 7).

Since the description of phenomena in the environment does not allow direct work with the
obtained data, quantification is necessary.
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Figure 7. llustration of probability criteria

Consequences represent the central point of the risk assessment process. Namely, in cases
where there are no consequences for protected values, the urgency of action or the
implementation of preventive measures is reduced, which automatically decreases potential
damage.
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Figure 8. lllustration of consequence criteria

The consequence criteria are also concise and clear (Figure 8). They enable those performing
the assessment to quickly compare the state with the criteria and reach a conclusion about their
magnitude.

4.3. Software Solution for Risk Assessment

The culmination of the risk management process is the definition of scenarios for the
development of a hazardous event, both independently and in interaction with other events.
The decision-maker obtains the essential data for developing the scenario of a hazardous event
from the risk assessment process.

To facilitate work in the risk assessment process and ensure permanent access to data for
improving information, a software application has been developed—the BIM platform
(Security, Integral, Multimodal) (Figure 10). The aim of the platform is to unify the work of
professionals from different fields of security in risk assessment in real time, enabling
information sharing, alert notifications, and more.
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Figure 9. General overview of the BIM platform

249



The platform establishes relations among the individuals conducting the assessment and
enables the entry of elements that exert influence in the environment.
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Figure 10. Part of the BIM platform environment for data entry

In ideal circumstances, risk identification should take into account all possible potential
hazards, the probability of their occurrence, and their possible impacts on all protected values.
In practice, in most cases, it is impossible to achieve such perfection. Realistically, there are
situations where one potential hazard triggers other potential hazards. It should be noted that
the scope of potential hazards to be considered, as well as their impacts, side effects, and
influences, is entirely unlimited.

Artificial intelligence contributes to meeting such requirements by enabling software to learn,
recognize similar conditions, and provide early warnings.
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Figure 11. Part of the BIM platform environment with scenario value display

Due to this complexity, risk identification usually includes a detailed presentation of potential
risk scenarios, which condenses the range of possibilities into a limited number of identified
situations (Figure 11). A risk scenario represents a description of a situation involving one or
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more influences of potential hazards that lead to significant impacts and constitute a priority
hazard to protected values.

In the further development of a risk scenario, it is necessary to analyze all possible
combinations—both those that represent hazards and those that may not initially appear
dangerous but could potentially occur in the future.
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Figure 12. Part of the BIM platform environment with verification of critical and desired
activities

Risk scenarios must provide a credible description of what can be expected in the future
(Figure 12). The formation of scenarios is largely based on past experiences, but events and
influences that have not yet occurred should also be taken into account. Scenarios should be
based on a coherent and internally consistent set of assumptions about key relationships and
driving forces.

5. CONCLUSION

In a dynamic social environment, organizations, managers, risk management professionals,
specialized government agencies, and others must make important decisions when business
systems or individuals are endangered by internal or external factors. Decisions made in
hazardous situations must balance advantages and disadvantages, short-term forecasts, and
medium- and long-term consequences for the subject or the types of hazards that may affect
the community, while also incorporating preventive preferences. Decision support systems
based on risk assessments should be able to meet such requirements.

The development of such systems is lengthy, and activities in this field can only be carried out
by specialized personnel. Modeling, implementation, and formalization of efforts and
knowledge in the development of decision support systems for hazardous situations require
considerable work. Numerous methods, models of support systems for hazardous situations,
and implementation solutions have been developed in various forms, but the process of data
collection and deriving adequate conclusions remains extremely complex. Once the system is
created, it must undergo a series of tests, all deficiencies must be corrected, and only then can
it be put into use under the direct supervision of experts.

251



This paper brings together fundamental insights on decision support in hazardous situations
based on risk assessment. The study has shown that effective communication is one of the key
factors for successful risk management and that risk assessment enables decision-makers to
achieve greater certainty and more accurate forecasting of the development of hazardous
situations. Artificial intelligence has a significant impact on the development of these systems,
enhancing the processing of large amounts of data, ensuring more reliable conclusions, and
providing the ability to predict future events.
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Abstract: The paper examines modern armament through the application of SWOT
analysis and mukcriteria decisioamaking based on the AHP method. The objective

of the research is to identify and rank the strengths, weaknesses, opportunities, and
threats that shapehe development and use of modern armament. By combining
qualitative and quantitative approaches, a comprehensive framework has been
established for assessing the strategic, technical, and security implications of new
technologies. The findings indicateathmodern armament simultaneously enhances
combat effectiveness while generating new security risks, thereby confirming the need
for a balanced approach to its development and use.
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1. INTRODUCTION

Modern armament represents the outcome of accelerated technological development and
changes in contemporary warfare. The integration of artificial intelligence, information and
communication technologies, unmanned systems, and precision-guided munitions has
significantly transformed the planning and execution of combat operations. These systems
provide higher accuracy, reduce personnel exposure, and enable faster responses in complex
operational environments. At the same time, increased dependence on technology creates new
vulnerabilities, particularly in the domains of cyber threats, logistics, personnel training, and
high maintenance costs.

The assessment of modern armament requires a methodological framework that combines
qualitative and quantitative analysis. SWOT analysis enables the identification of strengths,
weaknesses, opportunities, and threats, while the AHP method ensures their ranking according
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to relative importance. The application of these methods allows the effects of modern
armament to be observed in a broader context, contributing to the development of policies that
link defense capabilities, technological innovation, and international cooperation.

The research framework demonstrates that modern armament simultaneously strengthens
defense capacities and generates new challenges, confirming the need for a balanced approach
based on risk management. This paper focuses on the analytical examination of modern
armament through the lens of SWOT analysis and AHP ranking, with the aim of defining the
key factors shaping its application and future developmen.

2. THEORETICAL FRAMEWORK

The theoretical framework of this paper encompasses an examination of the fundamental
characteristics of modern armament, as well as the methodological approaches that enable its
comprehensive analysis. The development and application of modern armament require a
research approach that acknowledges both its technical-technological potential and its security
risks. In this context, SWOT analysis provides the basis for a qualitative identification of key
factors, while the AHP method enables their quantitative prioritization, thus ensuring a more
objective framework for drawing conclusions.

2.1. Modern Armament

Modern armament represents the result of a continuous techno-technological evolution in the
military sphere. Its development relies on the application of multidisciplinary knowledge that
enables the creation of systems characterized by high efficiency, precision, and adaptability n
(Jankovic & Komazec, 2023). Today, armament is viewed not only as a means of warfare but
also as an indicator of national power, an instrument of geopolitical positioning, and a factor
in preserving global stability. Such a perspective reflects the fact that modern armament shapes
both the tactical and strategic aspects of contemporary conflicts, while also significantly
influencing international relations and the balance of power.

In the context of global security, modern armament contributes to deterring potential conflicts
and maintaining peace, but at the same time fuels the arms race among leading powers. The
integration of artificial intelligence, unmanned systems, sensor and communication
technologies enables more precise and effective operations, reduces personnel exposure, and
accelerates decision-making in complex combat conditions. In parallel, the development of
these technologies strengthens military-industrial capacities and drives broader technological
and economic innovations that transcend the military sphere (Jankovic & Komazec, 2024).

When it comes to defining modern armament, there is no internationally accepted definition.
Different authors approach this concept from different perspectives, as confirmed by the
following interpretations:

1. Bowers and Mielnik (1998) analyze the development of technologically advanced
non-lethal weapons designed to immobilize adversaries rather than cause significant
casualties.

2. Meiches (2017) offers a sociological perspective, viewing armament as an object that
shapes human desires and transcends individual intentions.

3. Ohlin (2017) considers modern armament through the lens of minimizing risks for the
user, emphasizing the development of systems that inflict damage on the adversary
while preserving operator safety.
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4. Hoag (1987) describes the militarization of space as an extension of the technical
revolution, highlighting the dependence of advanced warfare on Earth on military
space systems.

5. Eide (1977) studies modern armament in the context of arms transfers and the
militarization of politics in Third World countries, where it occupies a central role
within political structures.

6. Bunker (2000) examines modern armament in the framework of counterterrorism,
introducing the concept of “weapons of mass disruption,” which aim to disable system
functions through advanced technologies, including cyber weaponry.

The diversity of definitions points to the complexity and multilayered nature of the concept of
modern armament. Some authors emphasize its technical and technological aspects, others
focus on social and political dimensions, while still others highlight specific security contexts.
What unites these approaches is the recognition of modern armament as a phenomenon that
transcends the role of a conventional combat tool, shaping the broader framework of
international security, political processes, and social transformations

2.2. SWOT Analysis

SWOT analysis is one of the most widely used analytical techniques in social, economic, and
security research. The acronym SWOT stands for Strengths, Weaknesses, Opportunities,
and Threats, and the method provides a systematic and transparent way to identify internal
and external factors shaping a given system or process (Gurel, 2017) Strengths and
weaknesses represent internal characteristics, while opportunities and threats reflect influences
from the external environment.

According to Hill and Westbrook (1997), SWOT analysis is ,,a framework that provides a
comprehensive structure for analyzing the resources and capabilities of an organimation i
relation to it s Themethedhanfauhd breadapplicationrbevaesa itoffers

a simple yet effective approach to understanding complex phenomena, clearly separating
elements that contribute to development from those that generate risks and constraints. Its
advantage lies in flexibility: it can be applied at the personal, organizational, and national
levels, and is used in strategic planning, project evaluation, crisis management, security
research, and many other fields.

In the field of security, SWOT analysis holds particular importance. It enables analysts to
assess the potential strengths of a security system, identify its weaknesses, recognize
development opportunities, and highlight risks that threaten security . In this way, it provides
a foundation for strategic decision-making and the formulation of policies that enhance system
resilience. Given the complexity and interplay of numerous factors in security studies, SWOT
analysis contributes to the systematization and simplification of the analytical process, thereby
ensuring clearer prioritization.

A key value of SWOT analysis lies in its ability to combine qualitative and quantitative
elements. While the identification of strengths, weaknesses, opportunities, and threats often
relies on expert judgment, the results can be further integrated with other analytical techniques,
such as multi-criteria decision-making methods. This allows SWOT analysis to move beyond
a purely descriptive technique and become part of a broader methodological framework that
enables more precise and in-depth evaluation of complex phenomena.

Due to its clarity, simplicity, and potential for integration with other methods, SWOT analysis
represents an indispensable starting point in research addressing different aspects of security.
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While it does not provide definitive answers, it clearly indicates areas that require further
analysis and attention, offering researchers and decision-makers a valuable guide in the
processes of planning and risk management.

2.3. AHP Method: multi-criteria analysis and its role in priority setting

The Analytic Hierarchy Process (AHP) is one of the most recognized and widely applied
methods of multi-criteria decision-making. Developed by Saaty (1987), its application spans
a broad range of fields, including risk management, strategic planning, resource allocation,
and many other areas of decision-making. The method enables a structured and systematic
consideration of complex problems through the hierarchical organization of goals, criteria, and
alternatives.

The core principle of the AHP method is based on pairwise comparison, where elements at
each hierarchical level are compared with one another according to predefined criteria. The
outcome of this procedure is a quantitative representation of the relative importance of the
observed elements, allowing for their ranking and prioritization. In this way, AHP goes beyond
a descriptive level and provides measurable indicators that clearly point to the factors of
greatest significance.

A distinctive value of the method lies in its flexibility and ease of application. AHP has been
extensively studied and frequently applied, which is why this paper does not emphasize its
theoretical foundations, but rather its application in the context of assessing modern armament.
In this regard, the method enables the ranking of factors identified through SWOT analysis
and offers a stronger basis for strategic decision-making and risk management.

3. SWOT ANALYSIS OF MODERN ARMAMENT

The analysis of modern armament through the SWOT framework enables a systematic
examination of the internal and external factors that shape its development and application.
Strengths and weaknesses represent internal characteristics, while opportunities and threats
reflect external influences. Based on a review of relevant literature, five key items in each
category were identified (Figure 1), with the note that in practice a much wider range of
elements can be recognized.

Strengths

1. High precision and reduced collateral damage — Modern systems enable accurate
targeting, which minimizes unnecessary losses and increases the effectiveness of
combat operations.

2. Personnel protection through reduced exposure — Automation and remote control
reduce the need for soldiers to be directly exposed to combat.

3. Deterrence effect and strengthening of international position — Possession of
modern armament enhances geopolitical power and deters potential adversaries.

4. Integration of information and communication technologies — Modern systems
connect sensors and command centers into a unified network, enabling faster
decision-making and greater coordination.

5. Adaptability to different warfare scenarios — A single system can be used in
multiple tactical and strategic situations, thereby increasing its operational value.
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Weaknesses

1.

High development and maintenance costs — Modern armament requires substantial
investments in research, production, and long-term upkeep.

Dependence on information and communication technologies — Sophisticated
systems are vulnerable to failures, electronic interference, and cyberattacks.

Complex logistical support — Operation and maintenance require specialized
training and a developed logistical infrastructure.

Limited global availability — Only a small number of states possess the resources
and expertise to develop and fully employ the most advanced systems, while others
remain dependent on imports.

Ethical and legal dilemmas — The use of new technologies, particularly autonomous
systems, raises questions of accountability and legitimacy under international law.

Opportunities

1.

Threats
1.

Transfer of civilian technologies into the military sector — Innovations from
industry and civilian research can be adapted for military applications.

Adoption of new military doctrines and operational concepts — Modern systems
enable the redefinition of planning and execution of operations.

International cooperation in research and development — Joint programs provide
access to knowledge, resources, and technologies.

Advancements in artificial intelligence and automation — These enable the
development of increasingly sophisticated combat and defense systems.

Dual-use technologies — Many technologies serve both civilian and military
purposes, simultaneously strengthening the economy and the armed forces.

Cyberattacks on digital infrastructure — Hacking can paralyze entire weapon
systems.

Proliferation of modern armament — The spread of advanced technologies
increases the risk of destabilization and uncontrolled use.

Ethical dilemmas regarding autonomous systems — Uncertainty remains over who
bears responsibility when machines make life-and-death decisions.

Geopolitical arms race — Rivalry among great powers increases tensions and the risk
of conflict.

Misuse by non-state actors — Terrorist and criminal groups may exploit advanced
technologies for attacks.
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SWOT ANALYSIS OF MODERN ARMAMENT
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Figure 1. SWOT Analysis of Modern Armament
Source: Aut hor’s el aborat

Based on the conducted analysis, it can be concluded that the SWOT approach provides a clear
framework for understanding the complexity of modern armament. Strengths highlight its
potential to ensure effectiveness and superiority in complex combat conditions, while
weaknesses reveal the limitations and dependencies that may reduce its value. Opportunities
suggest directions for future development and possibilities for improvement, whereas threats
emphasize the risks and challenges that contemporary security systems face. The selected
items represent those most frequently emphasized in relevant literature; however, it must be
noted that the list is not exhaustive, as numerous additional factors shape this issue depending
on context and specific circumstances.

4. AHP RANKING OF SWOT FACTORS

The application of the AHP method within the SWOT framework enables a transition from the
qualitative to the quantitative level of research. While SWOT analysis identifies strengths,
weaknesses, opportunities, and threats, the AHP method allows these factors to be ranked
according to their relative importance. In this way, a clearer picture emerges of which elements
have the greatest impact on modern armament and in which direction strategic planning and
risk management should be focused.

A hierarchical model was developed in which the overall goal—the assessment of the
potential and risks of modern armament—is placed at the top. The second level of the
hierarchy consists of the four groups of factors: strengths, weaknesses, opportunities, and
threats. At the lowest level are the individual factors within each group, identified through the
previous SWOT analysis. This structure allows each element to be evaluated relative to others
within its category and then in relation to the broader whole.

After establishing the hierarchical model (Figure 2), expert pairwise comparisons were
conducted both among the SWOT categories and among individual factors within each group.
The comparisons were made based on predefined criteria of importance using Saaty’s scale,
which ranges from 1 (equal importance) to 9 (extreme importance of one factor over another).
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The results of the category-level comparisons showed that threats carry the greatest
relative weight (40%), indicating their dominant role in the overall assessment of modern
armament. Strengths ranked second (25%), confirming the value of technological and
technical advantages in modern warfare, while weaknesses accounted for 20%, underscoring
the limitations and dependencies that may reduce overall system value. Opportunities were
rated at 15%, showing that they are recognized but considered less significant within this
framework compared to the other categories.

Based on the constructed matrices, local weights of factors within each SWOT category were
calculated. By multiplying the local weights with the weight of the corresponding category,
global weights for each individual factor were obtained. This process enabled the comparison
and ranking of all identified factors relative to the overall goal—the assessment of the potential
and risks of modern armament. A detailed overview of the results, including local and global
weights as well as the ranking positions of factors, is presented in Table 1 and illustrated in
Figure 2.

GENERAL OBJECTIVE: EVALUATION OF THE POTENTIAL

AND RISKS ASSOCIATED WITH MODERN WEAPONRY

25% 20% 15% 40%

High precision and reduced High development and Transfer of civilian technologies Cyberattacks on digital
collateral damage maintenance costs into the military sector infrastructure
L:35% G:8.8% L:35% G: 7% L: 50% G: 7.5% L: 50% G: 20%

Personnel protection through Dependence on information and Adoption of new military doctrines Proliferation of modern armament
reduced exposure ‘communication technologies. and operational concepts L:30% G:12%
L:50% G:12.5% L: 45% G:9% L230% G:4.5% ’ ‘
Deterrence effect and strengthening International cooperation in Ethical dilemmas regardin,
of international position Complex logistical support research and development a‘utonomous sys‘xem; =
L:15% G:3.8% L:20% G: 4% L:20% G:3% L: 20% G: 8%
Integration of information and Limited global availability Advancements in artificial Geopolitical arms race
communication technologies intelligence and automation :
L:0.0% G:0.0% L:0.0% G:0.0% L: 0.0% G:0.0% L:0.0% G:0.0%
Adaptability to different warfare v i
4 rtZt:ennrlos Ethical and legal dilemmas Duak:use technologies Misuse by non-state actors.
L:0.0% G: 0.0%. L:0.0% G: 0.0% L:0.0% G: 0.0% L: 0.0% G: 0.0%

Figure 2. Hierarchical Structure of the SWOT—-AHP model with local and global weights
Sour ce: eldoratibnor ’ s

Table 1. Global and local weights and ranking of modern armament factors (Source:
Aut hor’'s el aboration)

Local Global
Category Factor Weight (L) | Weight (G) Rank

Strengths Personnel protection through reduced 0.50 0.1250 2
exposure

Strengths High precmon;nd reduced collateral 0.35 0.0875 5
amage

Strengths Deterren_ce effec_t and stre_n_gthenmg of 0.15 0.0375 11

international position
Weaknesses Dependenge on mformatlon.and 0.45 0.0900 4
communication technologies
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Local Global
Category Factor Weight (L) | Weight (G) Rank

Weaknesses | High development and maintenance costs 0.35 0.0700 8

Weaknesses Complex logistical support 0.20 0.0400 10

Opportunities Transfer of C|V|_I|_an technologies into the 0.50 0.0750 7
military sector

Opportunities Adoption of new military doctrines and 0.30 0.0450 9

operational concepts

Opportunities International cooperation in research and 0.20 0.0300 12
development

Threats Cyberattacks on digital infrastructure 0.50 0.2000 1

Threats Proliferation of modern armament 0.30 0.1200 3

Threats Geopolitical arms race 0.20 0.0800 6

In Figure 2 and Table 1, the results of the AHP hierarchy applied to the SWOT analysis of
modern armament are presented. It can be observed that certain factors within specific
categories show a value of 0.0%. This outcome is a result of the methodological logic of the
AHP method. Namely, the weights are determined through pairwise comparisons of factors
based on expert evaluations. When a particular factor does not receive significant recognition
compared to others, mathematical normalization leads to it being assigned a negligible or zero
weight. This clearly indicates that, within the framework of this research model, such a factor
does not have a priority influence on the overall assessment.

It is important to emphasize that a value of 0.0% does not mean that the factor has no real-
world significance, but rather that within the conducted analysis it was not assessed as relevant
compared to other elements. In other words, its existence is not questioned, but it did not
receive analytical weight in this model. Such a result highlights the selective focus of the
research and the specificity of expert evaluation, rather than an absolute absence of influence.

In this way, the presence of factors with a value of 0% confirms the ability of the AHP method
to differentiate key from marginal elements, thereby providing clearer prioritization in drawing
conclusions and in strategic planning.

For clarity, the results are also presented graphically.

AHP Results: Weights of SWOT Quadrants

Threats Strengths Weaknesses Opportunities
Quadrant

Figure 3. AHP results: weights of SWOT quadrants

Source: Aut hor’' s el aborat.i
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AHP Results: Top 6 Global Factors
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Figure 4. AHP results: TOP 6 global factros
Source: Aut hor' s el aborat.i

The quadrant weight chart clearly shows that threats carry the greatest relative importance
(40%), while opportunities rank last (15%). Among the global factors, cyberattacks
dominate with a share of 20%, followed by personnel protection (12.5%) and proliferation
of armament (12%).

Based on the application of the AHP method to the SWOT analysis of modern armament, the
following conclusions can be drawn:

- The greatest strength of modern armament lies in its ability to ensure personnel
protection.

- The greatest weakness stems from strong dependence on information and
communication technologies, which generates vulnerabilities that cannot be fully
neutralized.

- The greatest opportunity is recognized in the potential for civilian applications of
military technologies, which foster technological development and economic growth
beyond the military sphere.

- The greatest threat arises from cyberattacks, which undermine the reliability,
availability, and security of systems, representing a critical challenge both for their
use and for security as a whole.

General conclusion of the research: Modern armament simultaneously represents a means
of enhancing efficiency and protecting personnel, but also a source of new challenges due to
its strong technological dependence and vulnerability to cyberattacks. Its dual nature
demonstrates that advantages and risks cannot be considered in isolation but must be
understood as parts of the same reality. While the integration of information and
communication technologies provides superiority in contemporary combat conditions, it
simultaneously creates space for security threats that demand proactive management. At the
same time, the transfer of military technologies into civilian domains confirms that the
development of armament extends beyond the strictly military sphere and becomes a driver of
broader social and economic progress. Managing ICT-related risks, while strategically
leveraging the potential of civilian applications, defines the future directions of modern
armament and its role in society.
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5. DISCUSSION

The discussion interprets the results of the SWOT and AHP analyses and places them in a
broader operational and strategic context. The AHP ranking demonstrates that threats hold the
greatest relative importance, while strengths and weaknesses distribute emphasis between
techno-technological advantages and systemic vulnerabilities. This relationship indicates that
modern armament simultaneously enhances combat effectiveness and generates new points of
exposure, particularly in the cyber domain. Thus, the discussion moves beyond a mere
statistical presentation of results and enables their interpretation within the context of real
security challenges.

The interpretation of weights remains analytical rather than deterministic. Weights reflect the
relative importance of factors within the examined model, not inevitable outcomes in every
scenario. Therefore, the analysis requires validation through examples from contemporary
conflicts and consideration of doctrinal and organizational responses. In this way, the results
gain practical applicability and relevance.

The continuation of the discussion links the findings to contemporary conflicts (Ukraine, the
Middle East, the Pacific), critically examines the security impact of modern armament, and
identifies investment areas that optimally balance the identified strengths and threats. Within
this framework, the following subsections further elaborate on empirical implications and
action priorities.

5.1. Linking results with current conflicts

The results of the SWOT and AHP analyses of modern armament clearly highlight the dual
nature of advantages and vulnerabilities, which becomes particularly evident when examined
through the lens of ongoing conflicts.

In the war in UKkraine, the precision and effectiveness of modern long-range systems—such
as drones and guided artillery munitions—have confirmed their strength and contributed to
personnel protection by reducing the need for direct human exposure. However, weaknesses
have also been exposed: vulnerability to electronic warfare and cyberattacks validates the AHP
finding that dependence on ICT is one of the most critical weaknesses. Another dimension of
contemporary conflicts is the toll on civilians, who remain the most vulnerable group under
conditions of intensive use of modern armament (Cent er f or Strategic an
St u Rioe24Bejpite the precision of advanced systems, the reality of war demonstrates that
civilian casualties remain significant, raising questions about adequate protection and the
development of civil defense systems. This underscores that security cannot be viewed solely
through a military prism but must include integrated measures for safeguarding civilian
populations in crisis and wartime conditions.

In the Middle East, particularly in asymmetric conflicts, modern armament provides a
deterrent effect and strategic advantage but faces the challenge of proliferation. Relatively
accessible drones and rocket systems are increasingly employed by non-state actors,
demonstrating that threats such as proliferation and terrorism carry exceptional significance.
These cases illustrate how the strengths of modern armament can be undermined by its
growing accessibility.

The Indo-Pacific region represents one of today’s primary arenas of global security
competition (Ma s tert o ,a ). The @valrg ketween the United States and China dominates
the area and shapes the strategic priorities of both sides, while Japan and South Korea, as U.S.
allies, invest heavily in modernizing their armament to preserve regional balance (Gi | | et al
2 0 2 At}he same time, India is expanding its presence in the Indian Ocean, and Australia,

262



through agreements such as AUKUS?, is consolidating its role in the region’s security
architecture. States in Southeast Asia (Vietnam, the Philippines, and Indonesia) balance
between the interests of major powers while simultaneously strengthening their own military
capabilities. This development reinforces the SWOT-AHP findings, according to which
geopolitical competition and cyber threats hold dominant importance, while opportunities such
as international cooperation and doctrinal innovation remain underutilized.

These examples confirm that the advantages of modern armament are not absolute but depend
on context and mode of application, while vulnerabilities and threats can often reduce or even
neutralize its techno-technological strengths.

5.2. Critical Analysis: contribution to security or increased risk

Critical reflection shows that modern armament is not a univocal phenomenon. On the one
hand, it undoubtedly contributes to greater security through personnel protection, precision
strikes, and the deterrence of adversaries. This reduces the intensity of conventional combat
losses and increases the efficiency of combat operations. This is particularly evident in cases
where technological integration enables the combination of rapid reaction, autonomous
systems, and information superiority, as well as greater interoperability among different
branches of the armed forces.

On the other hand, the growing dependence on complex information and communication
systems opens up a new field of risks. When modern armament becomes overly tied to network
infrastructures, satellites, and software components, its vulnerability increases in proportion to
its technical sophistication. There are already examples from contemporary conflicts where
drones have been disabled by GPS jamming or attacks on command-and-control networks.
This means that weapon systems designed to enhance security simultaneously generate new
weaknesses that adversaries may exploit.

The ethical dimension also raises important questions, as the use of autonomous systems
creates dilemmas concerning accountability and control over decisions in combat. While one
side emphasizes the humanitarian value of reducing human losses, the other highlights the
dangers of dehumanizing conflict and losing human oversight. This critical dichotomy is
increasingly present in international debates on the regulation of autonomous weapons,
confirming that modern armament, although designed to strengthen security, may equally
contribute to destabilization if adequate mechanisms of oversight and control are not
developed and implemented.

In this context, the impact of modern armament on the civilian population cannot be
overlooked (L e f k 0 wR DAtI®Ygh systems are developed with the aim of reducing
military casualties, experiences from recent conflicts show that civilian losses remain a
significant problem. This further underscores the need to develop and implement doctrines and
mechanisms for civilian protection as an integral part of security policy and the use of modern
armament.

! AUKUS (Australia—United Kingdom-United States) is a security pact signed in 2021
between Australia, the United Kingdom, and the United States, aimed at strengthening
cooperation in the Indo-Pacific region. It encompasses the development of nuclear-powered
submarines as well as collaboration in the fields of cybersecurity, artificial intelligence,
quantum technologies, and the defense industry.
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5.3. Balance of strengths and threats: where efforts should be directed

The results of the analysis show that the balance between strengths and threats emerges as a
key issue in the assessment of modern armament. The greatest identified strength is personnel
protection, while the greatest threat stems from cyberattacks. This combination clearly
indicates that priority must be directed toward strengthening the resilience of information and
communication systems. Investments in cybersecurity, the development of more resilient
networks, and the improvement of protection protocols are essential conditions for preserving
the advantages offered by modern armament.

At the same time, the benefits of precision and deterrence can only remain sustainable if
doctrines and international cooperation are developed in parallel. Without political and
doctrinal frameworks, even the most advanced systems lose their strategic value Mi o ,i
2 0 Q Therefore, investments must also include the “soft” dimensions: regulations,
international agreements, and ethical standards that enable the long-term sustainability of
military innovations.

Ultimately, balancing strengths and threats means that the development of modern armament
cannot be viewed solely through a technical-technological lens. It is necessary to connect
technological superiority with broader concepts. Only in such synergy is it possible to preserve
the advantages provided by modern armament while simultaneously reducing the risks that its
complexity entails. The balance between strengths and threats thus becomes a dynamic process
in which every technological advancement must be accompanied by a well-considered
strategic response.

6. CONCLUSION

The study of modern armament using a combination of SWOT and AHP methods has shown
that military power in today’s world cannot be understood solely through technical and
technological parameters, but also through the broader context of geopolitics, security threats,
and civilian implications. The analysis confirmed that the strengths of modern armament lie in
its precision, efficiency, and ability to protect personnel, while its weaknesses stem from high
costs, logistical complexity, and increasing dependence on information and communication
technologies. At the same time, the development of new civilian applications and international
cooperation creates significant opportunities, but these are accompanied by serious threats
such as proliferation and cyberattacks.

The application of the AHP method enabled a transition from a qualitative to a quantitative
level of research and clearly highlighted the relative weight of the identified factors. The
results indicate that threats, particularly cyberattacks, occupy a dominant position in the overall
assessment, while personnel protection remains the most important recognized strength. This
balance confirms the paradox of modern armament: the very technology that provides
superiority simultaneously generates new risks and vulnerabilities.

The discussion demonstrated that the results of the analysis align with the realities of ongoing
conflicts. Ukraine has confirmed the importance of precision weaponry and vulnerability to
electronic warfare, the Middle East has highlighted the problem of proliferation and the use of
advanced systems by non-state actors, while the Indo-Pacific region underscores the
geopolitical arms race and the risk of destabilization. This confirms that the SWOT-AHP
model is not merely a theoretical framework, but also an applicable instrument for interpreting
real security trends.

Based on the conducted research, it can be concluded that modern armament simultaneously
represents a key instrument for enhancing combat effectiveness and a generator of new
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security risks. The greatest challenge today lies in balancing strengths and threats—preserving
the advantages offered by modern technologies while minimizing the vulnerabilities they
create. Managing ICT-related risks, developing more resilient systems, and fostering
deliberate integration of military and civilian innovations emerge as priority directions for the
future development and application of modern armament.

A particular challenge lies in reducing civilian casualties and mitigating the negative impact
of modern armament on the environment. Although technological innovations increase
precision and enable targeted operations, experiences from contemporary conflicts confirm
that civilian populations and natural resources remain exposed to severe consegquences.
Therefore, the development of modern armament must also be viewed through the lens of
humanitarian and ecological standards, in order to align military effectiveness with the broader
goals of protecting people and preserving the environment.
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1. INTRODUCTION

By defining the topic of this paper, “Epidemic/Pandemic as natural disasters”, and establishing
its conceptual framework, the research problem was addressed. Throughout history, pandemics
have repeatedly had devastating consequences for the global population, manifested through
diseases such as cholera, plague, and influenza, thereby playing a crucial role in shaping
civilizations by claiming vast numbers of lives, which is evidenced by historical examples: the
plague pandemic in the Byzantine Empire in the 6th century CE, the Black Death, which
originated in China and spread across Europe in the 14th century, as well as the influenza
pandemic of 1918 - 1919, which began in the U.S. state of Kansas and spread to Europe, Asia,
and islands in the South Pacific - it is therefore considered that, as societies become more
civilized with larger urban centers, more exotic trade routes, and increased contact among
diverse human populations, animals, and ecosystems, the likelihood of pandemics emerging
grows significantly.
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Through historical monitoring of epidemics and pandemics, as well as by employing

comparative statistics and mutual comparisons, this study seeks to establish the possibility of

identifying potential challenges and threats from both medical and security perspectives, more

specifically, addressing subjective aspects, expressed through assessments, as well as objective

ones, supported by statistical data thereby the hypothesis of the paper “Epi de mi cs/ Pandem
as Nat ur d laimsDo achiavs 4 nee &fective level of prevention. It can be argued

that researching epidemics and pandemics as natural disasters carries multiple forms of

significance, which are reflected in the following:

The scienti fof éis mssearghn dorftributes 10 @Eening new chapters for
understanding the concept, role, and assessment of the potential emergence of epidemics and
pandemics as natural disasters, resulting from the effects of natural or artificially induced
forces, including bioterrorism.

The soci aloftlsisiregerch ontribiaeste igforming public about the far-reaching
catastrophic consequences of epidemics and pandemics on human life and health, providing
behavioral models, guidance for modifying prevention strategies, and approaches to mitigating
and addressing their effects in the Republic of Serbia, at the same time, explicitly highlighting
the vulnerabilities of the state in certain sectors and the shortcomings of strategic and
operational response models at critical points in the prevention chain, including societal
unpreparedness within the medical and security sectors, as well as the need to direct actions
toward the economic sector and crisis communication.

In accordance with the defined subject and aim of the research, we have formulated, in addition
to specific hypotheses, a general hypothesis:

General Hypothesis

Natural disasters, including epidemics and pandemics, endanger the security of human beings,
living organisms, material assets, and the environment, while also threatening infrastructure
and entire national security systems of states.

2. EPIDEMIC/PANDEMIC AS NATURAL DISASTERS: SIMILARITIES AND
DIFFERENCES

The subject of this research is the Epidemic/Pandemic as a natural disaster. It begins with the
conceptual definition of epidemics/pandemics and natural disasters, their consequences, and
the possibility of their deliberate induction as forms of modern biological warfare, as well as
the potential challenges posed by the COVID-19 viral infection and the establishment of
specialized biolaboratories. The study examines the role of the medical, intelligence, security,
and academic sectors, as well as the military and police, in combating pandemics, along with
the potential involvement of the media and the development of international cooperation.

In addressing this research problem, we started from several hypothetical assumptions, one of
which states: Natural disasters may lead to the outbreak of infectious diseases when they cause
significant displacement of population and the aggravation of synergistic risk factors (changes
in the environment, human living conditions, and vulnerability to existing pathogens) that
facilitate disease transmission. These are, therefore, natural events that inflict harm on human
life, however, human activity can also increase their frequency and intensity.

2.1. Causes of the Emergence of an Epidemic/Pandemic

,,The causes of various types of epidemics are, in fact, pathogenic microorganisms belonging
to the groups of viruses, rickettsiae, bacteria, fungi, and protozoa, while pathogenicity
represents the hereditary and unalterable ability of a microorganism” (Jovic & Savic, 2004).
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Historically, pandemics have most often been associated with environmental exposure, such
as untreated sewage. The lack of basic hygiene in past centuries meant that people frequently
bathed in and drank from rivers and streams contaminated with fecal matter. What is well
established, however, is that human-animal interaction plays a crucial role in this process.

The challenge lies in utilizing the accumulated, albeit incomplete, knowledge derived from the
fundamental diseases of our past to identify practical solutions and strategies aimed at
detecting and halting future threats.

2.2. Challenges in Transmission and Types of Epidemics/Pandemics

Microorganisms and the diseases associated with them represent one of the greatest health
challenges worldwide. Considering the potential consequences (medical, social,
psychological, and economic) microbe-induced diseases are regarded as one of the most
significant challenges of the present day. This is evidenced by events such as the 2021 anthrax
campaign, the SARS epidemic, the swine flu pandemic, COVID-19, and others.

The disease-causing agents evacuated from an infected organism enter the environment and
spread to susceptible individuals” (Jakovljevic et al., 2015).

In the environment, agents can spread through contact, air, food, soil, and vectors. It should be
noted that today the majority of the population is supplied with, and uses, piped water -
controlled and monitored for both drinking and technical purposes, thereby reducing the risk
of infection, however failure to adhere to hygiene regulations can lead to contamination of tap
water, contributing to the spread of infection with significant consequences.

2.3. Human Influence on the Emergence of Epidemics/Pandemics

Over the centuries, civilizations have employed chemical and biological terrorism, most often
through epidemics, whether involving toxic substances of animal, plant, or mineral origin, with
the aim of carrying out assassinations or acts of sabotage.

What is common to all cases is the deliberate use of toxic agents with the intent of entering
organisms and causing fatal outcomes.

Recent events in Ukraine also suggest that there existed or still operate biological laboratories
producing weapons of mass destruction intended for use against Russia and the Russian
population by the United States and its compliant European partners, which were detected and
supported with material evidence by Russia, prompting a special military operation aimed at
preventing the fulfillment of the objectives of the investors behind these so-called “factories
of evil.”

2.4. Epidemic/Pandemic as a Consequence of a Bioterrorist Attack

The potential use of biological weapons manifested as epidemics or pandemics represents a
distinct type of threat, with the assumption that it will be increasingly employed compared to
conventional weapons. On the other hand, the use of weapons of mass destruction, besides
being rapidly developed, can multiply the effects of an attack.

Considering the smallpox epidemic and its consequences as a bioterrorist attack, it is
significant that it was unique for being one of the deadliest diseases, killing more people than
any other, indicating that the primary target was the human population, or its maximal
elimination. On the other hand, the extensive territory affected by the virus, spanning North
Africa and Europe, suggests the colonial ambitions of the United States and its continued
efforts over subsequent decades to control energy and labor resources - an observation
particularly evident in recent years, especially during the coerced Russo-Ukrainian conflict.
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At the same time, this highlights the capability, or the lack of capability of a state to manage
emergencies and events of this nature.

2.5. Climate Changes and Epidemics/Pandemics, interactions

Climate changes affect the frequency and intensity of natural disasters in various ways,
including epidemics and pandemics. The general rise in temperatures leads to an increase in
the number of hot days and a decrease in cold days, representing one of the factors contributing
to the emergence of epidemics and pandemics. In the middle and higher latitudes of the
Northern Hemisphere, increased precipitation has been observed, causing floods, landslides,
and soil erosion, which also serve as triggers for epidemics and pandemics. Climate changes
create favorable conditions for the spread of infectious diseases and their vectors, while also
facilitating the expansion and geographical distribution of many infectious diseases, alongside
globalization, migration, and bioterrorist threats, all of which characterize the reality of the
world we live in today.

2.6. Migration as a Risk Factor for the Emergence of Epidemics/Pandemics

Migration movements could represent a potential risk space for Serbia, where migrants
possessing certain expertise and experience might engage in planning bioterrorist actions
regionally or beyond. For example, following the eradication of the Variola vera virus, which,
according to the official WHO announcement in 1980, killed half a billion people despite the
existence of vaccines and caused fatal outcomes in the Republic of Serbia, the AIDS virus
emerged, for which neither a vaccine nor effective treatment exists, subsequently, two
additional viruses Ebola and Marburg appeared, also lacking vaccines or effective therapies,
suggesting the possible ultimate objectives of their creators. All of this indicates a high
likelihood that these pathogens were produced in biological weapons laboratories, however,
as Serbia navigated between East and West during that period while maintaining a neutral
course under the Non-Aligned Movement, it could not avoid the scourge of the Variola
epidemic. In this regard, there is a similarity with the COVID-19 pandemic.

It is difficult to answer whether a pandemic or any other deliberate bioterrorist act can be
entirely avoided. Nevertheless, its impact can be minimized and mitigated through an adequate
response by the state and institutions that is facilitated by the development of regional trade
relations, the flow of goods, the exchange of information, and human factors, through which
the virus itself can be transmitted, imported, or exported, particularly via migration.

2.7. Consequences of Epidemics/Pandemics

By employing various sophisticated global means including media, the opinions of scientists
and experts, and the completely new challenges posed by the COVID-19 pandemic, the
question arises as to whether it could have been prevented and what its consequences are. Is
it, perhaps, an imposed conflict among global powers in the race to seize vital resources,
seeking to achieve maximum material gain through interaction with the manufactured
pandemic, without considering the opportunity costs and the consequences, which inherently
include the death of a large number of the planet’s inhabitants?

In addition to the fatal consequences (pandemic has claimed over 600,000 lives) it should be
noted that the pandemic had enormous direct and indirect impacts on the economy, politics,
and deeply affected many aspects of human life. Approaching this problem to prevent,
mitigate, and minimize its consequences requires a multidisciplinary and philosophical
approach, encompassing biomedicine, veterinary science, and their integration into the
educational system in accordance with security challenges.
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3. VIRAL INFECTION, EMPIRICAL INSIGHTS

Despite prior experience in confronting various epidemics and pandemics, such as the Spanish
flu, SARS, and others, the newly emerged security and medical challenges posed by COVID-
19 were reluctantly and difficultly overcome, leaving catastrophic consequences that are still
felt today. The unpreparedness of states and the failure to recognize this type of security threat,
like COVID-19, have had repercussions at both domestic and international levels, affecting
the political sphere, public health, the economy, and the lives of individuals.

The newly mentioned virus, named COVID-19, became the cause for the declaration of a
pandemic. On March 11, the World Health Organization officially declared COVID-19 a
pandemic. “At that time, more than 116,000 people were infected worldwide and by April 2,
just three weeks later, the number of COVID-19 cases had exceeded 1,000,000, with over
50,000 deaths so that by June 28, more than 10,000,000 people had been infected globally,
with over 502,000 fatalities. Three weeks later, on July 21, the number of infected individuals
worldwide surpassed 15,000,000. Among countries, the United States had the highest number
of COVID-19 cases, totaling 4,101,308. The U.S. also led the world in COVID-19 deaths, with
146,192 fatalities recorded on July 22. On the same day, the total number of COVID-19 deaths
worldwide reached 630,750 (Obradovic, 2020).

Building on experience from previous pandemics, measures to control COVID-19 varied by
country, resulting in differing numbers of infections and deaths. Many countries, particularly
within the EU, initially regarded it as an internal problem of China, showing little empathy or
humanitarian concern just to, as the pandemic rapidly spread to neighboring countries and
across continents, enter a phase of self-interest, and it can be said outright, opportunistic
behavior including hoarding medical equipment, vaccines, and other resources solely for their
own population. The EU’s underestimation of COVID-19 ultimately plunged the entire EU
into a recession, and in such a context, even coordination on financial aid packages for member
states proved difficult.

On the other hand, the response of the Republic of Serbia to the COVID-19 pandemic was
organized, decisive, and effective. The healthcare system proved to be vital, with the individual
placed at the center of attention. The system operated sustainably during the crisis, while the
systems of wealthier and more powerful countries collapsed.

4. PREVENTION AND RESPONSE IN THE CASE OF
EPIDEMICS/PANDEMICS CAUSED BY NATURAL OR ARTIFICIAL
MEANS

Although the 21st century is an era of scientific and technological achievements that should
serve as global assets, globalists often exploit these resources through the egoism of their
mindset, considering themselves the sole rightful owners and thereby destroying human,
animal, plant, natural, and material resources. To minimize the consequences, it is essential to
establish legislative and legal frameworks and incorporate provisions into national criminal
law, which has been done by 144 UN member states, that have undertaken obligations and
ratified the Convention on the Prohibition of Biological Weapons from March 26, 1975, in
order to reduce the potential for terrorist acts to a minimum.

Based on recent experiences, one of the most important measures should not be overlooked:
the need to revise policies within the context of biological security. Another essential
requirement is the applicability of intelligence methods of digitized citizen surveillance, in the
process of combating epidemics and pandemics, alongside legal and formal compliance with
the law. Strengthening awareness of this issue, continuous monitoring, the implementation of
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preventive measures, and the adequate preparation of human resources and material assets for
responding to disease outbreaks are critically important. In this regard, the experience and
lessons learned from previous pandemics are particularly valuable.

5. POSSIBLE MODELS FOR RESPONDING TO NATURAL DISASTERS OF
EPIDEMICS/PANDEMICS

Since epidemics and pandemics are an unavoidable factor in the modern world, with negative
consequences for human health, there is a necessary need to prevent them through various
response models, depending on the stage of risk. Response models will be examined through
the lens of different sectors and strategic structures of the Republic of Serbia responsible for
managing risks in natural disasters, epidemics, and pandemics, based on knowledge gained
from past events.

5.1. The Role of the Medical, Intelligence, Security, Academic Sector, Military, and
Police in Combating a Pandemic

At the very outset, the medical sector is the most important and fundamental link in the chain
of combating and eliminating infectious diseases, namely epidemics or pandemics, as well as
addressing their aftermath.

As the medical sector falls under the jurisdiction of the Ministry of Health of the Republic of
Serbia, the responsibility of this ministry extends across all segments at the highest level,
requiring significant engagement and prompt action. In the event of an emergency, such as an
epidemic or pandemic, the Ministry of Health, together with its facilities including temporary
field tents and units relocated from primary institutions, which proved essential during the
COVID-19 pandemic due to limited accommodation capacity, provides primary medical care,
patient transport via ambulances and other vehicles, treatment, regularly coordinates with other
relevant state entities, while also carrying out field sanitation operations.

In addition to the traditional security and civil-military intelligence sectors, a specialized sector
for medical intelligence operations, MEDINT, plays a crucial role in the emergence, i.e.
containment, spread, and elimination of various infectious diseases. During epidemiological
contact tracing, intelligence tools have revealed certain inefficiencies and gaps, despite their
significant contribution to preventing the spread of COVID-19. As confirmed in various cases,
GPS-based location of individuals yielded results only if the person, who was also the subject
of monitoring, actively used the device and if the territory was covered by a signal. Therefore,
it is necessary to apply multiple techniques to prevent gaps when integrating information
obtained from different technological tools, even though their use may challenge established
codes of rights and freedoms.

Regarding the Ministry of Defense of the Republic of Serbia, during the COVID-19 pandemic,
it prepared and proposed documents, including government regulations and decisions within
the scope of its authority. It also deployed specialized teams, primarily medical, which
incorporated veterinary units, for protection and rescue operations.

The role of the Serbian Armed Forces, in addition to its regular duties, included leadership and
command of activities during the COVID-19 crisis, as well as the practical deployment of its
units to provide assistance, since the information on available resources within the defense
system proved invaluable for carrying out tasks in support of civilian populations.

The Ministry of Internal Affairs, during the emergence of COVID-19 in the Republic of Serbia,
responded in accordance with its mandate for the protection and rescue of people, while prior
to the onset of the pandemic it prepared legislative documents, submitted proposals for their
adoption, and carried out other responsibilities. The most significant role in emergencies,
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including those caused by epidemics and pandemics was held by the specialized Emergency
Situations sector, organized into multiple teams within the Ministry of Internal Affairs of
Serbia, tasked with protection, rescue, and preventive activities.

5.2. Media and Epidemics/Pandemics

Informing citizens about various epidemics and pandemics must be multidisciplinary and serve
as the primary means of public awareness, enabling individuals to act independently for their
own protection and survival during an impending or ongoing disaster, whether it is television,
the most accessible medium, various radio programs, and print media. Social media, as a form
of public service, allows users to exchange internal data and knowledge, while also providing
authorities with insights into the state and development of an epidemic or pandemic in
otherwise inaccessible, rural, or fortified areas affected by a disaster, such as the number of
infected or deceased individuals, or urgent needs for water, technical and drinking water, food,
medical supplies, and healthcare services. It should not be overlooked that social media plays
a crucial role in decision-making by providing policymakers with analyzed data and collected
information, and it also serves as an essential tool for local communities in the prevention and
mitigation of epidemics and pandemics.

Building on the previous discussion, observing the current global crisis from the perspective
of media influence and propaganda, it can be linked as a continuation of the prior health crisis
related to the COVID-19 pandemic, which served as a precursor in the phase of physical and
psychological exhaustion, transitioning from a latent phase to the current stage, framed as a
conflict against one of the world’s most militarily and resourcefully powerful countries, Russia
with the aim of economic stagnation and the severing of access to regular consumers, ensuring
that monopolistic control remains in the hands of the strongest global hegemons and their
corporations, both private and state-owned.

It is also noticeable that, in responding to crises in general, and from the media perspective,
socialist systems based on public health models proved to be more effective and successful
than the wealthier systems which was evident in the case of the European Union’s treatment
of its member state Italy, while on the other side countries relying on their own resources and
crisis communication models, such as the Republic of Serbia, demonstrated greater
pragmatism and capability, with visible results. Furthermore, it is clear that preparedness for a
catastrophe must exist both at the institutional and individual levels.

5.3. Crisis Communication

When discussing crises and crisis management itself, the role of crisis management is to reduce
a crisis to the level of an extraordinary event by employing all available methods of crisis
communication. By definition, a crisis is irrational and transcendent. Crisis communication in
combating epidemics and pandemics represents one of the most significant components
directed by crisis management toward the collective understanding of a specific crisis, with
the ultimate goal of overcoming it, and answering the question which methods should be
implemented in order to resolve the situation and to navigate through it with minimal human
and material consequences, up to the complete elimination of its effects. Furthermore, a highly
important factor in the fight against epidemics, pandemics, and the spread of other infectious
diseases is the communicator itself, who must be trained and professional, instilling trust
among those affected and among the officials responsible for implementing the prescribed
measures, in other words, the communicator must know how to act and what to say, as well as
which approach or rhetoric to employ in public communication.
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5.4. International Cooperation

Following the Cold War and advances in transnational communication, trade, transportation,
and others, the possibility has emerged for the illegal dissemination of artificially produced
infectious diseases in the form of epidemics and pandemics, including their manifestation as
terrorist acts. The occurrence of such terrorist activities underscores the necessity for
international cooperation to enable more effective containment and elimination of these
threats.

In the aftermath of the COVID-19 pandemic, which affected the entire globe, and based on the
experiences gained, there is an undeniable need for coordinated international action regarding
the prevention and containment of pandemics in any form. Furthermore, as evidenced during
this pandemic, there was a clear absence of international dialogue and coordination, as well as
a lack of oversight by the World Health Organization. One should also note the self-interested
behavior of individual European Union member states, including the NATO alliance,
particularly regarding mutual solidarity.

It is evident that, in addition to existing frameworks, more effective models of coordination
and response must be established through mutual cooperation in combating infectious
diseases, epidemics, pandemics, and other forms of bioterrorism. Furthermore, it is necessary
to harmonize legal and regulatory frameworks at bilateral, trilateral, and global levels within
the domain of international cooperation at a strategic level.

6. CONCLUSION

In the Republic of Serbia, the emphasis of preventive measures should be directed toward
epidemics and pandemics. It is also important to note that the risk of natural disasters of this
type is mitigated by prior citizen training, their preparedness, and, above all, awareness of the
concept of “Natural Disaster” and the potential infections and contagious diseases.

One of the responses to epidemics/pandemics, as well as to other natural disasters, including
those caused by bioterrorism, is the establishment of regional rapid response centers whose
goal is to provide timely intervention and services depending on the type of epidemic,
pandemic, or other disaster. A notable example is the establishment of regional hospitals in
Serbia for COVID-19, such as those at the Belgrade Fair, the Arena in Belgrade, and in Nis,
as well as the Russian-Serbian Emergency Situations Center in Nis.

The response of the Republic of Serbia to the COVID-19 pandemic was organized, decisive,
and effective. The healthcare system proved vital, placing the individual at the center of
attention. The system functioned sustainably in crisis situations, whereas the systems of
wealthy and powerful countries collapsed. Families and local governments, using their
knowledge from past events in mitigating consequences, can influence the development of
awareness about natural disasters among citizens. Particular emphasis should be placed on the
education and training of personnel. Nevertheless, the COVID-19 epidemic demonstrated that
the reaction of both citizens and the state, informed by lessons and experiences from the 1972
epidemic, was not at its maximum potential. In fact, it became evident that social and political
circumstances play a significantly greater role in determining how a state responds to a
pandemic.

If we focus on the global level of the economic and healthcare sectors during the COVID-19
pandemic, the existence of protected crisis circumstances negatively affected adequate and
effective attention to the emerging threat, highlighting the vulnerability of the state in specific
sectors, which inspires potential terrorists to modify biological warfare procedures. There is a
recognized need to strengthen capacities for rapid laboratory diagnostics, to ensure proper

274



conditions for isolation and treatment, and to develop medical procedures for the effective
containment of infectious diseases, regardless of whether they are naturally occurring or the
result of bioterrorism.

The COVID-19 pandemic has proven once and for all that no one is safe until everyone is safe.
A health crisis in any local area can very quickly become a health crisis everywhere. The
COVID-19 pandemic also exposed weaknesses in the international system responsible for
coordinating the world’s response to pandemic threats. Numerous expert review panels have
reached the same conclusion: more actions must be taken to reduce the likelihood and impact
of future pandemics.

REFERENCES

Anita, R., Regoes, R.R., Koella, J.C. & Bergstrom, C.T. (2003). The r ol e of
emergence of iNmirepd26(69610),658-660.1 seas e.

evol

ut

BMIJ. (2010 WHO and t he pande’mizvor: hitpk:/Uvww.bmcconrapip-i r aci e s

response/2011/11/02/who-changed-definition-influenza-pandemic, Prisupljeno: 01.08.2024.

Cvetkovic, V.M. (2020). Upr av Irji &n jcd anar eginti uma.cNaucna-strano
drustvo za upravljanje rizicima i vanrednim situacijama, Beograd.

Jakovljevic, V., Cvetkovic, V.M. & Gacic, J. (2015). Pr i r odn e katastrofe

Fakultet Bezbednosti, Beograd.

Jeftic, Z. & Kopanja, M. (2020). Z a r abzonl e agbli o bbael znbie d z @, Pmim d e mi | a

k ovwlioggt v a i pnoosslt.8Bebgrad 2020.

Jones, K.E., Patel, N.G., Levy, M.A. et al. (2008). G| o b a | trends in
di s elsasue, 451(7181), 990-993.

Jovic, R. & Savic, A. (2004).Bi ot eror i zam, bi ol (bgsjk Beogmadat ,

Kesetovic, Z. (2008). Kr i z n i m eMiin&talspvaruautrasnjih poslova Republike Srbije,
Beograd.

emerg

bi

Kollipara, P., Stephen K. & Tyring, P.S. (2017). Ri c k et t s i @rdpical Derhneatoldgy o n s .

(Second Edition), Izvor: http://www.sciencedirect.com/topics/medicine-and-
dentistry/epidemic-typhus, Pristupljeno: 09.08.2024.

Laban, M., Malisev, M. & Radonjanin, V. (2001). Pr ocena st ete nakon

katastrofa zastita i spBResgmdanje u vanredni

Lika,I. (2020). Anal ysi s: The possibile Geloyp oHRandenikc

Izvor: htts://www.setav.org/en/analysis-the-possibile-geopolitical-implications-of-the-covid-
19-pandemic/, Pristupljeno: 20.06.2024.

ol o

kat as
m s

May, R.M., Gupta, S. & McLean, AR.(2001).| nf ecti ous Di sease dynami c:

a s uc ces s Philok Trahs R Boa Idomd B Biol Sci., 356(1410), 901-910.

Nacionalna strategija zastite i spasavanja u vanrednim situacijama. (2021). ,,Sluzbeni glasnik
RS”, broj 86.

Obradovic, Z. (2020). Z a r abzonlele agbli 0 bbad znbie d 7 @,Pmim d eCGro iiel:
St val po sl eldtitut 22 medjunarodnu politiku i privredu i Fakultet Bezbednosti,
Beograd, 2020.

Panarin, LN. (2019).Hi br i dni ratBebgmdr i ja i praksa.

275


https://www.bmj.com/rapid-response/2011/11/02/who-changed-definition-influenza-pandemic
https://www.bmj.com/rapid-response/2011/11/02/who-changed-definition-influenza-pandemic
http://www.sciencedirect.com/topics/medicine-and-dentistry/epidemic-typhus
http://www.sciencedirect.com/topics/medicine-and-dentistry/epidemic-typhus

Pejanovic, Lj., Vejnovic, D. & Rakic, M. (2018). Z a s tfi utnnkhcei zibaj esd m@as edni m
s i t u a.cHvrppskimdefendologija centar za naucna, politicka, ekonomska, socijalna,
bezbjednosna, socioloska i kriminoloska istrazivanja, Banja Luka.

Ristanovic, E. & Kokoskov, N. (2019). Medi ci nsko obavestajno del ove:
I i 6 hbVmoaj.n a a Waidtreitot bdprang i Institut bezbednosti, Beograd.

Ristanovic, E. & Kokoskov, N. (2019a). Ob a v e sbteazjbread n o s n i rad I p
Univerzitet odbrane i Akademija za nacionalnu bezbednost, Beograd.
Ristanovic, E. & Kokoskov, N. (2019b). Me d i n't kao bezbednosni poj a

perspektive u obavestajno b ePBRabukedbazbednsstoim si st e
Vojnomedicinska akademija, Beograd.

Ristanovic, E. (2010). Tr ka sa vremenom, odnos bizobleodsnkoozgt io,r u
Politicka revija, Godina (XXII) IX, vol=24, br. 2.

Ristanovic, E. (2016). Me di ci ns ki I b e z b e dBCoCasbpis urdertna z 0 V i 2]
medicine, vol. XVI, broj 1, Beograd.
Ristanovic, E. (2020). Da | i se epi de miGlobalno poglgli Gadbrapar e dvi det i ?

Sokolovic, M., Pekmezovic, T. & radna grupa. (2020). Pa n d e mi jla89Zbkrakvradoda
sa nacionalne naucne konferencije, Beograd.

UNAIDS. (2022). HIV Fact sheet. Izvor:
https://www.unaids.org/sites/default/files/media_asset/UNAIDS _FactSheet_en.pdf,

Pristupljeno: 12.06.2024.

Wang, H. et al. (2016). Est i mates of gl obal, regi onal incid

HI V, -21091850: t he Gl obal B u rTdeeLimcetoHIV. 308):s®la se St ud
€387. doi: 10.1016/s2352-3018(16)30087-x.

WHO  Africa. (2016). End of Ebola transmission in  Guinea. Izvor:
https:/www.afro.who.int/news/end-ebola-transmission-guinea, Pristupljeno: 22.06.2024.

WHO. 2014). Ebol a Vi rus Di sddaxe Fiim sWe 9t Mofnrtihcsa of t |
For ward P r Iavpre dittps://@wwsncbi.nlm.nih.gov/pmc/articles/PMC4235004/,
Pristupljeno: 23.07.2024.

WHO. (2014a). WHO: Ebol a Response R o a dlavarp Situ:
https://apps.who.int/iris/bistream/handle/10665/136020/roadmapsitrep_80ct2014 eng.pdf?se
quence=1, Pristupljeno: 12.06.2024.

WHO. (2019). Emer genci es: I nternational health regu
Izvor: https://www.who.int/news-room/questions-and-answers/item/emergenccies-
international-health-regulations-and-emergency-committes, Pristupljeno: 20.07.2024.

WHO. (2023). Ebol a Vv i r u $zvor: d litjss:€vavs. @ho.int/news-room/fact-
sheets/detail/ebola-virus-
disease?gclid=CiwKCAjwygWkBhBMEiwAp2yUFlkfxCHALLICGziPa-7CQ6DS7tS-
pXptYkoyrp4AHONOmiSiAa745ABoC2mcQAvDBWE, Pristupljeno: 24.07.2024.

WHO. (2023). P | a g lrver; https://www.who.int/news-room/fact-sheets/detail/plague,
Pristupljeno: 10.08.2024.

276


https://www.unaids.org/sites/default/files/media_asset/UNAIDS%20_FactSheet_en.pdf
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4235004/
https://apps.who.int/iris/bistream/handle/10665/136020/roadmapsitrep_8Oct2014_eng.pdf?sequence=1
https://apps.who.int/iris/bistream/handle/10665/136020/roadmapsitrep_8Oct2014_eng.pdf?sequence=1
https://www.who.int/news-room/questions-and-answers/item/emergenccies-international-health-regulations-and-emergency-committes
https://www.who.int/news-room/questions-and-answers/item/emergenccies-international-health-regulations-and-emergency-committes
https://www.who.int/news-room/fact-sheets/detail/ebola-virus-disease?gclid=CjwKCAjwyqWkBhBMEiwAp2yUFlkfxCHALLICGziPa-7CQ6DS7tS-pXptYk6yrp4H0NOmiSiAa745ABoC2mcQAvDBwE
https://www.who.int/news-room/fact-sheets/detail/ebola-virus-disease?gclid=CjwKCAjwyqWkBhBMEiwAp2yUFlkfxCHALLICGziPa-7CQ6DS7tS-pXptYk6yrp4H0NOmiSiAa745ABoC2mcQAvDBwE
https://www.who.int/news-room/fact-sheets/detail/ebola-virus-disease?gclid=CjwKCAjwyqWkBhBMEiwAp2yUFlkfxCHALLICGziPa-7CQ6DS7tS-pXptYk6yrp4H0NOmiSiAa745ABoC2mcQAvDBwE
https://www.who.int/news-room/fact-sheets/detail/ebola-virus-disease?gclid=CjwKCAjwyqWkBhBMEiwAp2yUFlkfxCHALLICGziPa-7CQ6DS7tS-pXptYk6yrp4H0NOmiSiAa745ABoC2mcQAvDBwE
https://www.who.int/news-room/fact-sheets/detail/plague

WHO. (2024). Pandemic influenza prepaleverdness
https://web.archive.org/web/20110513194204/http://ww.who.int/csr/disease/influenza/PIPGu
idance09.pdf, Pristupljeno: 02.08.2024.

WHO. (2024a). WHO pandemi c phade mdebscraicpti iweorss bgyn ph
https://web.archive.org/web/20110910112007/http://www.who.int/csr/disease/influenza/GIP
A3 AideMemoire.pdf, Pristupljeno: 01.08.2024.

Wolfe, N.D., Dunavan, C.P. & Diamond, J. (2007). Or i gi ns of maj or humat
di s eMasme,417(7142), 279-283.

277


https://web.archive.org/web/20110513194204/http:/ww.who.int/csr/disease/influenza/PIPGuidance09.pdf
https://web.archive.org/web/20110513194204/http:/ww.who.int/csr/disease/influenza/PIPGuidance09.pdf
https://web.archive.org/web/20110910112007/http:/www.who.int/csr/disease/influenza/GIPA3AideMemoire.pdf
https://web.archive.org/web/20110910112007/http:/www.who.int/csr/disease/influenza/GIPA3AideMemoire.pdf

278



CIP - Karanoruszanuja y myOIuKaIjun
Hapoana 6ubnaunorexa Cpouje, beorpas

005.334(082)
351.78(082)
351.861(082)

INTERNATIONAL Scientific-Professional Conference - Security and Crisis
Management - Theory and Practice (SeCMan) - International Forum "Safety for
the Future" 2025 (11 ; 2025 ; Belgrade)

Proceedings / 11th International Scientific-Professional Conference -

Security and Crisis Management - Theory and Practice (SeCMan) - 11th
International Forum "Safety for the Future" 2025, September 25 th and 26th,
2025 Belgrade, Republic of Serbia ; [editorial Nenad Komazec, Milica
Mladenovic]. - Belgrade : Regional Association for Security and Crisis
Management : S4 GLOSEC Global security, 2025 (Beograd : Donat graf). - 279
str. : graf. prikazi ; 24 cm

Tiraz 50. - Bibliografija uz svaki rad.

ISBN 978-86-80692-12-8 (RASCM)

a) KpusHu MeHaMeHT -- 300pHHUITH

0) Banpenne curyanuje -- Ypapibame --300pHUTIN

B) be3beaHoCHM ceKkTOp -- 300pHUIH

COBISS.SR-ID 175745801

279



